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Conventional secrecy analysis

INn network coding '

1 Eve

Eve eavesdrops the information on edges,
but does not change it. (Passive attack)



Conventional secrecy analysis
IN network coding

e(1) e(3) — Yi Eve
Yl —/ st/ Y3
| Y,/
Alice Bob
e(2) e(4)
Y, Y4

Eve eavesdrops the information on edges,
but does not change it. (Passive attack)

Can Eve obtain more information if Eve changes the
Information on edges (Active attack)?

Answer depends on type of codes!



Two types of answers

(1)In the linear code case,
Eve cannot improve her performance.

(2) In the non-linear code case,
Eve can improve her performance.



Non-linear example (GF(2))
Y=L ¢@Ys=Yi(Y,+Y;)=ML

e(l)1
Alice Bob
e(2) ey, = (Y, +1)(Y, +Y
Y, =M+L o= (DY, )
M : Message =ML+ M

| : Scramble variable

When Eve eavesdrops two edges except for {e(1),e(2)},
{e(3),e(4)} without modification,
Eve cannot recover the message M i.e.,

I(M;Y,,Y;)=1(M;Y,Y,)
=1(M;Y,,Y,)=I(M:Y,,Y,)=1/2



Non-linear exampIeY(GF(Z))

Y, =L Y Y.) =ML
o)’ e(3) 1)
Alice Bob
e(2) eAY, = (Y, +1)(Y, +Y
VR 4L (Y, +1)(Y, +Y))

M : Message L : Scramble variable= ML+ M

When Eve eavesdrops {e(1),e(3)}, Eve replace Y, by 1.
Eve obtain perfect information for M because

Y,+Y,+1=M

When Eve eavesdrops {e(1),e(4)}, Eve replaceY by O.
Eve obtain perfect information for M because

Y,+Y, =M

In other case, Eve has no good attack.



Linear codes

When all operations in nodes are linear,
there exist matrices K5, Hy, K, H such that

Bob receives Y, = Ko X+ H,Z adding
o Ei . EVve’s strategy
X : Alice’s input (non-linear)
Z . Eve’s input HE;j,i =0 for 1> ]
K¢ X : Eve’s output of passive attack

Eve can simulate Eve’s output with active attack
from Eve’s output of passive attack.

Eve obtain no merit with active attack.



Secrecy and Robustness
for linear network model

We are allowed to manage encoder and decoder.
Linear operations on intermediate nodes are fixed.

®_ : Code (pair of encoder and decoder)
Criteria:

K[®_]: coding length
P.[®,,K,H,a]: decoding error probability
[®,,K,H,a]: Leaked information

K=(KB, KE), H=(HB’ HE)



Asymptotic universal code
for robustness ,, .. a. zoon

For given my, m,, m,, there exists a sequence of
codes {®,}, such that

Iimk[®_ |/n=m,—m,

N—00

lim P,[®_,K,H,a]=0

N—00

for Var
rank K, =m,, rank H, =m,,

rank K =m, <m,—m,
Calculation complexity of @, is O(n log n).



Asymptotic universal code
for secrecy and robustness

For given my, m,, m,, there exists a sequence of
codes {®,}, such that

IImk[® ]/ n=m,—m,—m,

N—>0o0

lim P,[®@_,K,H,a]=0

N—0o0

lim 1[®@_,K,H,a]=0

N—00

for Vo
rank K, =m,, rank H; =m,, rank K. =m,
Calculation complexity of @, is O(n log n).



Proof

Combining the left over hashing lemma with Jaggi’'s
result, we obtain the secrecy when
Eve makes no modification.

Eve has no merit for eavesdropping
when she makes modification.
So, we obtain the desired statement.



Asymptotic universal code
for secrecy

For given my, m;, m,, there exists a sequence of
codes {®,}, such that
Imk[®. ]/ n=m,—m,

N—o0

P[® ,K,H,0]=0 a =0 (no modification)
Iim I[®_,K,H,a]=0

N—0o0

for Var
rank K, =m,, rank K. =m,

Calculation complexity of @, is O(n log n).



Proof

We use the initial m, transmission to estimate Kg.

So, P,[®@_,K,H,0]=0

Using the left over hashing lemma,
we obtain the secrecy when
Eve makes no modification.

Eve has no merit for eavesdropping
when she makes modification.
So, we obtain the desired statement.

This protocol is useful to sharing secret random
number

when Alice and Bob share small size of secret
random number and they can use public channel.
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