Reliable, Deniable, and Hidable
Communication




Motivating Scenario

Reliablity

(journalist)

Deniability

\
Hidability “e regime)




Anonymity

Hide within a crowd

Privacy

Steganography —
penawoility
Hide messages in a cover text

Hidability




Problem Formulation

Glenn’s
.0bservation

Glenn’s Decoder

Nancy’s Detector

Encoder e | observation (optional)

T X ~ p(-) Network/Channel

M~ U{1,2,...,2"%"

Goals:
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(Problem Formulation)

Denlablllty

Want:

- Nancy’s best T no better than “random”

|/
- Nancy performs Hypothesis Testing L/ \\
‘mlssed } false \

- Trivially, o + 8 < 1
Ensure: (W fpA ¥ nt)-{ Bnbast €’

alarms \

Hypothesis Testing:
(a+B8)=1-V(pi(Yn),p(YnN))




(Problem Formulation) Hidability

Message — ——p
M ¢ {0,1}"#

Encoder

Strong secrecy: I(M;Yyn) <€

New secrecy metric: “Super-strong secrecy”

Nancy cannot test if m is the message




(Problem Formulation) Hidability

Super-strong secrecy Strong secrecy

1 - 1 .
- € <Pr(M m|YN_y’T:1)< Q:RE ](M,YN)<€

Super strong secrecy = Strong secrecy

Super strong secrecy < Strong secrecy

- e.g. Encode everymgs;sgg\g)eg:@%%% y) %g«n@gﬁ%ig
Strong secrecy — Z(@ y 4 ﬁ%gg(ﬁl_iﬁ)

— 2"
= (1 :t €) log(l + ¢€)

Super-strong secrecy




(Problem Formulation)

Hidability vs Deniability

Innocent distribution
lT =0

X =~ Ber(M)2)
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Xo =K

2n bits Hidability = Deniability

Codes for Hidability don’t look innocent

Innocent distribution = Codeword distribution




(Problem Formulation),

Hidability vs Deniability
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Hidability

Deniability
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(Deniability)

Network of parallel links

Innocent X ~ pz()

transmission

Codebook
C

Message M € {0, 1}
Deniability & V (p;(Yn),0(Yn)) <e < V(p;(Xn),p(Xy)) < e V|N|<s

= Ed’s strategy: Pretend innocence, i.e.set p;(Xn) =~ p(Xn)
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(Deniability)

Example: Two links




(Deniability) Network of parallel links

Innocent
transmission

P 1: Convex|program
arg max i )
s.t. p

p 2: Codebqok s.t.

Codebook
¢ PX"X= pe(X")

Message M € {0, 1}
Deniability & V (p;(Yn),0(Yn)) <e < V(p;(Xn),p(Xy)) < e V|N|<s

= Ed’s strategy: Pretend innocence, i.e.set p;(Xny) =~ p(Xn)
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(Deniability)

Example:

0

1

1/3

2/9

1/3

1

2/3

4/9

2/3

bptima

| p1/32

) 2/3

optimal pa(z1,x2)




(Deniability)

Example: Two links

Attempt 1: Use sequences with exactly 1/3 zeroes c

0 | 1/3

1 2/3

optimal p, (x2)

320’s 330’s 34 0's

Specific sequence x

pa(X3 € T) = O(1/vn) > V(p,pa) — 1 !




(Deniability)

Example: Two links

Attempt 2: Use sequences with approx 1/3 zeroes P

320s 3 ,
ptima p g 40
Specific's u nce x

10,137

Roughly 1/3
zeroes




(Deniability)

Example: Two links

Attempt 3: Stochastic Encoding

2eX) i e Bim)

Pa(B(m)

Encoder:  p(x|m) =

|M| — Qn(H(pa)—5) Type classes

% &S| B(1)

@08 ¢°| B(2)
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(Deniability)
Example: Two links

Attempt 3: Stochastic Encoding Recall:

M| = 2n(H@)=5)
Want to show: %0 06®| B(1)

pa(B(m)) — E¢ [po(B(m))] 0080 6% | B3(2)

®
o 0 ce®
O 000 %¢

pa(B(m)) = EQp.(Bi)] (1 £¢) ~ °&2&]

x€ B(m)

2.

T€ type classes

2. |

Te type classes j

sum of i.i.d. terms

constant
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(Deniability) .
Example: Two links
Attempt 3: Stochastic Encoding

Encoder:  p(x|m) = pa](jaB((Xn)z)) if x € B(m)

Shown:  pa(B(m)) — Ee [pa(B(m)) /

V(p,pa) = Z!p
<6/2 /




(Deniability)

Example: Two links

M~ U{1,2,...,2"%}

=If R < H,_ (X1, X2), Reliable and Deniable schemes exist




(Deniability) Network of parallel links

X ~pi(+)

=
-

Message M € {0, 1} e

Result: If R < H,_(X), Reliable and Deniable schemes exist




Hidability (+Deniability)

Q: Can we use standard information theoretic schemes?
e.g.: One-time pad

Pr(M = m|X;) = uniform distribution = HIDABLE

Pr(X;) also uniform distribution = NOT DENIABLE




(Hidability+Deniability)
ldeas from converse proof

H(M)

< min H(X+|X
= NS (X§|Xn) + ne

Random binning?




(Hidability+Deniability)

Achievability

Csiszar-Korner type scheme Jointly typical
codewords

[2] I. Csiszar and J. Korner, “Broadcast channels with confidential messages,” IEEE Transactions on Information
Theory, vol. 24, pp. 339-348, May 1978.




Correctability (+Deniability)

X sz‘(')

s-Error
Correcting
Code

Q: Can we use off the shelf network error correction codes?




Deniability over Networks

Source

s , O

a l 9

vl /@

R

Ry

Q: How would coding at intermediate nodes affect the
deniability?
— Malicious nodes?




Trick 2: Hiding in noise

Innocent transmission = all O’s
Capacity = O(1/+/n) Willie




Prior work: shared secret

O(\W/nlogn) bits

= 80) -

AWGN channels
K

Alice

Capacity = O(y/n) bits

Willie

[1] B. A. Bash, D. Goeckel and D. Towsley, “Square root law for communication with low
probability of detection on AWGN channels,” in Proceedings of the IEEE International
Symposium on Information Theory (ISIT), 2012, pp. 448—452.




Our work: no shared secret [I1SIT’13]

Willie




Intuition: How loudly can Alice whisper?

= z,~Binomial(n, p,,)

"‘~~~\\Binmnial(v"~ Pw)

N\
.
\

e
.
np, + O(y/n)

Wiy (\—u)



Intuition: How loudly can Alice whisper?

« T=0,y, = Z,~Binomial(n, p,,)
* WhenT =1,




Intuition: How loudly can Alice whisper?

« T=0,y, = Z,~Binomial(n, p,,)
* WhenT =1,

p(yw)
A Key observation:
high deniability => low weight codewords

npy, + C)( \"f’_’v)

Wiy (V)



Reliability

« Random codebook (i.i.d. p = 0(1//n))
* minimum distance decoder

Rate = O(1/y/n) = Pr(error) — 0




logarithm of
# binary vectors

‘VtH (};M')
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log(# vectors)
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log(# vectors)
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Deniability proof sketch

 Recall: want to show Pr(V(Py,P;) <€) > 1 —
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Deniability proof sketch

E (P,




Deniability proof sketch

* V(Py,Py) < V(Py, Ec(Py)) + V(Ec(Py),Py)

E (P!




Deniability proof sketch

logarithm of
# vectors

o T o

"VtH (yw)

pwn — 0(/n)



logarithm of
# vectors




Conclusion

Deniability
- a new notion of information theoretic security
- fundamentally information theoretic ?
Hidability
- “Super-strong secrecy” : stronger notion than strong secrecy

- Deniability + Hidability
Pretending Innocence

Hiding in noise




Many unsolved problems

General Networks

Deniability + other metrics (correctibility, anonymity, ...)

Leveraging other asymmetries

- channel uncertainty
- shared randomness

Interactive communication

Computational deniability (pseudorandomness...)




Other Research Themes

Arbitrary Varying Channels
Farzin Haddadpour, Mahdi Jafari Siavoshani, Sid Jaggi [ISIT"13]

Adaptive Network Coding
[Invited talk BIRS'13]

Network Convolutional Codes/Network Codes and Control Systems
Jithin R, Zitan Chen, Sid Jaggi

Joint Source-Channel Codes for Broadcast
Qiwen Wang, Sid Jaggi

Network Tomography/Compressive Sensing/Group Testing/Phase Recovery
Sheng Cai, Eric Chan, Minghua Chen, Sid Jaggi
[Allerton’12, ITW’13, Allerton’13, COMSNETS’ 14]




Other “Fun” Stuff

Grant proposals (with Prof Sid Jaggi)
2 GRF grants, Google grants

Teaching

Course material, help with teaching...

“Community service”
2 TPCs, journal reviews, Network Coding website etc

Fun activities
CAN-DO-IT poster day, help with workshops



Thank You!




