[Data Security.

1. The Hospital' Authority owns all clinical data that are created or
collected In the course off patient care at HA Institutions.

2. /ACCESS 10 the patient data IS geverned by the principles ofi patient
Under care and organizational need-to-knew: basis.

3. All stafif are responsible for the safiety & confidentiality’ of the
patient data and to prevent unauthorzed use.

4, The person Who performs the data export In any: means which
Involves the duplication of dividually identifiable patient data,
such as data dewnload, printing or transcription Is responsible
for the usage and protection ofi the exported data which must
comply with the PD(P)O principles and A Draft Paper on
Release ofi Patient’s Information.




5. Download of identifiable patient data to any mobile storage device
such as notebook, USB, PDA, external hard-drive must be
prohibited unless approval is granted by HCE.

6. Appropriate measures must e taken to protect the security: of the
exported data e.9. using|encryption and password, keepingthe
exported data safely In a secured area.

7. Allithe unused andlexpired Identifiable patient data should e deleted.
8. ldentifiable patient datas must noet e transferred via internet e-mail.

9. For any loss of patient data, the staff must report to the department
head immediately. The department head should' consider to report
the case to the Police as appropriate.

10. Breach of confidentiality and security: Is subject to disciplinary
action.




11. Useful Link

= [Viobile Storage Alert
(IhttipE//ntec.heme/ntecitad/IVienieStorage Alerit: i)

m Freguently: Asked Questions - Clinical Data Policy
(AttpP/inTemmacS e me/mEdiaWikiiReExephp/ClinicalRDaL
2 Policy/ =" Ereguenily S Asked @UEsiens)

= A Practical Guiceto IiF SeEcCurity,
(rittos//ner o/ irfosae/cdactilan /A PrecticsliliGifjefs it |
N SECUWAENIGLE)

= Clinicall [Data Policy Mianual
(tte/inTermahCSI e e/ mMEdIWIKIAREEXephRp/Clincal NPl
2 PolicyIvignuzl)

m Electronic Communications Policy: Jan 2005

(httpE//harheme/Ne/ecp/ECpEINtIe. )



http://ntec.home/ntecitd/MobileStorageAlert.htm
http://informatics.home/mediawiki/index.php/Clinical_Data_Policy_-_Frequently_Asked_Questions
http://informatics.home/mediawiki/index.php/Clinical_Data_Policy_-_Frequently_Asked_Questions
http://informatics.home/mediawiki/index.php/Clinical_Data_Policy_-_Frequently_Asked_Questions
http://ha.home/infosec/document/A_Practical_Guide_to_IT_Security_EN.doc
http://informatics.home/mediawiki/index.php/Clinical_Data_Policy_Manual
http://ha.home/ho/ecp/ecp-intro.htm
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