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1. About DUO Bypass Code

When you are logging into the DUO 2FA integrated applications, you are required to provide the 2"
factor from a designated device (e.g. your mobile device) for identity verification before granting the

access.

However, in case you have problems with your mobile (e.g. forgot to bring, malfunction, lost or
stolen) and cannot provide the 2" factor to those Duo 2FA integrated applications, you can generate
a temporary DUO Bypass Code by yourself for logging in the applications.

1.1. Prerequisites

i You need to have your CU Link Card ready.

2. Generate a Bypass Code

You can generate a Bypass Code by yourself via the DUO Self-Service Portal.
Steps:

i.  Open aweb browser, visit the DUO Self-Service Portal at https://duo.itsc.cuhk.edu.hk, and
login with your 0365 account.

| é|E|Sign1n X =

R O ') B httpsy/sts.cuhkedu.hk/adfs/ls/2SAMLRequest=hZ)db4IwFib%2 FCumaFKoiNkLCS * ‘,,AE ﬂv

PSIIN= EE=EI cuHk Locin

For Office 365, @Link, LibrarySearch and more
Welcome to
: Login with
@ |_ [ n k & Student: Student-ID@link.cuhk.edu.hk
Staff: alios@cuhk.edu.hk
SCUHK Office 365

Alumni: alumni-ID@link.cuhk.edu.hk

Others: Computing-ID@link.cuhk.edu.hk OR
aliags@cuhk.edu.hk

Password: OnePass Password

|Logm o]

OnePass Password

Sign in
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https://duo.itsc.cuhk.edu.hk/

ii.  Once login the DUO Self-Service Portal, click BYPASS CODE button.

Two Factor Authentication

ABOUT 2FA ENROLL DEVICE BYPASS CODE RESCUE CODE LOG OUT

Important!

» After enrolling your device, 2FA CANNOT be disabled by deleting the Duo Mobile app or removing the CUHK account in the app.
« Select "Tablet" for your mobile phone during device enroliment. No SMS will be sent and phone number will NOT be used.

Before you start managing your device ...

... watch the video below and make sure you know how to gain access to the device list!

GO TO ENROLL/ MANAGE DEVICES

1. Click 'GO TO
ENROLL/MANAGE

DEVICES'

[ Okay, | am ready now

GO TO ENROLL/MANAGE DEVICES

Do You Know?

= What is a bypass code? A bypass code can be used as a passcode to pass through 2FA. You can generate a bypass code using
your CU Link or a rescue code.

« What is a rescue code? Rescue code is an alternative way to generate bypass code when your Duo Moible and CU Link is not
on hand. They should be generated in advance and have them printed or saved to a place where you can find them in an
emergency. These are single-use codes, so after you use a code it cannot be used again. Get your rescue codes HERE.

iii. Read the on-screen information carefully:
e The Bypass Code can only be used for 20 times within 12 hours.
e Once the bypass code is expired, you need to generate another new bypass code.

itsCumer
Two Factor Authentication

ABOUT 2FA ENROLL DEVICE BYPASS CODE RESCUE CODE LOG OouT

Bypass Code

Forgot or lost your mobile phone? You may obtain a bypass code to pass through 2FA. The bypass code can be used for 20 times within 12 hours. If the bypass code is expired but
you still don't have your mobile device for 2FA, come here to generate another new bypass code.

Please select below the option that is available to you:

I HAVE A VALID CU LINK CARD ON HAND.

| HAVE A RESCUE CODE ON HAND.

Need help?

Get help at hitps//cuhk service-now.com.

Prerequisites: you need to have either of below on hand for identity verification.
- your CU Link Card (steps can be found in Section 2.1), or

- apre-generated Rescue Code (steps can be found in Section 2.2)
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2.1. Generate Bypass Code with CU Link Card

Prerequisites: You need to have your CU Link Card ready.

Steps:

i.  Click HAVE A VALID CU LINK CARD ON HAND button.

Follow the on-screen instruction and click START button to start the process.

Bypass Code

Forgot or lost your mobile phone? You may obtain a bypass code to pass through 2FA. The bypass code can be used for 20 times within
12 hours. If the bypass code is expired but you still don't have your mobile device for 2FA, come here to generate another new bypass
code.

Please select below the option that is available to you:

| HAVE A VALID CU LINK CARD ON HAND.

To futher verify you are truly the real person, you will be asked for the serial number printed on the front or back of your CU Link card,
as lllustrated below.

If your CU Link card don't have that code printed on the illustrated position, your CU Link card maybe outdated and need to be
replaced.

| HAVE A RESCUE CODE ON HAND.

Need help?
Get help at https://cuhk service-now.com.
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ii.  Enter the CU Link Serial Number, which can be found in front / at the back of your CU Link
card, then click on the checkbox before I’'m not a robot.

Bypass Code

Please oomplete the form below fo get your 55 code.
CU Link Serial Numbe |

I'm not a robat e

reCAPTCHA
Privacy - Terms:

GET BYPASS CODE

iii.  You will be asked to proof that you are not a robot. Follow the onscreen instruction to
continue.

Select all images with

cars
Click verify once there are none left
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iv. Once the verification is passed, click GET BYPASS CODE button.

Bypass Code

Please complete the form below to get your bypass code.

CU Link Serial Number|112233445566??88

\/ I'm not a robot e
1eCAPTCHA
Privacy - Tarms.

‘ GET BYPASS CODE

v. The Bypass Code is generated.

Bypass 2FA

Done.

Please find your bypass code below, that will work for 20 times or expires on Thursday. 22 March, 2018 4:46
AM, which ever occurs first.

Bypass Code 273635110

Expires Thursday, 22 March, 2018 4:46 AM
Remaining Uses 20 times
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2.2.

Generate Bypass Code with Rescue Code

Prerequisites: You need to have your pre-generated Rescue Code ready.

Steps:

Click I HAVE A RESCUE CODE ON HAND button.

Follow the on-screen instruction and click START button to start the process.

Bypass Code

Forgot or lost your mobile phone? You may obtain a bypass code to pass through 2FA. The bypass code can be used for 20 times within
12 hours. If the bypass code is expired but you still don't have your mobile device for 2FA, come here to generate another new bypass
code.

Please select below the option that is available to you:

| HAVE A VALID CU LINK CARD ON HAND.

I HAVE A RESCUE CODE ON HAND.

Need help?

Get help at hitps://cuhk service-now.com.

Enter a valid Rescue Code which you generated in advance, then click SUBMIT button.

Bypass Code

Rescue code is an alternative way to generate bypass code when your Duo Moible and CU Link is not on hand. They should be generated
in advance and have them printed or saved to a place where you can find them in an emergency. These are single-use codes, so after you
use a code it cannot be used again. If all the rescue codes have been used, you can generate new rescue codes at here.

Please also note that previous bypass code will be invalidated if a new bypass code is generated.

Rescue Code: | BB2ZESE1476392CCE ” SuBMIT

The Bypass Code is generated.

Bypass Code

Done.
Please find your bypass code below, that will work for 20 times or expires on Thursday, 22 October 2020 3:35 AM, which ever occurs first
Bypass Code 752590033

Expires Thursday, 2 October 2020 3:35 AM
Remaining Uses 20 times

| I PP AR | B TSR P ]
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3. Use of Bypass Code

Once you had generated a Bypass Code, you can temporarily use it as the 2" factor to login the DUO
integrated applications.

Steps:
i. Take an example of logging into the DUO 2FA Self-Service Portal.

When you login the portal, you will be redirected to a webpage hosted by DUO at
“* duosecurity.com/” and a Duo push notification is sent to your registered mobile device
for the 2FA authentication if you used Duo Push in last authentication.

Ignore the Duo push notification and click ‘Other options’.

v @ Duoc Security b3 B = O x

' c o mduosecurity.comjframe,fvfl;'auth;’prompt?swd:frameless-bc59ae49-f939-454e-b97a-bbf0&76426ff T o 2

Check for a Duo Push

Verify it's you by approving the notification...

Sentto i0S

o= D

Other options

Need help? Secured by Duo
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Then click ‘Bypass code’.

~ @ Duo Security - Other options t= X + = m] x

< (& L m.duosecurily.comfframe;‘v:lfauthfall_methods?s\d:‘frameless-bc593&49-@39-4549-bQI’a-bbee?(S.u ¥r a 2

< Back

Other options to log in

e Duo Push
r—' Send toi0S

Duo Mobile passcode

123 b

=== Enter a code from the Duo Mabile app

Hardware token
@ Enter a code from your hardware token

Bypass code

123 >

—-— Enter a code from your IT help desk

Manage devices
Add a phone, Touch 1D, and more. >

@ First you'll verify your identity.

Need help? Secured by Duo

Enter the Bypass code that you generated, then click Verify.

v @ Duoc Security - Other options t= = X o = m] x

<« [&] x4 m.duﬂseturily.cum,ﬁframe,fvd-,/authjall_method5?5id=frameIess—b(SQaed—Q—ﬂSQ—454e—bg?a—bbﬂ)e?&.. T o 2

T,

Enter your bypass code

Verify it's you by entering a code from your IT
help desk.

Bypass code

Other options

Need help? Secured by Duo

You should be able to login the application successfully.

-END -
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