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Abstract

In this project, we design and develop an anonymous online course evaluation
system with Hyperledger Fabric. The system can provide verifiable course evaluation
platform. Anonymity of the system can protect the user privacy and evaluation

process.

Traditional handwritten course evaluation has numerous problems. Massive
paper usage, course hours occupation and data analysis time, etc., these problems
can be avoided if we do our course evaluation on an online platform. We implement
our course evaluation system with Hyperledger Fabric to improve anonymity of
evaluation process. So that the online course evaluation system can be an advanced

alternative option for course evaluation.

In this semester, we only implement the simplified version of designed system
with simple user interface. Next semester, we will complete the whole designed
system and try to improve the data encryption by using homomorphic encryption.
The final version of our system should be user-friendly and every user can have

better course evaluation experience.
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1 Introduction

1.1 Motivation

Course evaluation in CUHK is always paper-based. For completing the course
evaluation, we must spend some lecture time for distributing evaluation forms,
filling evaluation forms and collecting evaluation forms. If we even count the
preparation before the course evaluation and the time for data analysis, it is not
difficult to notice that the whole course evaluation procedure spends an
unreasonable amount of time and resources. In some cases, filling the form can be
quite annoying when we need to fill the basic course information by ourselves. To
save the cost of evaluation and improve the student experience, digitalize the

evaluation process is an inevitable trend.

If we type and search “online course evaluation” on Google, we can find out
that some schools in other countries already have their online course evaluation
systems. This shows that the online course evaluation is feasible. The only problem
of introducing an online course evaluation system is getting trust from users. For
students, we need to prove that their submitted forms are counted and the
submitting process would not reveal their identities to teachers. For teachers, we

need to promise that results are correct and every counted form is verified.

To provide a reliable and trusted online platform, we choose to deploy the

system on a blockchain network. Hyperledger Fabric, the blockchain framework we



used, promises permissioned membership in the network and the channels in the
network to allow data only go to the parties who need to know. This provides a safer
and reliable environment to store the evaluation information. As our project
continues, we hope that the course evaluation system can be more reliable and

secure, such that it can be used by our schoolmates.

1.2 Background

1.2.1 Online course evaluation consideration

Evaluation of a student is verifiable but anonymous

An evaluation system should be end-to-end verifiable such that the student
can verify his submitted encrypted form, his saved form on server and his form is
counted in the results [1]. Besides, only eligible students for that course evaluation
can join the evaluation. The submission of the form should be anonymous so that
the owner of the submitted form and form content should be unknown to everyone

except the owner.

Allow each student to cast a course evaluation just once

To prevent inaccurate results because of spamming forms from students, the
evaluation system should have a mechanism to prevent multiple forms from being

sent from a student in the same course.

Accurately records the evaluations

The evaluation records should be always accurate. Under cyber-attack, the



system should be able to filter the wrong data from malicious attack and prevent the

records from being corrupted

Accurately counts the evaluations

The evaluation results should be always correct and the only submission from
eligible students will be counted. Any corrupted results should be noticed and

removed.

1.2.2 Blockchain

Blockchain is a list of records and block is the basic storing unit. A simple block
contains a timestamp, stored data, hash of current block and hash of the previous
block. These blocks are linked by the hash and this makes the data modification
difficult since modified data will change the hash of block and hash of all successor

blocks need to be recalculated.

In addition, the blockchain network is distributed and sometimes decentralized.
Everyone with permission (For public blockchain, no permission is required) can
become a node in the network and access the data. Every data modification or block
generation is required approval from the majority of network nodes. Unless more
than half of the network nodes are hacked, it is impossible to change the data saved

in the blockchain.

There are two major kinds of blockchain, public blockchain and private



blockchain.

In public blockchain, everyone can join the network and every node can
generate a new block. Therefore, public blockchain usually uses proof of work
mechanism [2] to control the block generation and enhance data security. When a
node tries to generate a new block, the node first needs to calculate the nonce,
which can be hashed to a value with a specific feature. Then the node broadcasts the
new block with the nonce. After the validation from majority of nodes, the new block
will be accepted. The nonce calculation is computationally intensive. As a result, the

block generation is slow and further increase the difficulty of data modification.

In private blockchain, only the users with permission can participate and only
trusted nodes can generate new block. To secure the block generation and keep the
performance of the network system. Some kinds of private blockchain (Hyperledger
Fabric) use Practical Byzantine Fault Tolerance [2] instead of proof of work
mechanism. The block generator will be determined by majority. Once there are at

least two-third honest nodes in the network, this consensus approach will work.

1.2.3 Hyperledger Fabric

Hyperledger Fabric is an open source business blockchain framework.
Hyperledger Fabric is a framework for permissioned (private) blockchain network [3].
As identities of all members are known, the anonymity of private blockchain is

weaker than the public blockchain but it is easier to do user authentication in private
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blockchain.

When we join the blockchain network, we set up nodes for participating in

the network. These nodes are called peers. Peer is the basic element of the network.

A peer should have its own chaincode and ledger. Chaincode (smart contract) is the

code which can access the ledger. Ledger is responsible to record the data by

blockchain and world state which is the current value of stored objects. To update

the ledger, an orderer is required for generating new block and providing ordering

service. If we want to have private data sharing, then we can set up channels

between peers or create private data collections, which are subsets of organizations

share private data in channel.

The workflow of Hyperledger Fabric can be explained as below.

1. connect to peer

/

2.1 peer invokes chaincode with proposal

\

2. invoke chaincode (proposal)

2.2 chaincode generates

3. proposal response

query or update
proposal response

5. ledger update event

4. request that transaction is ordered

A

y 4.2 peer updates ledger
using transaction blocks

Blockchain
Network

Application

Peer

Chaincode

--4 4.1 Transactions sent
to peers in blocks

01

N

Ledger

808 -0

Orderer

Figure 1: An example of Hyperledger workflow (Source: hyperledger-fabric.readthedocs.io)

Assume we want access the data in ledger, we first invoke the chaincode of

the peer through an application which is connected to the peer. Then the chaincode

makes a response and the application receives the response. If we just read the data
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in ledger, the response will be returning requested data. If we want to update the
ledger, we make a transaction from the response and send it to the orderer. Then
the orderer generates new blocks. If there are multiple channels in the network and
orderer receives multiple update requests, the orderer will order the requests
chronologically by channel. The peer updates its ledger with the blocks. Once the

update is completed, the peer sends an event to the application for notification [4].

1.3 Objective

The goal of our project is to design and build an online anonymous course
evaluation which can protect the privacy of students and the ownership of
submitted evaluation form cannot be known to teachers. Hyperledger Fabric and
other technologies would be used to improve the anonymity, end-to-end verification
and user authentication. The final version of the evaluation system should be the

replacement of current paper-based course evaluation.

The whole project is expected to be completed in 2 terms. In the first term, we
have these objectives:
1. Study the related research and implementation of end-to-end verifiable
voting, blockchain voting and Hyperledger Fabric.
2. Design the flow of a course evaluation, from preparation to releasing results.
3. Implement the basic version of application and we can do a course evaluation

and view the results.

12



2 Related Work

2.1 Online course evaluation system

When we search “online course evaluation” by Google, we can find out that
some colleges in the other countries use different approaches to do their online

course evaluation.

GO g]e online course evaluation !, Q

3H - Here, we go through the process of creating an onlir

aluation survey

and how to get the right feedback. But, first, are you planning

Online Course Evaluations | Registrar's Office
https://registrar.stanford.edu > students » online-course-evalu... v FEEE(
The Office of the University Registrar and Office of the Vice Provost for Teaching and Learning

(VPTL) manage the course evaluation process through the

Online Course Evaluation Gwdelmes and Checkllst | Faculty

Wisconsin at La Crosse to help its faculty conduct self-assessment of

Online Course Evaluation And How It Increases Student ..

Nondering if n increases student responses? Check

if successful transition to Online irse Evaluation increases

PPFIOnline Course Evaluation Form - fsu distance learning
https://distance.fsu.edu » docs » assessment » eSPCI ~ §

)nline Course Evaluation. Evaluated Course. ENCIIOL. Instructor. Gamnett Aurum. Term. Fall
2012. Coun1e Content Statements. STRONGLY. STRONGLY.

Course Evaluations

Figure 2: A screenshot of Google search (Source: Google)

Some schools may find outside vendor to manage the evaluation data.

Stanford University is one of the examples [5].



Stanford University SUNetID Login

Registrar's Office
Stan fOI’d Student Affairs

Students Faculty Staff Everyone ResourcesandHelp

Home » Students

= Online Course Evaluations

Undergraduate Degree
Progress

Graduate Degree
Progress

Dissertation and Thesis
Submission

Coterminal Degree

Programs
Graduation
Provost for Teac For complete
Enrolling in Courses information on the new course evaluation system, see the
. Vice Provost for Teaching and Learning's page on
Final Exams Stanford's New Course Evaluations.

Online Course
Evaluations

i Key Dates for Online Course Evaluations,
Definition of Grades 2019-20

Student Record Privacy

Figure 3: A screenshot of Stanford University website (Source: registrar.stanford.edu/students/online-
course-evaluations)

However, the websites of those schools seldom mention how the online
course evaluation system works. For the anonymity of the systems, those schools
may only mention that the identities of students are confidential. The students who

use the systems can only trust their school without any proving.

2.2 Online e-voting system

As we cannot try the online course evaluation of other schools and
understand how those systems work, we try to study the implementations of online

e-voting system, which are quite similar online course evaluation system.
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2.2.1 Helios

&

MENU =

helies

Helios offers verifiable online elections.

. s - Log In to Start
We believe democracy is important, whether it's your book club, parent-teacher Vofing
association, student government, workers' union, or state. So we've made truly
verifiable elections as easy as everything else on the Web. n facebook
Helios elections are: i-.a google

« private: no one knows how you voted.

- verifiable: each voter gets a tracking number,

« proven: Helios is open-source, vetted by top-tier experts, and in use by major
organizations.

More than 2,000,000 votes have been cast using Helios.

Figure 4: A screenshot of Helios website (Source: https://vote.heliosvoting.org/)

Helios is an open-source verifiable online voting system [6]. To start a vote,
we can log in with their Facebook or Google accounts. Then we fill in some setting to
generate an election. We can find a group of people who we trust to be the trustees,
or Helios will be the trustee by default. Each trustee holds a unique key pair and the

public keys of trustees are used for encrypting the votes.

When we finish our votes, our votes will be encrypted with those public keys
and some random values. We will also get ballot trackers which can be used for vote
verifying. There will be a bulletin board which list all submitted ballot trackers. If our

trackers are shown on the board, then our vote is counted in the tally.

All encrypted votes are combined into an encrypted tally by homomorphic

15
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encryption and only the tally will be decrypted for showing the voting results. To

decrypt the tally, all private keys of trustees are needed [7].

2.2.2 Follow My Vote

Q followmyvote.com

7\

2o\
(\J
\4 K 2
S (N7 P~ 7 )

4\ 4 Y/
lntroduémg a secure and transparent onling otmg olutlon for the medern age:

F OLLOW MY“VOTE

L

Feedback

-
-
-

f( \/ ) c( O,
‘ ‘| \ JoméurhstOfSuppor;teQ' :

‘—YJ’

Support Us!

Figure 5: A screenshot of Follow My Vote website (Source: https://followmyvote.com/)

Follow My Vote is an open-source voting system which is implemented with

blockchain technologies [8]. The data of voting is stored in blockchain and the online

voting platform uses Elliptic Curve Cryptography (ECC), which is a kind of asymmetric

cryptography, to create votes.

16
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Before we start voting, we have to create two ECC key pairs. One pair (identity key
pair) is for checking voter identities and another pair (voting key pair) is for voting.

When we join a voting, we have to show our identities to a verifier and the verifier
will record our identities with our identity key pair. Then we register our voting key
pair with one of the identity keys anonymously. Then we can make a vote and sign

the vote with our private voting key. Everyone in the Follow My Vote can use the

public voting key to verify our vote [9].

2.2.3 Polys

Polys is a Secure I
Online Voting
System

Optimize
voting

Create vote Request a demo

Eugene f

Polys features

HI @ Have a look around! Let us know If
you have any questions

)
Immulable and anonymous
- =3 technology, which makes vo!
We use cookies to provide you with the best user IS guaranteed by transparent .., ... . o

experience, By using Polys, you accept our cookies p y
‘

Figure 6: A screenshot of Polys website (Source: https://polys.me/)

Polys is another blockchain-based online voting platform [10]. In a voting,

17



each voter has own token and a random Ethereum account with permission. To
make a vote, the voter submit the token to registry. The registry will find an alias and
the registry will return the address of alias to the voter. Then the voter can ask the
alias to cast a vote. The alias will check the Ethereum account. If the Ethereum

account is allowed to vote, the alias will cast the vote [11].

18



3 Design

3.1 Overview

We decided to use Hyperledger Fabric as our system network framework.
The main reason is that Hyperledger Fabric is a permissioned blockchain network
framework and only the users with permission can use the network. With the
feature of passing data through channels and private data collections (PDC), the data
only pass to the related parties. With these properties, Hyperledger Fabric provides a

reliable environment to store data.
3.2 Principle of system

3.2.1 User authentication by token

Before starting a course evaluation, we have to make sure that only the
students who study the course can participate the course evaluation. Therefore, the
students who study the course should receive a token from the faculty. This token is
generated by our designed evaluation system. To join the evaluation, students have

to prove their identities with their tokens.

19



Faculty student

Figure 7: User authentication by token

3.2.2 RSA signature

When we use the system generated tokens to verify identities of students,
the faculty would have a record of token ownership. If we directly use the tokens for
end-to-end verification, the ownership of submitted evaluation forms will be

exposed.

20



XXX has
submitted
this form

= ¢

System student

) @
ah PP

Faculty

&y
h

Figure 8: Token reveals user privacy

To prevent above situation, we use RSA signature for end-to-end verification.
Before doing the evaluation, student has to generate own key pair and keep the

private key safe.

This key pair is mine

Pw

public key private key

student

Figure 9: User has unique key pair

Then the public key, with the token, will be sent to the system. The token will
be checked by the system. If the token is a valid token, the public key will be saved in
the system and the token will be marked as used. No public key can be accepted

with the used token.
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o--+.—) =

public key System

h Marked
Token

public key

Figure 10: Public key registration

When a student submits evaluation form, a hash of that form is created and

the hash is encrypted by private key.

form hash value private key encrypted value

Figure 11: Signature creation

Then the student can send the evaluation form with the encrypted value to

the system.

+ ) —

form encrypted value System

Figure 12: Submit the form with signature

The system decrypts the encrypted value with the stored public keys and

22



compares the decrypted value with the hash value of the form. If there is decrypted

value which equals to the hash value, the submitted form will be saved. The relation

between the form and public key will be saved as well.

hEE

encrypted value

—

form

P

—

public key

hash value compare

—

decrypted value

Figure 13: Processing submission

Same, form saved

7
N

different, reject

As the relation between public key and token has no record in the system,

people who only hold the tokens cannot know corresponding public keys and they

cannot know the owner of submitted form.

faculty

student

teacher

owner of token

know

know (own token)

know

owner of key

do not know

know (own token)

do not know

owner of form

do not know

know (own token)

do not know

Figure 14: Table of owner identity permission
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3.3 Proposed system architecture

]

applications
PP generator validator collector
orderer
ledgers
peer

Figure 15: Proposed system architecture

In the proposed system, there are multiple ledgers and three kinds of smart

contract in peers. The ledgers are responsible for storing token information, public

keys provided by the verified users and verified evaluation forms with corresponding

public key and evaluation results. Validator is the smart contract which is used for

updating used token information and update stored public key information.

Collector is the smart contract which queries valid public keys and update stored

evaluation information with valid public key. Generator is the smart contract for

updating new token information.

3.3.1 Workflow of the system

3.3.1.1 Token generation

The faculty provides issuer identity, course ID, number of tokens and token

expiration date to an application. The application sends update token information

24



request and the system returns the tokens. Then the faculty get the tokens from the

ledger and distributes the tokens to the students.

& 1.Token information
@

[®

application
4. respond
2.Invoke update
_ 3. update @ @
@ @ generator Ied};ers
orderer
6. add block

Figure 16: Workflow of token generation

3.3.1.2 Public key verification

Students have their tokens and own key pairs. The key pair is proposed to be

generated by the application. Then students submit the token and public key to the

system for updating valid public key list.
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a\ 1. token, public key

student application

) )

orderer

)

)

ledgers

Figure 17: Workflow of public key verification

3.3.1.3 Evaluation form submission

After submitting the public key, students can fill their evaluation forms and

submit the forms with RSA signature. Then the system checks the signature and

updates evaluation information if the signature is valid.
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aﬂ 1. form, signature

>

student

) @

orderer

®

®

ledgers

Figure 18: Workflow of evaluation form submission

3.3.1.4 Viewing results

When we want to see the results of evaluation, we can submit the course ID

to see the overall results or submit the course ID and public key to see the particular

form.
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1. course id, (public key) g——
® B

user application
A

4. respond
2.Invoke query

3. query
- | @

)

collector

ledgers

Figure 19: Workflow of viewing results

3.4 Expectation for proposed design

For our current design, the stored keys and evaluation information are not

linked to any token. Therefore, we expect the token holders cannot use their tokens

to figure out the owners of keys and evaluation forms.

When we show the results of evaluation on an application, the related public

keys can be shown with the results. Students can check list of keys to ensure their

keys and forms are involved in the evaluation.

3.5 Assumptions

When we design our system, we have made some assumptions:

28



3.5.1 The party who hold the system is honest

This assumption is the most important assumption. If this assumption fails,

then our system will be failed.

For example, the faculty controls the token generation and distribution. If
there is an unhonest staff try to affect the evaluation, he or she can make extra
tokens and joins the evaluation. At the same time, if there are some students who
do not do the evaluation, then the cheating may not be discovered as the number of

received form is reasonable.

We do not have solution to solve this problem at this moment. However,
making this assumption is acceptable since current traditional paper-based

evaluation also makes this assumption.

3.5.2 Majority of peers are honest

As the consensus mechanism of Hyperledger Fabric is based on the
endorsement of peers. If majority of peers are malicious, the orderer will provide

incorrect ordering service.

We can increase the number of peers to ensure most peers are honest.

Moreover, the peers should be hold by the faculty and the peers should be honest in

this case.
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3.5.3 The evaluation progress can be view at any time

In current design, the overall results of submitted form can be checked at any
time. This may prove that results is not corrupted if all the students who have
finished the evaluation check the results together. However, the students who have
not submit their forms may be affected by the current results. This may not be fair to

the teachers.

3.5.4 The identities of used token owners can be revealed

As students use their token, the faculty can know their identities by checking
the used tokens. We think this is acceptable for an evaluation system. Even if we can
achieve zero-knowledge proof [12] and proof that the participants are students
without knowing their identities, this level of anonymity is not necessary for our
course evaluation as all students should finish the evaluation.

We focus on the anonymity of form submission that no one knows who
submit the form. The token and key pairs validate the identities of participants and

keep the identities of form owner as a secret.
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4 Implementation

4.1 Overview of 1st term implementation

In the 1st term, our goal is to implement a simplified version of the online
evaluation system utilizing Hyperledger Fabric as the blockchain framework for the
system. The system consists of two major parts: the blockchain network that handles
the data transactions, and the clients and web interfaces for different roles in the

system.

Hyperledger Fabric blockchain network is the core component that handles
all the data transactions includes: adding tokens, verify tokens, adding evaluation
results and querying evaluation results. All of these features are implemented by
chaincodes to ensure the integrity and reliability of the transactions. For simplicity,
the current version of the network only consists of one peer, but it can be easily

expanded and will be done in 2nd term.
In order to communicate and interact with the network, different clients are

needed to perform certain actions such as invoking different chaincodes. Web

interface is provided for certain clients for ease of use.
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4.2 Blockchain network

4.2.1 Framework and programming language

For the blockchain network, Hyperledger Fabric is used. It is an open-source
permissioned distributed ledger technology platform, with over 35 organizations and
nearly 200 developers in its development community [13]. Hyperledger Fabric is
written in Go language, but it also provided Node.js SDK for chaincode [14] and
application (client) [15]. We choose javascript as our main programming language,
since javascript is flexible and easy to debug, while it is also one of the most well-
known language for web development. Using the same programming language
across the whole development cycle reduces hassles and provide the ease of

integration for different parts of the system.

For database, we would use CouchDB [16].

4.2.2 System architecture

Here is a diagram of the blockchain network system architecture (figure 20):
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Hyperledger Fabric Network
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Figure 20: System architecture diagram of blockchain network
Peer

The peer in our current Hyperledger Fabric network handles token

generation, evaluation verification and data storage.

When we send a request from the issue token client, the peer invokes the
token contract. After the updating information is received by orderer, new blocks

which contains updating information will be added in the ledger.

If someone try to submit an evaluation form through the add evaluation
client, the peer invokes the evaluation contract and verifies the request by checking

the provided token. Orderer will receive the updating information and add new

blocks
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To view the evaluation results, we can make a request through the evaluation

result client and the peer will provide the results stored in the database.

Orderer

The orderer in our current Hyper Fabric network is responsible for the block
generation and ordering. Once the clients send the information generated from the
response of peer, the orderer will generate the block which stores the provided

information.

Chaincode (smart contract)

Token contract is the chaincode which is responsible for querying and
updating token information in the ledger.

Evaluation contract is the chaincode which is responsible for querying and
updating evaluation information in the ledger.

The chaincode for managing key pairs is not yet implemented in this term.

Database
CouchDB is used for developing our system state database. As we choose to
use javascript as our programming language for this system, the chaincode values

are modeled as JSON data. CouchDB has richer query for such chaincode data [16].

Client
In current implementation, issue token client, add evaluation client and

evaluation result client are implemented.
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In issue token client, we can make requests of issuing new tokens for
particular course evaluation. By giving the information of issuer, course ID and token
expiration date, the client will request the system to generate a new token with the
given information. Once the request is accepted, the we can view the token in the
client side. Currently there is no GUI for the issue token client and all operations

have to be done in command line. The GUI will be provided in next term.

We can submit our evaluation form through add evaluation client. In web Ul,

an evaluation form is provided. Once we finish evaluation, we can submit the form

and the client will make a request of adding evaluation.

The results of course evaluation can be viewed in evaluation result client. In

the web Ul, we can submit the course ID to view the target course evaluation results.
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4.3 Web interface

4.3.1 Framework and programming language

We use React-Bootstrap as our web interface framework. React-Bootstrap is
a library which is a re-implementation of Bootstrap with React [17]. Bootstrap is a
popular front-end development framework [18] while React is a popular javascript
library for creating Ul components [19]. We choose React-Bootstrap because we

have use it in another project and we are more familiar with it.

4.3.2 User Interface

4.3.2.1 Evaluation

Course Evaluation Form

Basic Information
My faculty: ART  BAS EDU ERG LAW MED SO  SSC  OTHER

Levet: Undergraduate  Postgraduate  Other

Year of study: Year1 Year2 Year3 . Yeard  YearS . Year6orabove

This course s (select one): Major Required ' Major Elective ~ Minor  Elective U Core (GE Lang, PE.IT) ~ N/A
Sex: Female  Male

Primary spoken language used in class: English  Cantonese ' Putonghua ' Others
Fraction of class time the primary language was uesd: 51-60%  61-70% . 71-80%  81-90%  91-100%
Supplementary languageis) (can select more than one}: English  Cantonese ' Putonghua  Others  N/A
Hours per week spent on this course outside class: 020 2140 4180 81120 120+ NA

Expected grade in the course: A B B+ BB Coorbelow

Clarity of Explanation
1. The teacher presented in a clear manner.
Strongly Disargee  Disargee  Slightly Disagree ~ Sightly Agree  Agree - Strongly Agree /A

2. The teacher used relevant examples to assist my learning.
Strongly Disargee - Disargee - Slightly Disagree - Skightly Agree  Agree - Strongly Agree  N/A

Figure 21: User interface of evaluation form part 1
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SRy LEEIEE  LEIYEE iy UReYIE ey MISE  AYISE  usangly s v

1f your answer is Strongly Disargee, Disargee or Slightly Disagree to Q14:
1 found the course content: Too Difficult  Too Simple

Learning Support
15. The course was well supported by library resources.
Strangly Disargee . Disargee . Slightly Disagree - Shightly Agree . Agree . Strongly Agree - N/A

16. The course was well supported by IT resources.
Strongly Disargee ' Disargee ' Slightly Disagree  Slightly Agree  Agree  Strongly Agree  NJA

Overall Opinion
17. Overall, | am satisfied with the course.
Strongly Disargee  Disargee . Slightly Disagree  Shightly Agree . Agree  Strongly Agree  M/A

18. Overall, | am satisfied with the teacher's performance.
Strongly Disargee  Disargee. / Sightly Disagree - Skghtly Agree / Agree - Strongly Agree  N/A

a. Comments for the teacher:

b. Comment for the course:

courseiD: token:

Figure 22: User interface of evaluation form part 2
The evaluation form interface consists of all the multiple-choice questions
and the open-ended questions of a normal paper-based evaluation form. Users can
easily pick their answers and fill in their comments. The course ID and token section
is disabled for manual input and currently empty, but those value would be
automatically filled in when opening the URL provided to the user in the actual

evaluation process. It would be more convenient and prevent manual input error.

37



4.3.2.2 Summary

courselD:
Overview
Myfaculty: Level: Year of study: This course is: Sex:
Primary language: language time: Other language(s) Spent hours: Expected grade:

Figure 23: User interface of evaluation result (default)

coursell: CENG1010

Overview
Myfaculty: Level: Year of study: This course is: Sex:
. ‘. Year3:1
AW WERG i SCI mFostgraduste m Undergraduste mear3 mvesr2 i Yesr1 mvear ' Msjor Elective m Major Required male m Female
Primary language: language time: Other language(s) Spent hours: Expected grade:

Figure 24: User interface of evaluation result (with course ID entered)



a. Comments for the teacher:

b. Comments for the course:

Figure 25: User interface of evaluation result (open-ended questions)

The summary page provides a visualization of the evaluation results. It
consists of pie charts for each multiple-choice question and a list of comments for
the open-ended questions. Also, it provides the option to download the result in CSV

format for other uses.
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4.4 Demonstration

4.4.1 Create token

A token is required for each user in each course to submit their evaluation. In
order to generate a token, a node.js command-line program is written so that the

administrator uses it.

les/commercial-paper/organization/magnetocorp/token_application$ sudo node 1ssue.]s

d78cceb79dc52f23cc3ebe31a3fa1b725e6d 4 f 1ssued for cours cI1300
//3.113.9.168:80808/0leval ?token=7dez2e ceb73dc52f23cc3 f81b725e6de9123461d=C5CT1360

Disconnect from Fabric gateway.
Issue program compl ) . . . )
ubuntu@lp-172-26-5 : abric-samples/commercial-paper/organization/magnetocorp/token_applications [

Figure 26: Command line interface of token generation program

Input the necessary information, and the program would invoke the token
contract’s issue method, which would add a new token into the ledger. The program
would also provide a URL to the corresponding evaluation form, which needs to be

delivered to the user in a reliable way such as sending it to the student’s email.

Figure 27: Peer logs of invoking contract and add block
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_id -

kokenstring  ~

courselD

currentState ~

expireDate Time-

Jorg.oleval.tokenlistD"CENG1010"D"0.
Jorg.oleval tokenlistD"CENG1010"D"3.
Jorg.oleval.tokenlistD"CENG1010"0"D.

Jorg.oleval tokenlistD"CENG1010"D"c.

074472d33fT955647a0d98de488e0c8.

3i720ef697eTie6icaab9ib61b238546¢d.

b9b88f74b2a5a126e50e4e2d181a17e...

cafl709db8d66a358e38e5caf8b455d9.

CENG1010

CENG1010

CENG1010

CENG1010

2019-11-30

2019-11-30

2019-11-29

2019-11-30

Jorg.oleval.tokenlist0"CSCI1300"0"7d.

7d02ea6c5664a6644705fcd70cceb7ad.

CSCI1300

2019-12-30

2 2 2 2 2 82 788 33

through endorsement process. Once the invocation finished, new ledger record is

Jorg.oleval tokenlist0"CSCI12000"0"70.
Torg.oleval tokenlistD"ENGG1000"0"2.
Jorg.oleval.tokenlistD"ENGG1000"0"6.
Jorg.oleval tokenlist0"ENGG1200"0"5.
Jorg.oleval.tokenlist0"ENGG1200"0"d.

Jorg.oleval tokenlistD"ENGG1210"0"5.

70a31dbfb7baa92ca95eb76115b1f078.

2720796114c330847a50d7ba971d3d22.

69d12f2a1d8bde36dc93248a9a1167d3...

56947e4fc0819a716c261483dbb8esbis.

d545aaafb019f05e1eadc2cab22iddcra.

57136627 4bf55ae;

4a57174

CSCI2000

ENGG1000

ENGG1000

ENGG1200

ENGG1200

ENGG1210

2019-11-30

2019124

2019-12-3

2019-12-4

2019124

2019-12-4

Figure 28: Database records of the added token

At the blockchain network side, token contract got invoked and then go

generated and pack into a new block. The peer will then validate this new block then

commit it, while also update the database record of the ledger. Thus new token is

generated and put into the ledger.

4.4.2 Submit evaluation

(create fake email)

http://3.113.9.168:8080/0leval/?token=7d02ea6c5664a6644705fcd70cceb79dc5212

3cc3ebc31a3f81b725e6de91234&id=CSCI1300

Once the student received the email, they can click into the attached URL to

access the course evaluation form.
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http://3.113.9.168:8080/oleval/?token=7d02ea6c5664a6644705fcd70cceb79dc52f23cc3ebc31a3f81b725e6de91234&id=CSCI1300
http://3.113.9.168:8080/oleval/?token=7d02ea6c5664a6644705fcd70cceb79dc52f23cc3ebc31a3f81b725e6de91234&id=CSCI1300

€« C 0 A 72231139168

| found the course content: Too Difficult - Too Simple

Learning Support
15. The course was well supported by library resources.,
Strongly Disargee  Disargee  Slightly Disagree  Slightly Agree = Agree  Strongly Agree ~ N/A

16. The course was well supported by IT resources.
Strongly Disargee  Disargee ' Slightly Disagree ~ Slightly Agree * Agree  Strongly Agree ' N/A

Overall Opinion
17. Overall, | am satisfied with the course.
Strongly Disargee  Disargee ' Slightly Disagree  Slightly Agree = Agree ' Strongly Agree ' N/A

18. Overall, | am satisfied with the teacher's performance.
Strongly Disargee  Disargee  Slightly Disagree  Slightly Agree = Agree  Strongly Agree  N/A

a. Comments for the teacher:

b. Comment for the course:

courselD: o100 token:

Figure 29: Afilled evaluation form

Then, in the evaluation, course ID and token section will be automatically
filled in by the system. The students choose their answers, fill in their comments and

click submit button to upload their evaluation form.

Figure 30: Peer logs of invoking contract and add block
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_id -

tokenstring  ~

courselD

currentsState

expireDateTime-

Jorg.oleval tokenlistO"CENG1010"0"c.

074412d331955647a0d978de488e0cs.

. 3f720ef69fe7Te6lcaaboe10238546Cd. ..

b9bs8T74b2a5a128e50ede2d181al7e.

Caf709db8d66a958e38e5¢aren455d9. ..

CENG1010

CENG1010

CENG1010

CENG1010

2019-11-30

2019-11-30

2019-11-29

2019-11-30

Jorg.oleval tokenlist0"CSCI1300"0"7d.

7d02eabc5664a6644705fcd70cceb79d

CSCI1300

2019-12-30

g 8 8 8 8 3|0 8 88

Jorg.oleval tokenlist0"CSCI2000"0"70.

Jorg.oleval tokenlist0"ENGG 1000"0"2.
Jorg.oleval tokenlistO0"ENGG1000"0"6.
Jorg.oleval tokenlist0"ENGG 1200"0"5.
Jorg.oleval tokenlist0"ENGG1200"0"d.

Jorg.oleval tokenlist0"ENGG 1210"0"5.

70a31dbfb7baad2cadseb76115D17078..

2120796f14c33084fab0d7bag71d3d22.

69d12f2a1d8bde36dc93248a9a1f67d3.

56941e4fc0819a716c261463dbbBe6bit .

d545aaafb015f05e 1eadc2cab22idder9. ..

571366267 4bi55aea13b90e274a57174

Figure 31: Updated token record

CscCl2000

ENGG1000

ENGG1000

ENGG1200

ENGG1200

ENGG1210

2019-11-30

2019-12-4

2019-12-3

2019-12-4

2019-12-4

2019-12-4

Similar to adding a new token, 2 contracts are invoked and 2 new records of

as consumed.

3.113.9.168:8080

Your evaluation has been successfully added

the ledger are packed into new blocks. Going through similar process, new

Figure 32: Success message

If the previous process finishes successfully, the server would send a

successful message to the user, and a message would pop up to inform the user.

evaluation record would be added and the token’s state would be updated to mark it
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3.113.9.168:8080 =7~

Invalid token

Figure 33: Failure message

But if the token is invalid (in case such as repeat submission), a failure
message would be shown instead, and the evaluation results will not be added into

the ledger.

4.4.3 View result

To view the evaluation result, the user can access the summary web
interface, input the course ID they want to query, and click the submit button. The
website would then fetch the data from the peer’s database and generate the

charts.

Overview

Myfaculty: Level: Year of study: This course is Sex:

WERG 8 Undergraduate -ear 1 ' Major Required -l
Primary language: language time: Other languagefs} Spent hours: Expected grade:

Figure 34: Multiple-choice questions result
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a. Comments for the teacher:

b. Comments for the course:

Figure 35: Open-ended questions result

In this case, only one evaluation has been submitted, so all the charts consist

of only one result. And then the comments would be listed out in the last section.
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5 Conclusion

5.1 1st Term Summary

In Hong Kong, online course evaluation is not popular based on our
experience. From secondary school to university, we never have a course evaluation
which is not paper-based. This is very strange as online course evaluation has more
advantages. We decided to make our own anonymous online course evaluation

system, even though we will not have the chance to use it.

In this term, we have studied the blockchain technologies and some current
e-voting systems. Although we may not fully understand all the related topics, we
have designed our own course evaluation system and a simple course evaluation

system is implemented with our limited understanding.

Our simple course evaluation system is built on a Hyperledger fabric network
and we can use tokens to verify the participant identities and run an evaluation
demonstration. However, the current implementation still misses some key
components to achieve our expectations on the proposed design. In the next term,

we will focus on completing the design and testing our system.

5.2 2nd Term Objectives

In the second term, we have the following objectives:
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Adding key pair contract into peer

In our proposed design, there should be a chaincode which is responsible for
updating valid public key information. Without this chaincode, we cannot use the
key pair to verify the submitted evaluation form. Implementing the chaincode will be

our first objective.

Adding multiple peers

Currently, we only have one peer in our network and this is not enough for
forming a reliable distributed network. Expanding the network will be another

objective.

Data encryption

The collected form data is not encrypted in current implementation. It can
provide further data protection if the data is encrypted in the browser. In next
semester, we will attempt to do the encryption. If it is possible, we will try to use
homomorphic encryption on our evaluation mc answer.

Ul design
The current Ul design is not appealing and there is even no GUI for the issue

token client. The Ul of our application will be redesigned in next term.
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