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Paper-based voting
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Mistrust

→
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Blockchain
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⇒



6



End-to-end verifiability
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Authentication

8



→
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Permissionless blockchain

10



Permissioned blockchain
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Goal

⇒ Transparent & reliable e-voting for public
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1st Term
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NO end-to-end verifiable system

Popvote
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Helios

→

→
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Ballot as data1 vote = 1 coin
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Helios  -  as reference

Blockchain  -  as secure storage



Create election
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𝑝 𝑔 𝑝

𝑥𝑖 𝑥𝑖 𝑝 𝑦𝑖 𝑔 𝑥𝑖 𝑚𝑜𝑑 𝑝

𝑦 𝑦 𝑦 𝑦 𝑚𝑜𝑑 𝑝

Public: {𝑝, 𝑔, 𝑦} Private: {𝑥1, 𝑥2, 𝑥3,...}



Prepare ballot
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𝑖 𝑖

𝑚 𝑔𝑖 𝑚𝑜𝑑 𝑝

𝑟 𝑟 𝑝

𝑝 𝑔 𝑦

𝑐 𝑔𝑟 𝑚𝑜𝑑 𝑝 𝑐 𝑦𝑟𝑚 𝑚𝑜𝑑 𝑝

Encrypted option: {𝑐1, 𝑐2}



Compute result
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𝑎 𝑐 𝑎 𝑐 𝑎

𝑐 𝑐 𝑐 𝑐 𝑚𝑜𝑑 𝑝 𝑐 𝑐 𝑐 𝑐 𝑚𝑜𝑑 𝑝

𝑝 𝑔 𝑦 𝑥 𝑥 𝑥

𝑔𝑚 𝑐 𝑐 𝑥 𝑐 𝑥 𝑐 𝑥 𝑚𝑜𝑑 𝑝

Result: 𝑚  𝑔𝑚 𝑔



Denial of service attack

⇒ Blockchain
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Slow tally

⇒ Allow decrypt in batch
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Coercion

Helios: allow re-voting
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Coercion

⇒ Option for in-person voting

∝
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Authentication

⇒ Ballot signature
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Authentication

⇒ Suggest further authentication

⇒ API
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Knowledge of who has voted

→

⇒ Not guessable voter ID

⇒ ‘Abstention’ option

⇒ Don’t disclose voter ID
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Permissioned



Trustee

Voter / public
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Define our protocol

→
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→
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Node selection

→
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Consensus
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Block broadcasting

→
→
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Client-side (voter / election organizer) Server-side (trustee’s nodes)
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Trustee knowledge on private key

→

Trustee honest decryption

→

Voter honest encryption

→
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Web application

→

Mobile application

→
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