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Cloud Computing
Cloud component
— Software, server, database, etc.
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Cloud Applications

« Software-as-a-Service (Saa$S)
— Large-scale, complicated, time sensitive,
high-quality
e Case 1: New York Times
— Convert scanned articles to PDF
— 15 million files, 4TB data
— EC2 & S3, 100 computers 24 hours
* Case 2: Nasdag
— Stock and fund information
— Millions of files, per 10 minutes
— S3
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Web Services

« Web APIs

— Accessed over a hetwork,

— Executed on remote systems
— Loosely-coupled

— Compositional nature

Search
race: » Home » news_events
IAIN MENU Shared Video | Table of Contents B
-Shared Video
= Steve Jobs' 2005 Stanford Commencement Address ‘Important Events

-Coming Events

Steve Jobs' 2005 Stanford Commencement Add...

P 00 00001505 @




Service-Oriented-Architecture

« Service-Oriented-Architecture (SOA)
— Distributed Web services

— 30,000 services, 200,000 documents (seekda.com)
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Performance of Services

 Service
— Web service
— Cloud component

 User observed
performance.
— Remote network access

— Location
— Invocation time
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Quality-of-Service

* Quality-of-Service (QoS): non-functional
performance
— User/Time-independent QoS properties
* price, popularity
— User/Time-dependent QoS properties
* failure probability, response time, throughput
* High quality applications depends on high
quality services

— Service selection, service searching, fault
tolerance, service composition, etc.



Challenge 1: How to Obtain QoS?

« Conducting real-world evaluations?

« Drawbacks
— Expensive (charge for real invocations)
— Time-consuming (thousands of services)
— Personalized evaluation (users’ perspective)
— Expertise (extra cost and effort)



Challenge 1: How to Obtain QoS?

« Solution: QoS Prediction (Part 1)
— Collect users’ usage experiences
— Analyze historical QoS data
— Predict QoS values

- Advantages
— Economical (no additional invocation)
— Precise (personalized QoS)
— Effective (no extra expertise)
— Efficient (provided as a service)
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Challenge 2: How to Search
Appropriate Services?

* Problems
— Thousands of services
— Different QoS Performance

* Solution: QoS-aware searching (Part 2)
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Challenge 3: How to Build Reliable
Service-Oriented Systems

* Problems
— Services may contain various faults

— QoS of remote services may not be stable, e.qg.,
unavailability problem

 Solution: QoS-aware fault tolerance (Part 3)
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Thesis Structure

4 Part 2: QoS-Aware A

4 Part 3: QoS-Aware A
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Approach 1

Neighborhood-based QoS Prediction



Toy Example

« User-component matrix: m x n, each entry is a
QoS value.
— Sparse

— Prediction accuracy is greatly influenced by
similarity computation.
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Similarity Computation

Pearson Correlation Coefficient (PCC)

Similarity between users: 1 w2 w3 ua

Z 7)) (a 7)) 039 W% a3 033
k=1 (Vik — Uik — 023 015 026 028

= 0.30 0.20 0.24 0.34
\/Zk 1 \/Zk 1 (Vjk —75)?

047 023 0.59 0.21

S(uy;, u] =

Latent-user matrix V

Similarity between components:

— cl ¢c2 3 4 5 c6
(hi hir — hj
S(ci.c i (i — P) (g — ) 0.73 035 031 026 032 0.42

\/Zk (hig — \/Zi;:l(hjk—’_lj)Q {0.60 0.31 0.27 0.22 0.28 0.36}

0.69 0.37 0.32 0.27 0.33 0.45
0.95 046 042 0.35 0.41 0.54

Latent-component matrix H
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Neighbors Selection

* For every entry wi; in the matrix, a set of
similar users y; towards user ui can be found

by:
W = fup| S, ux) > 0, rank: (k) < K, k£ i}
* A set of similar items ®; towards
component ¢; can be found by:

b —exl Sl 6 éx) >0 vanktk) < K.k £3}
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Missing Value Prediction

e Similar User-based:

w S(Ui,’ll,k) B
vos T (wi; — W)
] kew; Zae\pi S(ui,ua) k3 k
» Similar Component-based:
w S(ij, ix) B
Wi = W; + —— (wz’k—wk)
J ] REZ(I)J EGE(I’J- S('lj”[,a)

 Hybrid:

wi; = A xwg; + (1 —A) x w;;
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Experiments

* QoS Dataset

STATISTICS OF WS QOS DATASET

| Statistics || Response-Time | Throughput |
Scale 0-20s 0-1000kbps
Mean 0.910s 47.386kbps
Num. of Users 339 339
. Num. of Web Services 5,825 5,825
° Mefr'|ces Num. of Records 1,974,675 1,974,675
— Mean Absolute Error (MAE)
— Root Mean Squared Error (RMSE)
ij — W;;)?

Wy — ':‘ | (w
MaE — 2= YL parep - \/Z s

N
— Wij : the real QoS value.
— w;; : the predicted QoS value

]

— N: the number of predicted values.

N
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Performance Comparisons

IPCC
— similar item
UPCC
— similar user

UIPCC
— similar item + similar user

NMF

— matrix factorization
CloudPred

— matrix factorization + similar item + similar user

21



Experimental Results

Response-Time (seconds)

Matrix Throughput (kbps)

Density | ™ |Tipce [ upce | UIPCC | NMF [[CloudPred )| IPCC | UPCC | UIPCC | NMF [ CloudPred
MAE | 0759 | 0565 | 0.565 | 0675 || 0.530 | 31.672 | 26201 | 22.656 | 19770 | 19.000

10% | RMSE || 1613 | 1332 | 1330 | 1535 || 1290 | 65522 | 61.965 | 57465 | 57376 | 51.823
MAE || 0762 | 0551 | 0505 | 0.677 || 0.474 || 35.178 | 21.933 | 18.123 | 15779 | 15.420

20% | RMSE || 1.625 | 1311 | 1248 | 1524 || 1.197 | 66.602 | 56.544 | 50.0435 | 50.140 | 44.897
MAE || 0.670 | 0444 | 0387 | 0374 || 0370 || 29.914 | 14.549 | 12488 | 12510 10.788

80% | RMSE | 1410 | 1151 | 1078 | 1124 || 1059 | 64.307 | 44373 | 39.601 | 39202 | 36.850
MAE || 0.668 | 0433 | 0379 | 0364 || 0.363 || 29.940 | 13.876 | 12.066 | 11.696 | 10.472

0% | RMSE | 1417 | 1126 | 1.059 | 1112 [\ 1035 )| 63714 | 42553 | 38.076 | 36755 | 35922 |
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Impact of Matrix Density

Response-Time

Response-Time
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Impact of Top-K

Response—Tlme

—e— Matnx Densnty = 10%
0.65¢ —%— Matrix Density = 90%]

Values of Top—-K
(a)
Throughput
28
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Impact of Dimensionality
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Impact of Lambda
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Time-Aware Model-Based QoS Prediction

Approach 2



Time-Aware QoS Performance

« Time-aware personalized QoS prediction is
essential for:

— Automatic selection
— Dynamic composition

28



Case Study

Periodic feature + average performance

2 5 T T 1 T
-8 (User 1, Web Service A)
e (User 2, Web Service B)
7 f
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Time Intervals
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Tensor Factorization

Time .7

Lo T T
t I S —

I/ll 0.65|0.53 0.42
I/LZO.25 0.23 0. 49
User ,| s

I/t4 0.48 0.2510.52

I/t5 0.59 0. 31

Service
ul u2 u3 u4 ub sl s2 s3 s4
032 015 0.31 033 051 073 035 031 026
023 015 0.26 028 054 0.60 025 042 0.22
030 020 024 034 013 068 031 051 027
047 023 059 021 021 095 033 0.27 041

latent-user matrix

A

l

f=1

s5

0.32
0.28
0.33
0.35

latent-service matrix

Yige = Y UisSifTrs.

tl t2 t3 t4 t5

084 032 026 019 013
026 023 074 067 0.25
029 035 0.28 098 0.5
094 085 049 052 057

latent-time matrix
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Latent Features Learning

The error between estimated tensor
ObJZCTIVZ function and the orlglnal tensor

LAY UST
B LA U.S.T)

Regularization termsmiigbh
poaadrai thes prexdicterdf QpS
gallds thawoidrgiregfating
pogaitesinthe average QoS value™

Local optimal solution is found by incremental
gradient descent

oL
é)UJ: Zzlwk ijk — zgk)S Tk:'f‘)\lef
t j=1k=1

-+ UZZI’L]IC ijk — z] STTk

71=1k=1 31




Missing Value Prediction

« Given feature spaces U, Sand T

l

A

Yijk = Iz'ijL‘rz'ijkaﬁ
=1

ul u2 t2 t3 t4 t5
0.32 0.15 032 026 019 0.13
0.23 0.15 023 074 067 0.25
0.30 0.20 0.35 028 098 0.55
0.47 0.23 0.85 0.49 052 0.57
latent-user matrix latent-service matrix latent-time matrix
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Experiments

* Time-Aware Web Service QoS Dataset

STATISTICS OF WS QOS DATASET

Statistics Response-Time | Throughput
Scale 0-20s 0-1000kbps
Mean 3.1635s 9.609kbps
Num. of Users 142 142
Num. of Web Services 4,532 4,532
Num. of Time Intervals 64 64
Num. of Records 30,287,611 30,287,611
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Performance Comparisons

 Matrix Factorization extended methods

— MF1: a set of user-service matrix slices in terms
of time

— MF2: compresses the user-service-time tensor
iInto an user-service matrix
e Tensor Factorization methods
— TF :Tensor factorization-based prediction method.

— WSPred :Tensor factorization-based prediction
method with average QoS value constraints.
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Experimental Results

A smaller MAE or RMSE value means a better
performance

Tensor | yrotrics Response-Time (secopds Throughput (kbps)
Density MFI | MF2 | TF WSPred MFI | MF2 TF WSPred
MAE 34137 | 29187 | 29184 § 2.5580 10.5460 | 8.8317 | 8.7997 8.2761
>% RMSE [ 5.3423 | 5.1024 | 47508 § 4.3626 46.6735 | 434769 | 39.5133 § 39.0962
10% MAE 2.8518 | 2.8421 | 2.7888 0.9839 | 8.7522 | 8.5080 8.0131
¢ RMSE [[ 5.0667 | 4.5563 | 4.5696 46.6656 | 39.7740 | 39.2792 ¥ 38.625
‘ MAE 24241 | 22679 | 2.2511 8.6773 | 7.9590 | 7.9471 6.9398
5% RMSE || 4.3240 | 4.2541 | 4.2071 45.0077 | 39.9388 | 38.6964 [ 36.572:
509 MAE 2.3959 | 2.2596 | 2.2127 8.6224 | 7.8306 | 7.8045 6.8558
¢ RMSE || 4.2996 | 4.1490 | 4.0169 44,9407 | 38.9388 | 38.6964 § 36.5724

9~25% 5~15% 3~12% 16~22% 3~13%  1~12%
Performance improvement of WSPred
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Impact of Tensor Density

Response-Time
35 T T H T L L
——MF1
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3.25 “1—e—TF
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1 T T H T T u u
: : : ——MF1
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9.5f-

—~

sl i i i i i
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(c)
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N S
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Impact of Dimensionality
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System Architecture

Service-Oriented System

Performance

Center

3 / % Predictor
\ ! \ /
: / \ / % ’[‘
WSMonitor % Collector
) ) L \ I !
T n " i
~ 0 O O O
O O O o O
Service Service Service
Candidates Candidates  Candidates
Phase 1 Phase 2 Phase 3 Phase 4
Performance Records Service System
Monitoring Sharing Performance Performance
Prediction Prediction

Online QoS Prediction Procedures
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Step 1. Time-Aware Latent
Feature Learning

Objective function:

minﬁ(m(t) pi(t))

Algorithm 4: Time-Aware Latent Features Learning

u=1 1=1

_Zz [uz ruz _g(T (t)))Q

(Lo + 2. ]

The error between estimated matrix

and the original matrix

Regularization terms which
constrain the norms of p(t) and
q(t), to avoid overfitting
problem

Input: R(t),1, M. Ay
Output: p(t), (t)
t Initialize p(t) € R™™ and (t) € R™™ with small random numbers;
» Load the performance records from matrix R(t):
3 Calculate the objective function value £(p,(t), g;(t)) by Eq. (5.1) and
Eq.(5.2);
4 repeat
Calculate the gradient of feature vectors -2 6 ( jand 5
Eq. (3.3) and Eq. (5.4), respectively;

6 | Update the latent user and service feature matrices p(t) and q(t);

1 pu(t) = pu(t) fé)

alt) ¢ aft) - 2

Update the objective function value £(p,(t),p;(t)) by Eq. (5.1) and
Eq. (5.2);

0 until Converge ;

l "L accordmﬂ

b — I -
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Step 1. Time-Aware Latent
Feature Learning

Iterative Process :

— gradient descent

% = Li(g(7ui(t)) — Tui(t)) g (Tui(t)) i (1)

+\1pu(t),
% = Lui(g(Ti(t)) — "'lti(t))g,(ﬁu.i(t))])u(t)
+Aaqi(t).

Algorithm 4: Time-Aware Latent Features Learning

Input: R(t), 1, A, Ay
Output: p(t). g(t)
t Initialize p(t) € R™™ and (t) € R™™ with small random numbers;
» Load the performance records from matrix R(t):
3 Calculate the objective function value £(p,(t), g;(t)) by Eq. (5.1) and
Eq.(5.2);
4 repeat
¢ | Calculate the gradient of feature vectors - pu() d "L accordm
Eq. (5.3) and Eq. (5.4), respectively;

6 | Update the latent user and service feature matrices p(t) and q(t);

1 pu(t) = pu(t) fé)

| alt) = alt) - o

9 | Update the objective function value £(p,(t), p;(t)) by Eq. (3.1) and
Eq.(0.2);

0 until Converge ;

42



Step 2 & Step 3 (Offline Phase)

Zk 1pu( - k)f(/f) f(k) = e—a-k

pulle) = =25 )
Cj'(t ) Zk 1%( k)f( ) ruz(t ) pu (t )q" (tc)
o Sy f(R)

ul u2 u3 u4d ub

0.32 0.15 0.31 0.33 0.42]
0.23 0.15 0.26 0.28 0.36 {

0.30 020 0.24 0.34 045 ‘

047 023 059 0.21 0.54 0 I I A
cl 2 3 ¢4 5 B ERERE
0.73 0.35 031 0.26 0.32] G I T IR I

0.60 0.31 0.27 0.22 028
0.69 0.37 0.32 027 0.33
0.95 0.46 042 035 0.41)
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Step 2 & Step 3 (Online Phase)

Pulte) = 1)}
Sl | gl qz(t ) ;
qi(tc) : (ZA 1f( + Gi(te-1)
1) ()
Zzﬂ flk)
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System Level Performance

Calculation of Aggregated Response Time

Calculation
Structure Method Meaning of Notation

n n: number of sequential sub-tasks
Sequence | 1= Z "i | r;: response time of the i** sub-task
=1

@ n: number of branches

TN S— (b) Branch n r;: response time of the i** branch
q Branch || r = Zpiri 2l e el R R
p;: probability of the i*" branch
i=1
/ \ G to be executed
/" n: maximum looping times
@ n r;: response time of the i** sub-task
@ Loop e 7 Zpim p;: probability of executing the
i=1
(¢) Loop (d) Parallel sub-task for i times
. n: number of branches
Parallel r=1NaxT; s e :
Basic Compositional Structu res i1 r;: response time of the i** branch
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System Level Performance
Prediction

Service-Oriented System
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Comparison with Other Methods

UPCC (time-insensitive) - Mean

IPCC (time-insensitive) - Mean

MF (time-insensitive) - Mean

TF (time-sensitive) - Periodic

WSPred (time-sensitive) - Periodic + Mean

OPred (time-sensitive) - Periodic + Mean +
timely trend
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Experimental Results

Data ' Response Time (seconds)
Density | NVOF [TGPCC [1PCC| MF | TF | WSPred
Mean || 5.312 | 5.289 | 5.329 | 4751 | 4.362
5% ["Best || 5.263 | 5.276 | 5321 | 4747 | 4.358
Mean || 5.043 | 4972 | 5.079 | 4567 | 4.287
10% " Best || 4.962 | 4.946 | 5.063 | 4563 | 4.283
Mean || 4.425 | 4.371 | 4337 | 4208 | 3.923
45%  [TBest || 4388 | 4342 | 4318 | 4202 | 3.918
Mean || 4.352 | 4.354 | 4298 | 4.016 | 3.899
0% " Best || 4331 | 4.336 | 4.274 | 4012 | 3.894
Data MAE Response Time (seconds)
Density UPCC | IPCC | MF | TF | WSPred
Mean || 3.720 | 3.213 | 3.387 | 2.915 | 2.559
S% " Best || 3.687 | 3.207 | 3.381 | 2.911 | 2.555
Mean || 3.264 | 2.841 | 2.873 | 2.786 | 2.495
10% " Best || 3.243 | 2.812 | 2.851 | 2.782 | 2.488
Mean || 2.627 | 2.455 | 2.436 | 2.253 | 2.141
45% ["Best || 2.613 | 2.431 | 2.423 | 2.247 | 2.137
Mean || 2.619 | 2.417 | 2.391 | 2.211 | 2.130
S0%  TBest || 2.609 | 2.404 | 2.384 | 2207 | 2.125
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Impact of Density
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Impact of Dimensionality
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Impact of aand w
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Average Computational Time

N

Approach || Computational Time | Percentage of A Time Slice
UPCC 10.095m 67.3%
IPCC 0.735m 64.9%
MF 1.575m 10.5%
TF 1.860m 12.4%
WSPred 2.055m 13.7%
OPred 0.240m 1.6%




System Level Performance
Case Study

Online Shopping System

. Supplier Supplier
e \ 3 = \
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System Level Performance
Case Study
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Problems

« How to find a service? - Functionality
— Many Web services

* How to find the best one? = QoS
— Different QoS Performance
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WSExpress

* Functional attributes & non-functional
features.

— Non-functional evaluation
« Obtains QoS criteria values
* QoS utility computation

— Functional evaluation
« WSDL preprocessing
 Similarity computation

WSExpress

Non-Functional Evaluation

QoS Utility

Obtain QoS
a Computation

—>
Dat

QoS-Aware Web
Service Ranking

Functional Evaluation

WSDL Similarity

- —» S
Preprocessing Computation




Combination

58



Performance Comparisons

Domain e . y - - Vo
ID URBE |JWSExpressj | URBE |WSExpressj| URBE JWSExpressj| URBE [WSExpress
1 0.437 0.661 0.444 0.599 0.439 0.633 0.527 0.659
2 0.653 0.653 0.668 0.721 0.657 0.666 0.634 0.645
Business 3 0.402 0.502 0.456 0.512 0.502 0.544 0.574 0.603
4 0.200 0.767 0.303 0.697 0.399 0.667 0.496 0.699
5 0.603 0.742 0.604 0.753 0.598 0.664 0.631 0.717
6 0.621 0.732 0.571 0.715 0.574 0.675 0.598 0.696
Education 7 0.645 0.688 0.579 0.671 0.560 0.643 0.632 0.662
8 0.509 0.642 0.562 0.642 0.575 0.633 0.600 0.672
9 0.423 0.538 0.478 0.549 0.495 0.572 0.502 0.578
10 0.573 0.731 0.525 0.717 0.546 0.693 0.602 0.702
Science 1 0.632 0.819 0.613 0.823 0.583 0.757 0.628 0.774
12 0.622 0.754 0.593 0.728 0.582 0.681 0.597 0.734
13 0.214 0.574 0.245 0.551 0.243 0.559 0.259 0.581
14 0.713 0.825 0.701 0.814 0.687 0.802 0.725 0.824
Weather 15 0.431 0.581 0.346 0.566 0.465 0.566 0.530 0.606
16 0.475 0.611 0.485 0.519 0.501 0.529 0.525 0.543
17 0.400 0.516 0.419 0.485 0.403 0.496 0.589 0.530
18 0.393 0.519 0.373 0.488 0.450 0.527 0.532 0.567
Media 19 0.544 0.740 0.554 0.683 0.512 0.642 0.551 0.683
20 0504 \_o0678 J| 0473 \_o0613 J| 0451 \_0559 J| 0497 \ 0602 J

larger NDCG value means a better performance
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Contributions

 Functionality and non-functionality

* A large-scale distributed experimental
evaluation
— 3738 Web services
— 69 countries

* real-world WSDL dataset and QoS dataset
— 30+ institutes
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How to Build Reliable Service-
Oriented Systems

* Problems
— Services may contain various faults

— QoS of remote services may not be stable, e.qg.,
unavailability problem

« Solution: QoS-aware fault tolerance
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System Architecture

Cloud Application 1

Cloud Application 2

Cloud Application n

BFT Group
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Work Procedures of BFTCloud

Legend
—» Input'output of phases
[_-! Input/output of data

Byzantine Fault Tolerant Cloud

Primary Replicas Bewieil
\_/}/-—\ P ;

odute | p Primary | | | Replicas | | Request | csponse
Eegg St Selection Selection Execution Ti,l\ilo/d!]e
Replica | Primary
Updating Updating
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Contributions

A Byzantine fault tolerance framework
— QoS-aware

* A prototype system
 Large-scale real-world experiments
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Thesis Structure
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Conclusion

* Part 1: QoS prediction
— Three prediction approaches

— Several following up works on this topic using the
released datasets

* Prat 2: QoS-aware service searching
— Searching qualities are significantly improved

* Part 3: QoS-aware fault tolerance
— Byzantine fault tolerance
— dynamic QoS information
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