
Towards Intelligent Program 
Development based on Code 

Semantics Learning

Ph.D. Oral Defense of Wenchao Gu

Supervised by Prof. Michael Lyu

Thursday 14 December 2023



Wenchao Gu

Software is Everywhere

Towards Intelligent Program Development based on Code Semantics Learning 2



Wenchao Gu

Demand of Software Developer is Increasing
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The market’s demand for 
software developers is also 
expected to increase rapidly!
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Intelligent Program Development
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• Intelligent program development aims to use automation technology to solve some 
tasks that need to be solved manually by software engineers during the software 
development period
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Roadmap
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Query

Retrieved Code Snippets

Reliable Code 
Snippets

Effective Code 
Retrieval

Code Retrieval 
Acceleration

Vulnerability 
Detection

Programmer
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Code Retrieval
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Query

Users Code Database

Target Code snippets

Advantage of code retrieval:
• Shorten the software development cycle
• Reduce the difficulty of software 

development
• Help software developers improve the 

code reuse rate in their projects

Semantic gap between the programming language 
and natural language hinders the performance!
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Code Retrieval Acceleration
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The efficiency is more and more 
important in code retrieval!
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Vulnerability Detection
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Query

Users Code Database

Target Code snippetsVulnerability 
Detection

Reliable Code Snippets
The approaches which can learn the code semantic 

information for the vulnerability detection is needed!
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Thesis Contribution
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Intelligent Program Development

Code Retrieval

Code Retrieval 
Acceleartion

Vulnearability Detection

Effective Code 
Retrieval

Code Retrival Acceleration 
with Deep Hashing

Semantic Dependency 
Learning Based Code 

Retrival

Code Retrival Acceleration 
via Segmented Deep 

Hashing

Vulnerability Localization 
via Multiple Instance 

Learning

Chapter 2 Chapter 3 Chapter 4 Chapter 5

Ø First method to integrate the 
dependency and semantics 
information at the statement 
level for code learning

* Under review 

[Nerual Networks] [ACL’22] [ICDE’24]* [TOSEM]*

Ø First method to integrate code 
classification and deep hashing 
to improve the retrieval 
efficiency

Ø First method to  convert the long 
hash code from the deep hashing 
approach into segmented hash 
codes for the hash table 
construction

Ø Method can localize vulnerabilities 
at the statement level without 
requiring additional labeling at the 
statement level
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Semantic Dependency Learning Based Code Retrival

Code Retrival Acceleration with Deep Hashing

Code Retrival Acceleration via Segmented Deep Hashing 

Vulnerability Localization via Multiple Instance Learning

CONTENTS

1

2

4

3

Conclusion and Future Work5



Wenchao Gu

Thesis Structure

Towards Intelligent Program Development based on Code Semantics Learning 15

Intelligent Program Development

Code Retrieval

Code Retrieval 
Acceleartion

Vulnearability Detection

Effective Code 
Retrieval

Code Retrival Acceleration 
with Deep Hashing

Semantic Dependency 
Learning Based Code 

Retrival

Code Retrival Acceleration 
via Segmented Deep 

Hashing

Vulnerability Localization 
via Multiple Instance 

Learning



Wenchao Gu Towards Reliable Cloud Microservices with Intelligent Operations 16

Semantic Dependency Learning 
Based Code Retrival

1
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Motivation
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Where is the captical of China?

where is the ...

Token sequence Nerual Network Representation 
Vector

def ReturnMax(a, b):
   if a > b:

return a
    else:
         return b

Syntax information is important to code!
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Motivation

Program dependency graph is a good choice!
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1.  def ReturnMaxMin(nums):
2.    max = 0
3.    min = 100
4.    for num in nums:
5.       if max < num:
6.            max = num
7.        if min > num:
8.            min = num
9.   return max, min

Stmt2 Stmt3

Stmt4

Stmt5

Stmt6

Stmt7

Stmt8

Stmt9
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1.  def ReturnMaxMin(nums):
2.    max = 0
3.    min = 100
4.    for num in nums:
5.       if max < num:
6.            max = num
7.        if min > num:
8.            min = num
9.   return max, min

Stmt2 Stmt3

Stmt4

Stmt5

Stmt6

Stmt7

Stmt8

Stmt9

Program dependency graph is composed of data dependency graph



Wenchao GU

Motivation

Program dependency graph is a good choice!
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1.  def ReturnMaxMin(nums):
2.    max = 0
3.    min = 100
4.    for num in nums:
5.       if max < num:
6.            max = num
7.        if min > num:
8.            min = num
9.   return max, min

Stmt2 Stmt3

Stmt4

Stmt5

Stmt6

Stmt7

Stmt8

Stmt9

Program dependency graph is composed of data dependency graph and control 
dependency graph 

How to effectively combine the dependency 
information with semantic information 

becomes the key problem!
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Overview
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Statement-Level Semantic Embedding 
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Tokenize statement and embed them into 
vectors:

𝑠! = 𝑒!", . . . , 𝑒!#, . . .

Calculate the attention score for each vector:

𝛼!# =
exp 𝑒!#$

∑# exp 𝑒!#$

Get the statement-level vector based on 
attention weight:

𝑠! =+
#
𝛼!#𝑒!#$
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Statement-Level Dependency Embedding
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Construct the dependency matrix:

𝛤! = 𝑣!", . . . , 𝑣!#, . . . , 𝑣!# ∈ 0,1

Embed the dependecy matrix via multilayer 
perceptron (MLP):

𝑝! = tanh 𝑊%𝛤!
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Function-Level Vector Generation

Towards Intelligent Programming based on Code Semantics Learning 27

Vector concatenation:

𝑥& = 𝑠!, 𝑝!

Feed into bi-LSTM:

ℎ& = bi − LSTM(ℎ&'", 𝑥&)
𝑐 = atten(ℎ", . . . , ℎ&, . . . )
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Experiments

• Dataset:
• CodeSearchNet (Python): released by H. Husain et al.
• Code2Seq (Python): released by U. Alon et al. in ICLR 2019

• Baselines
• CODEnn, UNIF, NeuralBoW, RNN, CONV, CONVSelf, SelfAttn

• Metrics:
• Recall@1 (R@1), R@5, R@10, Mean Reciprocal Rank (MRR)
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Experiments
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We achieve state-of-the-art performance on both dataset
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Ablation Study

30

The combination of data dependency and control dependency can improve the 
performance
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Summary 
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• Propose a novel code retrieval model which firstly integrates the dependency and 
semantics information at the statement level

• The experiment results demonstrate its superior performance over the baseline 
models

* Under review 
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Code Retrival Acceleration with 
Deep Hashing

2
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Motivation

34

Query

How accurate!
Users Code Database

Target Code snippets

How fa
st?

Towards Intelligent Program Development based on Code Semantics Learning



Wenchao Gu

1 1 0

Motivation
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Query

Code Snippet

Query Encoder Code EncoderQuery Vector Code Vector

Cosine 
Similarity

1 0 0Hamming 
DistancePerformance degradation!

Integrate deep hashing techniques with 
code classification to mitigate it!
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Overview
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Offline Stage
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• Encode code and description (query) with existing deep learning approaches 

• Cluster the vectors into several categories with k-mean algorithm and train a category 
predictor 

• Hashing the code and description into binary hash codes
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Hashing Training
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Joint-Similarity Matrix
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• Construct the similarity matrix for code 
modality and description modality:

• Construct the joint-similarity matrix:
 

𝑆( = 𝑉)𝑉)$, 	𝑆*= 𝑉*𝑉*$

F𝑆 = 𝛽𝑆( + 1 − 𝛽 	𝑆*

𝑆 = 𝜂 F𝑆 + 1 − 𝜂
F𝑆 F𝑆$

𝑚

𝑆+!" = K
1, 	 i = j
𝑆!#, otherwise
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Hamming Distance Similarity Matrix
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• Generate the hash code from the 
hashing model:

• Construct the Hamming Distance 
similarity matrix:

 

𝐵 = sgn 𝐻 ∈ −1,1 ,×.

𝑆)) =
𝐵)𝐵)$

𝑑

𝑆)* =
𝐵)𝐵*$

𝑑

𝑆** =
𝐵*𝐵*$

𝑑
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Training Loss Design

• Alignment between the joint-similarity matrix and Hamming Distance similarity matrix
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ℒ 𝜃 = min
/#,/$

min 𝜇𝑆+, 1 − 𝑆)) +
1 + 𝜆" min 𝜇𝑆+, 1 − 𝑆)* + 𝜆1 min 𝜇𝑆+, 1 − 𝑆**
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Online Stage
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• Predict the probability of given query category and set the recall number for each 
category

• Generate the hash code for query and recall the candidates in each category via 
Hamming distance

• Re-rank the code candidates according to the cosine simiarity of the vectors

𝑅! = 𝑚𝑖𝑛 𝑝! ] 𝑁 − 𝑘 , 1 , ∀𝑖 = 1, . . . , 𝑘
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Experiments

Towards Intelligent Program Development based on Code Semantics Learning 43

• Dataset:
• CodeSearchNet (Python, Java): released by H. Husain et al.

• Baselines
• Non pre-trained model: RNN, UNIF
• Pre-trained model: CodeBERTa, CodeBERT, GraphCodeBERT

• Metrics:
•  R@1, R@5, R@10
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Experiments
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• Our method can reduce more than 90% of retrieval time
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Experiments
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Our method can retain most of performance and even outperforms the original code 
retrieval models when its performance is bad
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Ablation Study
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Summary 
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• Propose a novel approach which firstly integrates code calssificiation and deep 
hashing

• The experiment results demonstrate its ability to greatly improve the retrieval 
efficiency meanwhile preserve almost the same performance 
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Thesis Structure
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Code Retrival Acceleration via 
Segmented Deep Hashing

3
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Motivation
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Query

1 1 0

1 0 0
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1 0 0

1 0 0

Hamming 
Distance

 Calculation

...

Can we avoid the linear 
scan of the database?

Hash table may helps!
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Motivation
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Query

1 1 0 1 1 1

1 1 0

1 1 1

110
101

..

111..

●

×
×

110
101

..
111

×
×
●

1 0 1 1 1 1

1 0 1

1 1 1

The time comlexity can be reduced from O(n) to O(1)
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Training Strategy
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• Train the hash code with previous deep hashing approaches

• Alternately lock one hashing model and train the other hashing model

There are two problems need to 
be sovled:
• Low hash collision ratio
• High false positive ratio
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Methodology
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To address low hash collision ratio:
• Hash segementation
• Adaptive bits relaxing

To address high false positive ratio:
• Dynamic matching objective adjustment
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Hash Segmentation
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• Hash Segmentation:

• Value discretization:

𝐻! = ℎ!", . . . , ℎ!2

ℎ!# = sgn 𝑜 !'" ∗24#

Hash Segmentation: Split the long hash code into segmented hash codes
• Reduce the difficulty of alignment 
• Increase the number of hash table
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Adaptive bits relaxing

Towards Intelligent Program Development based on Code Semantics Learning 55

• Select the hash bits with top k smallest absolute value:

• Replace the initial hash value with 0 as the intermediate 
value:

𝑆! = 𝑗 𝑜!# 	is	top	k	smallest	in	𝑂!

fℎ!# = g
0, 𝑗 ∈ 𝑆!	and 𝑜!# ≤ 𝑡	
ℎ!#, 	 otherwise

Adaptive bits relaxing: give up the prediction on the hash bits which are hard to 
align
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Dynamic Matching Objective Adjustment
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• Check whether the given hash code has 
hash collision with negative samples:

• Determine the matching objective:

𝑐!# = fℎ!#' ] fℎ!#4

𝐶! = min 𝑐!", . . . , 𝑐!2

F𝐶! = K0, 	 𝐶! = −1
1, otherwise

𝑙!# = sgn ℎ!# ] 𝑒
56 7!"

%
−+
89"

,

F𝐶!8 ] fℎ!#8' ] 𝑒56 7!"&
'

𝐿! = 𝑙!", . . . , 𝑙!2

Dynamic matching objective adjustment: Assign a suitable hash code for each pair 
of code and query to address high false positive ratio
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Training Loss and Hash Code Inference

• Training Loss:

• Inference of hash code:
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ℒ 𝜃 = − 1 − F𝑙!# ] log 1 − 𝑜!# − 1 + F𝑙!# ] log 1 + 𝑜!#

0.1 -0.6 0.7 0 -1 1

1 -1 1

-1 -1 1
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Experiments

Towards Intelligent Program Development based on Code Semantics Learning 58

• Dataset:
• CodeSearchNet (Python, Java): released by H. Husain et al.

• Baselines
• Code retrieval model: CodeBERT, GraphCodeBERT
• Conventional hashing approach: Locality-sensitive hashing
• Deep hashing model: CoSHC, DJSRH, DSAH, JDSH

• Metrics:
•  R@1, MRR
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Experiments
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Experiments
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Ablation Study

Towards Intelligent Program Development based on Code Semantics Learning 61



Wenchao Gu

Summary

• Propose a novel approach which firstly convert the long hash code  into segmented hash 
codes

• Propose the dynamic matching objective adjustment strategy  to reduce the false 
positive hash collision ratio

• Propose the adaptive bit relaxing strategy to increase the hash collision ratio

• The experiments demonstrate its great ability to reduce recall calculation cost while 
perserve most performance
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Vulnerability Localization via 
Multiple Instance Learning

4
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Motivation
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function

Detection 
Model

Non vulnerable 
function

Vulnerable 
function

Human Labeling
expensive!

Can we design a model which only 
need function-level data but can 

localize the vulnerable statements?
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Model Design
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• Feed the target function into Transformer-based encoder

• Adopt max pooling and mean pooling to generate the statement-level vector
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Mean Pooling
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Exists a potential risk of integer overflow if the 
sum exceeds the maximum value allowed for 

the short int primitive type.

• Mean Pooling is suitable for the detection of some vulnerabilities like overflow
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Max Pooling
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Invoking the isspace() API on an address outside 
the limits of the local buffer if the input consists 

solely of whitespaces

• Max Pooling is suitable for the detection of the vulnerabilities arise from variable 
or API misuse
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Model Design
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• Feed the target function into Transformer-based encoder

• Adopt max pooling and mean pooling to generate the statement-level vector

• Adopt two linear classifier to output the statement-level prediction score and weighted 
sum of two scores
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Training Strategy

Towards Intelligent Program Development based on Code Semantics Learning 73

• Sort the statement in a desending order of 
prediction score

• Assign the function-level label as the pseudo 
statement level label for the top-k statements:

ℒ 𝜃 =
1

𝑁 & 𝑘
(
!

(
"

#

− 𝑌! log 𝑝!" + 1 − 𝑌! log 1 − 𝑝!"
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Model Inference
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• Function-level vulnerability detection:

• Statement-level vulnerability localization:
• Return the statement predicted as yes
• Ruturn the top-k statement

𝑌 = max 𝑦", . . . , 𝑦8
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Experiments

• Dataset:
• FFMPeg+Qemu: released by Yaqin Zhou et al. in NeurIPS 2019
• Reveal: released by Saikat Chakraborty et al. in TSE
• Fan et al.: released by Jiahao Fan et al. in MSR 2020

• Baselines
• VulDeePecker, SySeVR, Devign, Reveal, IVDetect, LineVul

• Metrics:
•  Accuracy (Acc), Precision (P), Recall (R), F1, Top-1, Top-3, Top-5, Mean First Ranking (MFR), Mean 

Average Ranking (MAR), Initial False Alarm (IFA)
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Experiments
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Our proposed method can achieve the comparable performance on the function-
level vulnerability detection
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Experiments
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Our proposed method can achieve the state-of-the-art performance on the 
statement-level vulnearbility localization
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Ablation Study
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The combination of two pooling channels can enhances the ability of both 
function-level detection and statement-level localization
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Experiments
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Our  method has comparable detection abilities for most types of vulnerabilities 
but  has better performance in Integer overflow and double free 
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Summary

• Propose a novel approach which can localize vulnerabilities without additional labeling

• Integrate various pooling modules to capture code features for different types
vulnerabilities

• The experiment results domenstrate its superior performance on both function-level and 
statement-level 
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Intelligent Program 
Development

Code Retrieval 
Acceleartion

Vulnearability 
Detection

Effective Code 
Retrieval

Code Retrival Acceleration 
with Deep Hashing

Semantic Dependency 
Learning Based Code 

Retrival

Code Retrival Acceleration 
via Segmented Deep 

Hashing

Vulnerability Localization 
via Multiple Instance 

Learning

Ø Integrate the dependency and semantics 
information for code retrieval

Ø Evaluate the effectivenss of proposed method

Ø Integrate code classification and deep hashing
Ø Evaluate the effectivness and efficiency of 

proposed method

Ø Convert the long hash code into segmented hash 
codes to improve retrieval efficiency

Ø Propose strategies to increase the hash collision 
ratio and reduce the false positive ratio 

Ø Propose a weakly supervised method for 
vulnerability detection and localization

Ø Integrate various pooling modules for different 
types of vulnerabilities
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Future Work
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Retrieval
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Vulnearability Detection

Vulnerability Localization 
via Multiple Instance 

Learning

Vulnerability Detection 
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Large Language 
Model (LLM)

User

Query

Target Function

Software RepositoryTo
o m

any fil
es!

How to efficiently retreived the related 
code for LLM to generate repository-level 

code is one potential direction!
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Large Language 
Model (LLM)

Target Function Detection 
Result

Input the static analysis result with LLM 
may help static analysis tools  improve 

the performance!

High fasle positive!
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Query: Convert directly the matrix from 
Cartesian coordinates (the origin in the middle 
of image) to Image coordinates (the origin on 
the top-left of image)

Query: Get successor to key, raises 
KeyError if a key is max key or key does not 
exist


