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Abstract—In this paper, we examine the problem of data
dissemination and optimization in the context of a large scale
distributed cyber-physical system (CPS), and propose a novel
rule-based mechanism for effective observation collection and
transmission. Our work rests on the idea that all observations
on all parameters are not required at all times, and thereby, se-
lective data transmission can reduce sensor workload significantly.
Experiments show the efficacy of our proposal.

I. INTRODUCTION

An important challenge in the large scale sensor-enabled CPS
context today is handling the large data volume collected
and transmitted by sensors distributed across wide areas of
operation. In this paper, we address this problem from a formal
perspective. We consider a simple operational model of a CPS
that comprises of a set of distributed sensors communicating
with a back-end controller to monitor and regulate system
parameters based on some system objectives. The operations
of these systems involve sensing, networking and processing
of significant amount of data. The inputs are received from a
set of information observers, often called the front-end, (e.g.
sensors, monitors, data sources, network feeds etc). The back-
end is usually a processing unit (running either on cloud servers
or on mobile gateway / edge devices [1]) that accumulates all
observations received over the network from different disparate
sources, and monitors / evaluates a set of system objectives for
deciding on necessary actuations.

Management and interpretation of data of large magnitudes
in real-time is a stupendous challenge today in the CPS context.
While computational scalability has received most of the
recent research attention in the effort of designing better CPS,
communication scalability of information flow processing has
also been looked at [2], [3], A number of articles [4], [5] have
focused on efficient means of regulating message observation
and transmission using energy reducing optimizations, efficient
query processing or classical compression techniques.

In this work, we propose a fundamentally different oper-
ational model for data dissemination and optimization. The
crux of our proposal is to identify the relevance of each
sensor observation as far as the objectives in the back-end
are concerned. By transmitting only the necessary set of
events and thereby avoiding redundancies makes the back-end
computation more efficient. The motivation stems from the
observation that not all data generated in the system is always
important, as far as the end objectives being monitored at the
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back-end are concerned, and hence, need not be distributed
always. This saves network resources.

To the best of our knowledge, only a few articles have looked
at the problem from a similar perspective as ours, with the
motivation of analyzing the system objectives and deciding
on data dissemination. Most of the proposals in this direction
have a topic based filtering approach [6], [7] that reduce the
overall communication overhead in the network. A similar
work has been done in [8], where the authors preprocess the
end objectives and try to reduce the number of transmissions,
however, data optimization at execution time has not been
considered, and this is the main focus of our proposal here.

II. A MOTIVATING EXAMPLE

Consider a smart home scenario with 4 components: an air-
conditioner (AC), a light and a wall mounted web camera,
communicating with a central home automation controller. The
AC can sense and communicate the temperature and humidity
of the room. The light can sense and transmit whether the
room is bright enough. The camera device can sense and
communicate if there is any person in the room. The back-end
information processing engine inside the automation controller
contains a set of rules and the corresponding actuations which
are basically If-then rules on the information observation data.
If the rule evaluates to true, necessary action is triggered.
Consider the following rules.

e Rule I: Turn on AC if the room is not empty and (room

temperature > 30°C' or humidity > 85%);
o Rule 2: Turn off the light if (the room is empty or the
room is bright).

We define the following Boolean predicates.
p1 : Room temperature >= 30 °C'; po : Humidity >= 85%;
ps : The room is empty; ps : Room is bright.
The devices evaluate the values (true / false) of the predicates,
before sending the update to the back-end controller. The
communication is done using the Boolean predicates, which
takes fewer message bits, as opposed to transmitting the exact
value of the observations. In terms of the predicates, we have

o Rule I: (p1 + p2).p3 : Turn on AC

e Rule 2: ps + p4 : Turn off light.
Here, . represents the AND operator and + represents the OR
operator. Table I contains a randomly generated snapshot of 5
time instants. Each row in the table shows the values assigned
to the predicates. Each entry in the table contains a 0 or 1
depending on whether the corresponding Boolean predicate is
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TABLE 1. Random snapshot of 5 time instants and Transmission profile

Time
Instant
1
2

3 0
4 0
5 1
Total 3
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true or false. For example, if Room temperature >= 30 °C),
the predicate p; is 1, otherwise p; is 0.

In a classical transmission scheme, whenever any predicate
changes from its current value, the value of the changed
predicate is transmitted. Considering the snapshot in Table I,
total 12 transmissions are required as shown as the total
number of changes in Columns 2-5 of Table I.

We observe that not all predicates need to be observed /
transmitted or processed at all times, even if they have changed.
Consider Rule 1. It can be observed that if the room is empty,
then the first rule can never be true. Once the information that
the room is empty is received, the back-end server does not
need any other observation about room temperature, humidity
to evaluate the first rule. If we observe the second rule, we see
that only one predicate is enough to decide whether to turn
off the light. Based on the preprocessing data and the current
snapshot, the back-end server communicates to the sensors the
change of which predicates are needed to evaluate the rules.
With our proposed optimizations, 4 transmissions are required,
as shown in Columns 6-9 of Table I, where each cell entry
denotes the value transmitted to the back-end (X indicates no
transmission). In the following, we formalize our proposal.

III. DETAILED METHODOLOGY

Our model assumes the following operational workflow. A set
of sensors (i.e. the information sources or collectors) collect
information about a set of parameters. Based on the values
observed, they evaluate and transmit the truth values of a set
of predicates. The observations may be of arbitrary data type
but the predicates are Boolean. The sensors communicate with
a back-end controller through a reliable network. The back-
end controller has a set of predicate logic [9] rules C and
corresponding actions. Based on the values of the predicates,
the back-end evaluates the rules and based on the evaluation
status of the rules, triggers necessary actuations.

At the back-end, before the network is initialized, the back-
end pre-processes and at run time communicates to the sensors,
which predicates (and hence, which observations) are needed
and at what instants. Based on the values received from the
sensors, the back-end evaluates the rules and takes necessary
steps. At the sensor end, the necessary observations at the
appropriate instants (as communicated to them by the back-
end) are made, and transmitted if needed. We illustrate our
data dissemination optimization strategies in the following.

Optimization Strategies

The intuition behind the optimization techniques is to an-
alyze the back-end rule repository and derive the effective
importance of the predicates (in other words, the observed
parameters) with respect to the actuation of the rule actions.
Let P be the set of predicates and C be the set of rules.
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Definition 3.1: Cofactor [10]: The positive (negative)
cofactor of a rule C € C defined over a set of Boolean
predicates P = {pi1,p2,...pn} with respect to a predicate
p; € P is obtained by substituting 1 (true) or O (false) in C. B

The positive cofactor, denoted by C,, is obtained as C),, =
C(p1,p2;---,pi = 1,...,p,). The negative cofactor Cp, is
obtained as C(p1,p2,...,p; = 0,...,p,). For a rule C, for
a predicate p;, if C,; & Cp; = 1, every change of p; is needed
always. Here @ denotes the XOR operator. The xor of the
cofactors designates that every change (from 0 to 1 or 1 to 0)
of p; is critical to evaluate C.

Cofactors with respect to multiple predicates can be obtained
similarly. As an example, the cofactor Cp, is derived by
substituting the value of p = 1 and ¢ = 1 in C. Co-factor
analysis involving multiple predicates can help in reducing
message transmissions even further.

A. Data transmission optimizations based on rule analysis:

Consider a rule C which is defined over a set of predicates Pc.
Also consider a set of predicates {pi, , pi,, - -.,Pi, } C Pc, such
that if we substitute the current values of {p; ,pi,,...,Di}
in C, C evaluates to either O or 1 and no subset of
{piy,Piys---,pi,} can lead to a constant value for C. In this
case, to evaluate C, the back-end does not need to know
the status of the predicates in P \ {pi,,...,p; } until one
predicate from {p;,,pi,,...,pi, ; changes, where \ is the set
difference operation. If this information is made available
to the sensors, it may result in a significant reduction in
the number of transmissions, and this is what we use in
our method. If a sensor observes all these remaining set of
predicates P \ {p;,,...,p; }. it can judiciously decide when
to send observations next, which in turn leads to reduction in
the number of transmissions through the network. This can
be done in the preprocessing step itself when the network
is initialized, and kept as a look-up table at the sensor end
or at run-time when the rule evaluates to 1. If these set of
predicates are not co-observed, in other words, multiple sensors
capture their values, the back-end can send this information to
the corresponding sensors at run-time. As long as the back-
end does not receive a changed value of any predicate from
{Diy,Pigs - - - Pi, - it does not poll the other sensors, and hence,
in turn, observations and transmissions are both reduced.
Example 3.1: Consider a rule C over the predicates ps, ps
as: C(p1,p3,pa) = (p1.p3) +pa. Cp, = 1+ps =1, Cp, =
p1.p3 + 0 = p1.p3. So, when py = 1, the back-end does not
need the status of py, p3 until p4 becomes 0. |
The optimizations discussed above can be done at initializa-
tion time by processing the rules and appropriately passing
on the relevant information to the sensors. Additionally, at
run time, the back-end may send further updates as and when
necessary, to abstain the sensors from observing / transmitting
information. The sensors take this information over and above
the information they had at the initialization step, and this leads
to further reductions in transmissions as we have explained
above. We now delve on some specific run-time strategies that
can lead to further reductions by selectively filtering on the
predicates to be observed or transmitted, depending on the rule
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semantics. Depending on the current snapshot, a rule may need
one of the multiple sets of predicates on which it depends,
which we formalize as the notion of the interest set below.

Definition 3.2: Interest Set: The interest set Z. of a rule C
is a set of predicates which is sufficient to evaluate the truth
value (true / false) of C based on the current snapshot. |

Example 3.2: Consider the rule C = p; + p2.p3 + p4 and
a snapshot (p; = 1,po = 1,p3 = 1,p4 = 0). To evaluate C,
any of the sets {p1}, {p2, p3} is sufficient to take the decision.
Hence the interest set of C consists of {p;} and {ps,ps}. W

An arbitrary choice of the interest set may end up in a large
number of predicate transmissions though the optimal set is
quite small. Additionally, for a rule, there may exist more than
one interest set. We now define a minimal interest set.

Definition 3.3: Minimal Interest Set: The Minimal Interest
Set (MIS) of a set of rules is the minimal set of predicates that
is sufficient to evaluate all the rules to a constant value. M

The MIS computed dynamically may not always be unique.
The MIS can also be computed at initialization for a given
set of rules and appropriate sensors may be notified about
what to transmit at what instants. This may however, need
a substantial resource requirement at the sensor end, and may
not be feasible. In contrast, we propose here, how to compute
the minimal interest sets based on a value snapshot, such that
the back-end can communicate the necessary information to
the sensors and poll them when needed.

Example 3.3: Consider the following set of rules C; =
p1 + p2 +p3,Co = p2 + ps+ ps5,C3 = ps + ps and a
snapshot p; = 1,p2 = 1,p3 = O,ps = 1,p5 = O,ps = 1.
Some of the interest sets that can help us evaluate the rules
are {p1,p2,pa}, {P1,p2,P6}, {P2,pa}, {P1,pa}, {P2,p6}. The
minimal interest set in this case is one of the following sets
{p2,pa}, {p1,pa}, {2, ps}. From the example, we can see that
the minimal interest set is not unique. |

Algorithms 1 and 2 present the strategy for minimal interest
set selection. The idea is to compute the interest sets of each
rule and then select the minimum combination. Analyzing
the structure of the rules, we form a Boolean formula that
captures the requirements of each rule and use a Boolean
satisfiability solver [11] to extract all satisfying solutions. Any
of the solutions corresponds to an interest set and we choose
the one with the minimal cardinality.

Algorithm 1 RunTimelnterestSetSelection

: Input: Current Predicate Snapshot, Set of rules ¢
¢ Output: U > U is set of predicates needed by the back-end
Q=_C.
: for C € Q do
Compute the interest set of C.
end for
. All predicates p, such that C, @ Cp = 1, for any rule C, are included in I/;
: > @ : XOR operator, these are the predicates for which every observation is needed
: If the interest set of a rule contains only one component, all elements of that set are
included in ¢/ and the corresponding rule is removed from Q.
10: If an interest set of a rule C € Q, contains a component whose elements are already
included in U, then the corresponding rule is removed from Q.
11: MinimallInterestSetSelection(Q, Uf)

Example 3.4: In this example, we show how the algorithm
MinimallnterestSetSelection works. Let, C; = py + p2.p3 +
p4; Co = pa + ps; C3 = ps + pe.pr be three rules. Let the
current snapshot be (p1 = 1,p2 = 1,p3 = 1,ps = 0,p5 =

Algorithm 2 MinimallnterestSetSelection

1: Input: Q, U
2: Output: U > Set of predicates needed by the back-end
3: for C € Q do
4: Construct a Boolean formula (F) as follows:
5: For each predicate p, a variable ), is defined as:
x, = 0,if p is being considered as an element of U/
= 1, otherwise

6: Combine each Boolean variable corresponding to each member of every interest

set of C using AND to get a product term.
7. If one of the predicates in a set is already included in U, then the value of

its corresponding Boolean variable is always 1, hence we can remove the Boolean
variable from the formula.

8: All product terms in one interest set are combined using OR operator to get a
sum of product term.
9: All sum of product terms corresponding to C are combined using AND operator.

ie., F = F AND (sum of product term corresponding to C).
10: end for
11: Get all possible satisfiable solutions of the formula F. Choose the solution whose
cardinality of number of ls is minimum. In case of tie, break it arbitrarily. The
corresponding predicates in U/ are included.

1,p6 = 1,p7 = 1). So, the interest set of Cy is {p1}, {p2,ps3},
the interest set of Cy is {p2}, {ps} and the interest set of Cs
is {ps},{ps, pr}. After step 7 of Algorithm 2, the Boolean
formula obtained is: F : (xp, V (Tp, A Zpy)) A (Tp, V Tps) A
(xps V (zps A Tp,)). Consider all satisfiable solutions of F
and we choose the solution (xp, , Zp,, Tpgs Tpys Tpss Tpgs Tpy)
(0,1,1,0,0,0,0) and include po, p3 in Y. This is the minimal
set of predicates the back-end needs to know in this case. W
Lemma 3.1: Algorithm 2 gives a minimal interest set.
Proof: The proof follows from the construction procedure. W

B. Optimizations based on rule clustering:

The strategy above involves a satisfiability solving step, which
may not scale if there are too many interest sets and we have
a large formula to handle. A further optimization can be done
by handling rules in clusters and creating rule families based
on the predicates they have in common, instead of dealing
with each in isolation. Rule families are mutually exclusive
and collectively exhaustive. The predicate set corresponding to
the rule families are pairwise disjoint. Algorithm 3 presents an
approach for rule family generation. Since the set of predicates
and rules are both finite, the algorithm terminates.

Algorithm 3 GenerateRuleFamily

1: Input: C = {C1,C2,...,C}
: Output: Rule families {Cr,,CFr,,...,CF,, }
. Initialize ¢ = 1; p = p1. A flag variable is set to false for each rule and predicate.
. Initialize Cp, = ¢;Pr; = p1
repeat
ch' = CFi U {Cj such that ij (&3] Cj;a # 0}
Mark the flag of p as true.
Revise the set PFi‘ Include all predicates associated with each rule C € Cpi
and not already added in Pp,.
9: Mark flag of each rule C € Cr, as true.

AR N

10: if Pr,; contains any predicate p; with flag as false then

11: P ="pj

12: else

13: =1+ 1;

14: p = A predicate whose flag is false; If no such p exists, terminate the
procedure.

15: end if

16: until (All predicates or all rules are examined)

Example 3.5: Consider a set of 5 rules C; = py +p2.p3 +pa,
Co = p1 +ps, C3 = ps + pe, C4 = pr + ps and C5 = pr + po.
The rule families are CF{ = Cy,C2,C3, CFo = Cy4,Cs. |
Once the rule clusters are formed, we compute the minimal
interest sets for each cluster using Algorithm 2 as earlier. The
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main bottleneck for this procedure is still the satisfying solution
generation step, which is computationally expensive.

C. Optimizations using prediction:

Our final proposal is based on value prediction. The interest
set of all the rules in C are computed at first. The final set I/ of
the predicates that need to be captured by the back-end server,
generated in each round, contains all the predicates p for which
Cp @ Cp = 1, for any rule C € C and the predicates from the
interest set corresponding to the rules having singleton interest
sets satisfying the current snapshot at that round. Rules for
which at least one interest set is considered in the final set
U are excluded, the remaining participate in this prediction. In
other words, rules which participate in this prediction algorithm
have two or more interest sets, and the decision to select one
of them is what this heuristic does. We use a simple predicate
history outcome based prediction strategy. We wish to select
interest sets which remain unchanged for a long time, and
thereby, can lead to more transmission savings. For each rule,
we choose an interest set consisting of predicates that change
less frequently. This leads to a further optimization in our
methodology. However, we do not lose out on any information
or rule evaluation. If the predicted set does change at runtime,
we poll the remaining sensors for the other predicates.

For each predicate, we store a history A at the back-end,
where h denotes the number of changes (0 to 1 or 1 to
0 is considered as a change) that the back-end has noticed
over the history of computation. A lower value of h implies
the predicate changes less frequently. An interest set usually
contains one or more predicates. In an interest set, predicate(s)
with low history values are considered as the representative
predicates for that interest set. While selecting an interest set
for each rule, we select the one whose representative predicate
has lowest history value. As is intuitively obvious, the final set
U that is generated in each round using prediction is correct
but may not be optimal in terms of cardinality.

IV. EXPERIMENTAL RESULT

We tested our method on synthetically generated use cases
by randomly varying the rules and the number of predicates.
The results are shown in Table II. We considered a total
window of 15 snapshots over time. We present the effect
of different optimization procedures through our experiments.
Each row of the table corresponds to the results obtained on
one experimental dataset. Columns 1 and Column 2 of Table II
represent the number of randomly generated predicates and
rules respectively. Column 3 shows the number of different
clusters found in the rule set. We compare our method with the
asynchronous transmission scheme with respect to the number
of transmissions. We also present comparative results with [8].
Column 4 presents the number of transmissions in a usual
asynchronous transmission scheme. Column 5 presents the
number of transmissions with minimal interest set selection
(Case 1) and finally Column 6 shows the number of transmis-
sions using prediction (Case 2). Column 7 shows the number
of transmissions without runtime optimization as described in
[8] (Case 3). As can be seen from the results, the number of
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TABLE II. Test-case Statistics (#Tx = No. of Transmissions)

No. of No. of No. of #Tx #Tx #Tx #Tx
’ predicates rules clusters (usual case) (Case 1) ‘ (Case 2) ‘ (Case 3) ‘
14 6 1 716 404 398 663
28 28 1 1420 1111 957 1276
38 31 2 1848 1198 1099 1692
46 38 2 2247 1843 1554 2102
49 103 2 2416 2367 2208 2416
60 27 5 3013 1306 1149 2507
68 68 2 3340 2424 2079 3242
74 77 2 3651 2470 2113 3494
87 92 2 4335 3290 2876 4131
98 116 2 4802 3728 3326 4563

transmissions reduces with our optimizations (Cases 1 and 2)
compared to both the usual case and [8]. In some cases, the
reduction is substantial, whereas in some cases, it is negligible.
These optimizations can lead to the same performance as in
the asynchronous method in the worst case if the rule set does
not lend itself to any of the optimizations we propose in this
work. It is guaranteed theoretically and also as seen through
the experiments, that our method (Case 1 and Case 2) does
not transmit more than the asynchronous method. However,
the prediction step being non-deterministic, may or may not,
yield the desired improvement.

V. CONCLUSION

In this paper, we present a novel architecture for reducing data
transmission for a large scale sensor enabled cyber-physical
systems. Experimental results show promising improvements
in the number of transmissions. With information processing
and sensing systems gaining widespread popularity in recent
times, we believe our work will have interesting applications.
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