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Introduction

Web applications are becoming more and more important!
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Introduction

« The age of Web 2.0
— Web pages and Web services

 Web services (WS) are Web APIs that can be accessed
over a network and executed on remote systems

— Open standards
— Interoperability
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Introduction

e Service-oriented systems
— Composed by distributed Web services
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Quality-of-Service

e Quality-of-Service (QoS): Non-functional
performance
— User-independent QoS properties
* Price, popularity
* No need for evaluation
— User-dependent QoS properties.

 Failure probability, response time, throughput
 Different users receive different performance



Structure of My Thesis

Title: QoS Management of Web Services

WS QoS Evaluation WS QoS Prediction Fault-Tolerant WS
Chapter 4 Chapter6é  Chapter 7 Chapter 8

Chapter 3 Chapter 5



QoS-Driven Approaches

 \WWeb service selection

* \Web service composition
 WWeb service ranking

* \WWeb service recommendation @
e Fault-tolerant Web services

Limited real-world Web service QoS datasets for experimental studies!
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Part 1: Web Service QoS Evaluation

e Two large-scale
evaluations on real-world
Web services

e 21,358 publicly available
Web services

o 339 distributed computers

e 235,262,555 lines of Java
codes

i(b) Locations of Web Services



Drawbacks of Web Service Evaluation

 Difficult to conduct real-world Web
service evaluations
— Web service invocations may be charged
— Too many Web service candidates
— Time-consuming
— Resource-consuming
— Require professional knowledge
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Part 2: Web Service QoS Prediction

 Target: Predict Web service QoS values for a
user without invoking these Web services

ldea: Take advantages of the social wisdom of
service users

— The past Web service usage experiences of
other service users.

* Propose three QoS prediction approaches
— Neighborhood-based
— Model-based

— Ranking-based
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Web Service QoS Values

* QoS values of Web services can be
obtained by:

— Web service QoS Evaluation
— Web service QoS Prediction

How to use these QoS values?
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Part 3: Fault-Tolerant Web Services

« Building highly reliable service-oriented systems is a
challenging task
— Remote Web services may become unavailable
— Remote Web services may contain faults
— Internet environment is unpredictable

‘
Replica 1 (Web service)

Service Oriented N Replica 2
‘

Replica n

 Two fault-tolerance approaches for Web services using
Web service QoS values.
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1. Evaluation

Chapter 3: QoS Evaluation of WS

2. Prediction

o Chapter 4: Neighborhood-based QoS Prediction of WS
o Chapter 5: Model-based QoS Prediction of WS
 Chapter 6: Ranking-based QoS Prediction of WS

3. Fault-Tolerant WS

o Chapter 7: QoS-Aware Fault Tolerance for WS
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Part 1 (Ch. 3): QoS Evaluation of Web Services




Background

* (Al-Masri et al., 2008)
— Released a Web service QoS dataset
— 1 user and 2570 Web services
— Best Student Paper Award Nomination at WWW2008.

« Different users observe gquite different QoS of the same
Web service.

 \Web service evaluation from distributed locations.
— Control distributed computers
— Time consuming and resource consuming
 Qur contributions:
— A user-collaborative framework for WS evaluation
— Large-scale distributed evaluations on real-world Web services
— Release research datasets
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User-Collaboration
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Distributed Evaluation Framework

Web Service 1
Web Serv\i:;e 2
Web Service N

Assessment Request

Listener

1
i I
ety | Client 1

Testing Engine )\

Weab Service 1
Web Séw\ice 2
! \
J "
r A" Web Service N
e — P
User N

Evaluation results from different locations
No need good knowledge on Web service evaluation

RulesManeger \\ fl;
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TestCase
Dispatcher

TestCase
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TestResult

TestResult
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Result DB

No need to implement evaluation mechanism
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. Evaluation request

. Load Applet

. Create test cases

. Schedule test tasks
. Assign test cases

. Client run test cases
. Send back results

. Analyze and return

final results to client.
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L ocation Information

e 21,358 Web services from 89 countries

 The top 3 countries provide 55.5% of the obtained Web
services

— United States: 8867 Web services
— United Kingdom: 1657 Web services
— Germany: 1246 Web services

Numbers of VWeb Services

| | | | |
0 20 40 &0 20 100
Countries

Locations of Web Services Distributions of Web Services
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WSDL File Information

E

-WSDL File Obtaining Failures

MNumber of WSDL Files
M
&

Code | Description #WS | Percent
400 | Bad Request 173 3.57% |
401 Unauthorized 106 2.19%
403 Forbidden 153 3.16% =
404 File Not Found 1468 | 30.31% Te a2 e
405 Method Not Allowed 1 0.02% '
7 o,
e Sl B L Distributions of WSDL File Sizes
203 Service Un_mrm]able 22 0.45% |D Microsoft WPHP O Java and others ‘
504 Gateway Timeout T88 16.27%
505 HTTP Version Not Support I 0.02%
N/A Connection Timed Out 774 15.98% 30%
N/A | Read Timed Out 787 16.25%
N/A Unknown Host 12 0.25%
N/A | Redirected Too Many Times 3 0.06% L 67%
Total 4844 | 100.00%

Development Technologies
20



Java Code Generation

* AXIs 2 to generate Java codes for the Web services.

o Totally 235,262,555 lines of Java codes are produced.

Java Code Generation Failures

Failure Type # WS | Percent
Empty File 249 7.31%
[nvalid File Format 1232 | 36.17%
Error Parsing WSDL 1135 | 33.32%
Invocation Target Exception 764 | 22.43%
Null QName 22 0.65%
Databinding Unmatched Type Exception 4 0.12%
Total 3406 1 005%
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Dataset 1: 150*100*100

Statistics of the Dataset 1

Statistics Values
Num. of Web Service Invocations 1,542 .884
Num. of Service Users 150
Num. of Web Services 100
Num. of User Countries 24
Num. of Web Service Countries 22
Range of Failure Probability 0-100%
Mean of Failure Probability 4.05%
Standard Deviation of Failure Probability 17.32%
14000
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Fallure Types

(1) Web service invocations can fail easily.
(2) WS invocation failures are unavoidable in the unpredictable Internet.
(3) Service fault tolerance approaches are becoming important.

Failures of the Dataset 1

Descriptions | Number
{400)Bad Request 3
(300)nternal Server Error 26
{(302)Bad Gateway 33
(303)Service Unavailable 609
java.net.SocketException: Network is unreachable 3
java.net.SocketException: Connection reset L175
java.net. NoRouteToHostException: No route to host 415
java.net.ConnectException: Connection refused 619
java.net.SocketTimeoutException: Read timed out 4606
java.net.UnknownHostException 5847
java.net.SocketTime outException: Connect timed out 44809
Other errors 39
Total 58184




Dataset 2: 339*5825*1

_______ Statistics of the Dataset 2

Statistics | Values
Num. of Web Service Invocations 1,974,675
Num. of Service Users 339
Num. of Web Services 5,825
Num. of User Countries 30
Num. of Web Service Countries 73
Mean of Response Time 1.43 s
Standard Deviation of Response Time 31.9s
Mean of Throughput 102.86 kbps
Standard Deviation of Throughput 531.85 kbps

i(b) Locations of Web Services
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Dataset Publication

e The evaluation results are released at:
http://www.wsdream.net

* Downloaded about 100 times by more than 50
universities (or research institutes) from more than 15
counties.

 The datasets can be used in research topics of:
— Web service selection and composition
— Web service recommendation
— Web service QoS prediction
— Fault-tolerant Web services

 The largest-scale real-world Web service QoS evaluation
 Recognized by the Best Student Paper of ICWS2010

25



Part 2 (Ch. 4-6): QoS Prediction of WS




Web Service Selection

Service-Oriented System

GetWeather
t, > t t ()
& ot b

1

Q) Internet |

Service Candidates

O O
00800

 Target: determine the optimal Web service from a set
of functionally equivalent candidates.

e Method 1: evaluate all the candidates
« Weak points of Method 1.

— Expensive: Requiring a lot of Web service invocations
— Time-consuming: A large number of candidates to evaluate
— Inaccurate: Users are not experts on WS evaluation
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Web Service QoS Prediction

 Method 2: predict Web service QoS values

* The prediction should be personalized for a specify
user

« A user may invoked some or none of the service
candidates

 Advantages:

e Low cost: no additional WS invocations for
evaluation purpose

o Efficient: no need to wait for the evaluation results

« Research problem:
 How to make personalized WS QoS value prediction?

28



Previous Work

 (Sreenath & Singh, 2003; Karta, 2005;)

— Mention the idea of applying neighborhood-based collaborative
filtering methods to Web service QoS prediction

— Employs the MovielLens dataset for experimental studies
e (Shaoetal., 2007)

— Propose a neighborhood-based collaborative filtering methods
— Experiments using 20 real-world Web services

 Why so limited previous work?
— No real-world WS QoS datasets from different users
— The characteristics of Web service QoS cannot be fully mined
— The performance of the proposed algorithms cannot be justified

e Our contributions:
— Three prediction approaches
— Convincing experiments using our released datasets

29



System Architecture
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Approach 1: Neighborhoo

d-based

 Key idea: Using
QoS values of

similar users.
Reliable.

e |ssue: How to i%

calculate user
similarity?

Service user 2 in US

Service user

Unreliable

)

Service u3fr 1 in Asia

Web service
in US

3 is a similar user of user 2.

Service-Oriented System

O SO
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Similarity Computation

o User-item matrix: M XN, each entry is the failure
probability of a Web service.

WS, WS, WS, Ws, WS, WS,
u) | 0.1 )01 [02\|[ \[/03)
, \0.)/ V0.2 1\05/[\03/
u, | 04 03 0.1
u, 0.6 0.4
u, | 05 0.3 0.3

 Pearson Correlation Coefficient (PCC)
Z (Pa,i — Pa)(Pu,i — DPu)

i€l NIy
'Y =72 Y (i 700

\/{-Efaﬁfu \/ 1clgMiy

Sim(a,u) =



Similar User Selection

e For a user u, a set of similar users S(u) can be
found by:

S(u) = {a|Sim(u,a) > Simk, Sim(u.a) > 0,a # u}

Sim, is the k' largest PCC value with the current user u.
Sim(u, a) > 0 Is to exclude the dissimilar users.
Sim(u, a) can be calculated by PCC.
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Missing Value Prediction

« Given a missing value p,,;, if the user u has similar users
(S(u) #null), the missing value can be predicted by:

Pu,i = Pu Z Wa X (Pa,i — Pa);
acS(u)

 P. and p.are average failure probabilities of different
Web services observed by user u and user a.

e W, can be calcualted by:

Sim(a,u)
"EI-]-C{- — — .
2_bes(u) Sim(b, u)
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Missing Value Prediction

e Similar user + Similar Web services

Pu,i = A X

pu,?; =5

acS(u)

(Pu+ Y Wa X (Payi —Pa)) 7 "UPCC

(1 —A) x|(p: + Z Wi X (Pu,k — Pk))——pCC

keS(1)

r

A X pu+ (1 —A) X Ppi.
Pu
7.

. NoPrediction.,

Pu 7+ null & p; # null
Pu 7 null & p; = null
Pu = null & p; # null
Pu = null & p; = null

35



Experiments

150 service users and 100 Web
services

e 150*100 user-item matrix
« Randomly remove entries
 Predict the removed values

« The removed values are ground truth.

Locations of the Service Users and Wab Sarvices
User Locations Mum || W5 Locations MNum
United States 72 United States i3
Eurcpean Union AT Canada 10
Japan & China 3
Canada 3 Gemany 7
Cermany 4 France f
Brazil 3 Spain f
France 3 United Kingdom 3
United Kindom 3 Metherlands 4
Fepublic of Eomea | 2 Paland 3
Belgium 1 Fepublic of Koma 3
Cyprus 1 Switzedand 3
Eepublic of Czech | 1 [taly 2
Finland 1 Australia 1
Gmece 1 Belginm 1
Hungary 1 [r=land 1
Ireland 1 [zlamic Bepublic of Iran | 1
MNoparay i Japan i
Paland 1 Mew Zzaland 1
Portugal 1 MNaorway 1
Puerto Rico 1 Serbia and Monenegro | 1
Slevenia 1 South Afnica 1
Spain 1 Thailand 1
Taiwan 1
Uruguay 1
Total 154 Total 114}




Experiments

* Metrics of Prediction Accuracy

o~
Z'u..-'al |pu-.-'al — p'u-.-'al|
N

A\ Pu,i — fA’u.i 2
RMSE = \/ Zu,z (p N Pu, )

Pu,i :the expected value
Pu,i :the predicted value
N :the number of predicted values

MAE =

37



Performance Comparison

MAE and RMSE Comparison With Basic Approaches (A smaller MAE or RMSE value means a better performance)

Training Users = 100

Training Users = 140

Metric | Density | Methods Kesponse Time Failure Kale Response Time Failure Rate
GI0D GI0 G30 G10 GID G30 G100 GI0  G30 G10 G20 G30
UMEAN 1623 1539 1513 | 571% .58 5.53% 1521 1439 1399 3.01% 5.00°% 4.97%
IMEAN 903 o0 907 2.40% 2.36% 246% 861 872 855 1.62% 1.58% 1.68%
10% UPCC 1148 &7 810 4.85% 470% 3.86% GR8 TR2 654 411% 3.47% 3.28%
IPCC 768 736 736 2.24% 216% 221% 585 596 605 1.39% 1.33% 1.42%
WS5Rec 758 700 672 2.01% 2.08% 2.08% 56l 533 500 1.36% 1.26% 1.24%
UMEAN 1585 1548 1H08 | 574% 5.53% 5517 1464 1410 T390 521% 1987 4957
IMEAN 866 859 861 236% 234% 229% 833 837 840 1.56% 1.61% 1.62%
MAE 0%, UPCC 904 722 626 4.40% 343% 2.85% 74 626 540 3.93% 2.96% 2.43%
IPCC 606 610 639 2.01% 1.98% 1.98% 479 509 538 1.17% 1.22% 1.28%
WSRec 586 551 54k 1.93% 1.80% 1.70% 445 428 116 1.10% 1.08% 1.07%
UMEAN 1603 1543 TR0 | 564 5. BB 05670 1494 1430 1387 512% 1987 4.93%
IMEAM 856 854 853 2.26% 229% 2.30% 823 823 827 1.56% 1.58% 1.58%
309, UPCC 915 671 572 4.25% 325% 2.58% 803 576 4491 31.76% 2.86% 2.06%
IPCC 563 566 602 1.84% 1.83% 1.86% 439 467 507 1.10% 1.12% 1.17%
WSRec 538 504 490 1.78% L.69% 1.63% 405 385 378 1.05% 1.00% 0.958%
UMEAN 3330 3250 3192 | 1547%  15.04%  1474% 3190 3109 3069 | 1475%  14.42% 13.99%
IMEAN 1441 143 1442 | 561% 5.58% 5.85% 1112 1140 1107 3% 31.26% 3.38%
10%, UPCC 2036 1455 1335 | 1084% T7.51% 6.55% 1585 1174 1005 8.86% 542% 4.96%
IPCC 1335 1288 1278 | 536% 3.27% 5.53% 850 871 867 2.87% 282% 2.96%
WSRec 1320 1247 1197 | 531% 512% 511% 819 780 73 2.80% 261% 2.61%
UMEAN 3332 3HM0o 31 | 1549% 15.05% 14.80% 3190 314 3062 | 147 14H% 14007%
IMEAM 1269 1252 1257 | 4.67% 4.62% 4.54% 997 1001 1002 2.53% 2.61% 2.63%
RMSE 209, UPCC 1356 1128 1019 | B.07% 5.31% 4.58% 1028 837 730 7.35% 4.20M% 3.24%
IPCC 1020 1016 1056 | 4.15% 413% 412% G664 F00 73 2.00% 2.09% 219%
WSRec 997 046 037 | 4.04% 3.83% 3.67% 620 508 581 1.58% 1.84% 1.83%
UMEAN 3336 3Me 3197 | 1549% T500% 1468% 378 3103 3086 | 14e8%  1425%  14007%
IMEAMN 1207 1209 1203 | 4.21% 423% 422% 955 954 a57 2.28% 229% 2.28%
30% UPCC 1267 1035 924 T72% 5.09% 415% GE8 741 644 6.49% 3.90% 2.66%
IPCC 950 957 Qa5 372% 371% 375% 611 642 685 1.73% 1.74% 1.81%
WSRec 921 554 8e0 3.64% 3.46% 3.37% 564 540 528 Led4%  L55% 1.52%
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Drawbacks of Neighborhood-based Method

o Computational complexity O(mn+n?)

« Matrix sparsity problem
— Not easy to find similar users

0.5 0.4
0.1
U, 0.9
0.7

us, | 0.5




Approach 2: Model-based Method

0.32
0.23
0.30
0.47

A small number of factors influencing the QoS performance

A user’'s Web service QoS experiences correspond to a linear
combination of the factors

Each row of UT are a set of feature factors, and each column
of V is a set of linear predictors

1 3 "4 Y5 V6 _ o 1 m R 2
o |0.98|0.23 0.22 lg;l_.l#:lﬁ(ﬂf Uv) = P Zfij(}?ij —U; V3)
1, 10.13 0.27 0,25 i=1 j=1
u 0.37 0. 36 AU Av
- 1 + U |;+—|'»||;
H4 0. 69 0.22 10,22 0, 34 2
(b) User-Component Matrix
0% 04l 033 0.73 035 031 026 032 042
.16 026 0.28 ~ 0.60 031 0.27 0.22 0.28 0.36
020 024 0.34 0.69 037 032 0.27 0.33 0.45
023 D59 021 0.95 046 042 0.35 041 0.54

40



NIMF: Neighborhood-Integrated Matrix Factorization

A A N P M

w, | 05112 0.3 0.4

", 0.8 0.6 0.5

u, | 0.4 0.3 0.9

1, 0.6 0.7

u, |05 07 03

(a) User-Item Matrix (b) PCC Values
L(R.S,U, I)
m
=3 Z Z j(Rij — (aUT (1 — ) Z SikUp 1

1=1 j=1 kT (1)

AU 2 AV 2
VU 4+ 2 V)2,
A 0E + v,

PCC(i, k)

S PCC(i, k) 41
EeT (i)

Sik =




L ocation Information

Location Information: (a) locations of ser-
vice users, totally 339 service users from 30 coun-
tries are plotted; (b) locations of Web services, to-
tally 5,825 real-world Web services from 73 coun-
tries are plotted. Each user in (a) invoked all the
Web services in (b). Totally 1,974,675 Web =service

invocation results are collected in our experiments.

Statistics of the WS QoS Dataset

Statistics Values
Num. of Service Users 339
Num. of Web Services 5,825
Num. of Web Service Invocations 1,974,675
Range of Response-time 1-20 s
Avg. Value of Response-time 0.9085 s
Range of Throughput 1-1000 kbps
Avg. Value of Throughput 47.5616 kbps

# of WS Invocations

91% smaller than 2s

0 5 10 15
Values of Response-Time

20

X 10

89.5% smaller than 100 kbps

# of WS Invocations
-~ b

©
n

0
0 200 400 600 800
Values of Throughput
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Performance Comparison

Performance Comparison (A Smaller MAE or RMSE Value Means a Better Performance)

Matrix Density=5%

Matrix Density=10%

Matrix Density=15%

Matrix Density=20%

QoS Methods MAE RMSE| MAE  RMSE| MAE  RMSE| MAE  RMSE
UMEAN | 08785 18501 ] 05753 8555 | 0.8768 18518 | 08747 18557

IMEAN | 07015 15813 | 0.6018 15440 | 0.6867 15342 | 0.6818 15311

UPCC 0.6261 14078 | 05517 13151 | 05159 12680 | 0.4884 1.2334

Responsetime | 1PCC 0.6807  1.4296 | 0.5917 13268 | 0.5037 19552 | 0.4459 1.2005
0.2 o WSRee | 06234 14078 |  0.5365 13043 | 0.4965 12467 | 0.4407 1.2012
NMF 0.6182 15746 |  0.6040 15404 | 0.5000 15345 | 0.5082 1.5331

PMF 05678 14735 |  0.4996 12866 | 0.4720 12163 | 0.4492 1.1828

NIMF | 0.5514 1.4075 | 0.4854  1.2745 | 0.4534  1.1980 | 0.4357  1.1678

UMEAN | 54,0084 1102821 | 53.6700 1102077 | 53.8702 1101751 | 537114 1101708

IMEAN | 27.3558  66.6344 | 26.8318  64.7674 | 26.6230  64.3086 | 26.6364  64.1082

UPCC | 261230 61.6108 | 21.2605 543701 | 18.7455  50.7768 | 17.5546  48.2621

Throughput | IPCC | 202651 642285 | 27.3993 600825 | 264319 578503 | 250273  55.4970
(01000 khps) | WSRec | 258755 608685 | 190754 548761 | 17553 478235 | 160762 ATS749
NMF | 257520 658517 | 17.8411  53.0806 | 158030  51.7322 | 15.2516  48.6330

PMF 100034  54.0508 | 16.1755  46.4430 | 15.0056  43.7957 | 14.6604  42.4855

NIMF | 17.9207 51.6573 | 16.0542  45.9400 | 14.4363  43.1596 | 13.7099  41.1689
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Impact of Parameter

Response-tme
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The parameter cx controls how much our method relies on the users
themselves and their similar users
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Approach 3: Ranking-Based Prediction

Service-Oriented System

GetWeather
t, = t t @
&L e

1

O Internet \

Service Candidates

O O
00800

« Select the optimal Web service from the candidates

— Neighborhood-based approaches:
Predict QoS values -2 rank the candidates

— Ranking-based approach:
Rank the candidates directly without predicting QoS values

Expected values: (2, 3, 5) on (wsl1, ws2, ws3)
Prediction 1: (3, 2, 4); MAE = (|2-3| + [3-2| + |5-4])/3 =1
Prediction 2: (1, 2, 3); MAE = (|2-1| + |3-2| + |5-3])/3=1.3

Ranking—based: Expected Ranking: ws1 < ws?2 < ws3
Prediction 1: ws2 <ws1 <ws3 46
Prediction 2: ws1 <ws? < ws3




User Preference

o User preference on two Web services
which have been invoked previously:

Vi, j) = ¢ — qj
o User preference on pairs of Web services

that have not both been invoked by the
current user:

Sim(u,v) \
LII ‘} § : Guv.i — o,
J) E Sim(u, t}lu’ lo.i)

IE\' 'u_:l:" IE\TE_I_:'F'L
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Kendall Rank Correlation Coefficient

« Kendall Rank Correlation Coefficient (KRCC)
G v C=D
Sim(u,v) = NN —1)/2

— N is the number of Web services.

— C is the number of concordant pairs between two rankings.
— D is the number of discordant pairs.

Target Web services: (ws1, ws2, ws3)  Target Web services: (ws1, ws2, ws3)
User 1 observed response—t?me: (2, 3,5) User 1 observed response-time: (2, 3, 5)
User 2 observed response—time: (1, 2, 3)  User 2 observed response—time: (3,2, 1)

User 1: ws1< ws2, ws1< ws3, ws2 < ws3 User 1: ws1< ws?2, ws1< ws3, ws2 < ws3
User 2: ws1< ws?2, ws1< ws3, ws2 < ws3 User 2: ws1> ws2, ws1> ws3, ws?2 > ws3

N=3, C=3,D=0; N=3;C=0;D=23;
Sim(usert, user2) = (3-0) / (3(3-1)/2) =1 Sim(user1, user?) = (0-3) / (3(3-1)/2) = -1
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Problem Modeling

« Given a preference function, choose a ranking that
agrees with the preferences as much as possible.

 Object function:

Vip) = > (i)

1,5:0(1) >p(7)

 Target: produce a ranking that maximizes the objective
function.

e Trivial Solution: search through possible rankings
— n! possible rankings
— NP-Complete problem
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Ranking Algorithm

Algorithm 1: Greedy Order Algorithm: CloudRank

b= =] -~ = L7 B S I S

10
11
12
13
14

16
17
18
19
20
21
22
23

24

Input: an employed component set E, a full
component set I, a preference function W

Output: a component ranking p

F =F:

while F # () do

t — arg MaX;eF Gi:

pe(t) = |E| — |F| +1;

F=F—{t}:

end
foreach i < I do

(i) = Zjef Wi, j);
end
n=|I|;
while I == () do
t = arg max;eg w(i);
p(t) =n—|I|+1;
I=1—{t}:
foreach : € I do

| 7w(i) = m(i) — U(i,t)

end

end

while £ == () do
e=arg Mg pel;
index = min;eg p(i);
ple) = inder;
E=F—{e};

end

Step 1: for each service

candidate, calculate the sum of
preference values with all other
candidates in the candidate set.

Step 2: a candidate with largest
preference values is more
preferred by the user. Rank this
candidate at highest position.

Step 3: remove the selected
candidate from the candidate
set. Go to step 1.
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Evaluation Metric

Normalized Discounted Cumulative Gain (NDCG)

DCG,,
IDCG,

— The NDCG, value is on the interval of 0.0 to 1.0, where larger
value stands for better ranking accuracy.

— DCG, and IDCG, are the DCG values of the top-K components
of the predicted ranking and ideal ranking, respectively.

NDCG,, —

rel.,

k
DCGF;C — "I‘E?ll + | :
; l()gg’l

— rel; is the QoS value of the component at position I in the ranking.
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Performance Comparison

NDCG Comparison of Response Time (Larger value indicates better ranking accuracy)

Matrix Density = 10%

Matrix Density = 30%

Matrix Density = 50%

Methods NDCG3 | NDCG10 | NDCG100 | NDCG3 | NDCG10 | NDCGI00 | NDCG3 | NDCGIO | NDCG100
UVS: 0.9491 0.9104 0.9514 (0.9689 0.9476 0.9726 0.9547 0.9408 (0.9663
UPCC: 0.9347 0.8968 0.9414 (0.9696 0.9489 0.9729 0.9541 0.9417 (0.9666
IVS: 0.9710 0.9308 0.9637 (0.9689 0.9442 0.9690 0.9548 0.9417 0.9661
IPCC: 0.9737 0.9359 0.9656 (0.9688 0.9466 0.9702 0.9588 0.94584 0.9695
UIVS: 0.9719 0.9304 0.9639 (0.9689 0.9441 0.9696 0.9553 0.9423 (0.9663
UIPCC: 0.9730 0.9354 0.9653 0.9691 0.9477 0.9711 0.9584 0.9482 0.9695
Greedy 0.9789 0.9523 0.9755 0.9816 0.9728 0.9860 0.9939 0.9843 0.9921
CloudRank | 0.9792 0.9532 0.9763 0.9854 0.9760 0.9888 0.9959 0.9864 0.9947
0.63% 1.85% 1.11% 1.63% 2.85% 1.63% 3.87% 4.01% 2.60%

52




Part 3 (Ch. 7-8): Fault-Tolerant Web Services




Fault-Tolerant Web Services

e |tis difficult to build reliable service-oriented
systems.

— Reliability of the system is highly dependent on the
remote Web service components.

— Web services are usually hosted by other
organizations.
* May contain faults
« May become unavailable suddenly
» Source codes of the Web services are usually unavailable

— The Internet environment is unpredictable.

How to employ the redundant Web services and their QoS values
for building fault-tolerant service-oriented systems?
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Background

« Traditional software fault tolerance technigues:
— Recovery block [63]
— N-Version Programming (NVP) [11]
— N self-checking programming [42]
— Distributed recovery block [40]

« Fault tolerance strategies for Web services.
— Passive strategies: FT-SOAP [28] , FT-CORBA [74]
— Active strategies: FTWeb [70], Thema [52], WS-
Replication [67], SWS [44], Perpetual [61]
e Our Contributions:
— Adaptive fault tolerance strategy design

— Systematic and extendable framework for building
fault-tolerance Web services.
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Adaptive Fault Tolerance

* Internet environment is highly dynamic
— Network condition changes

— Software/hardware updates of the Web
services

— Server workload changes

o Traditional fault tolerance strategies are
too static
— Fixed at design time
— Cannot adaptive to the dynamic environment
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Adaptive Fault Tolerance

* |dea: determine optimal fault tolerance
strategy dynamically at runtime based on the
Web service QoS values.

Yes
falil NoJ np | ]
Al @ A2 The first v responses
for Voting
(1). Dynamic Sequential Strategy (2). Dynamic Parallel Strategy
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Adaptive Fault Tolerance

(w1=1/3, w2=1/3, w3=1/3)

B Retry _

25| IIEIRB 5 SUSNR SR WA )T

[ INVP | :

20t [ Acitve .......... .......... ........ ........
I Dynamic | §

30

15

Overall Performance

« Static fault tolerance strategies have good performance in some
cases, but have bad performance in others.

 The proposed strategy obtains the best overall performance for
all the six users.



Fault-Tolerant Framework

t5
GEtWEEitI"IEI‘

- Payment Delivery L 16
t3 H t4

Semce Candidates

Y B bay.Paymen t' 1 Ebay.Delivery(];
O O D v Amazon.Payme m' (Vi Pmazon.Deliveryl();
D % Ebay.Pa ,.-'Z'.l'i‘:]'lt IJr Fmazon.Delivery ();

O O O ¥ Pmazon.Payment {}; Ebay.Deliveryi);

e Target:

— Optimal FT strategy selection for each task under local and
global constraints

* Local constraint: Response time of t1 < 1000 ms

* Global constraint: Success-rate of the whole service plan
> 99%
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Fault-Tolerant Framework

*0-1 Integer Programming Problem

Problem 2: Minimize:

Z Z Ui Tgj Service Plan: SP1
o iEER, jE85, QoS-Aware FT Middleware UDDI Regist
h“h'lmkt to: ‘ FT Strategies ‘ ‘ QoS ‘ i i "
v v
v, Vi — 2 a4 FT-BABHEU '
Q.1 ged{y = 2,3.4) A SP2 SPn .
: z Z gt = 907U ' v a— S S N Service Broker
EER; JES; | Execution Engine | Mid. Mid. i
i A 4
Yk, E E qé‘} Ty = gct(y =6,8) v v \ v
{ESR;k JE5; <> ‘ Internet ‘
Service Community S1 Service Community S2
[T (a9 < g (y=1,5.7) ' | !
; - Web Service s11 | Web Service s21
e R jES; i P
Web Service s12 -~ Web Service s22 |
I ( ' Web Service s, |, Web Service s2m, | ceeT
T-S.Fj_i..f'yu — .r-yg_] e ;I‘yq:_ill._‘r_l_‘lé E -:'.FI_-:_J k | 2 /
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Fault-Tolerant Framework

(Candidates=20, QoS=8) (Tasks=20, Qo5=8) (Tasks=20, Candidates=20)
1200 R e e BO00—T—T— 1 400 —r—r-r-v-—-——-or—
- FT-Local| | H | H | : - FT-Local N ; : ;
@ 40000 FT-HEU | bedeannd ! @ FT-HEU B 1z00p{ 2% FT-Lecall
= d £ E FT-HEU |!
— E oool - [ BFFT-BAB E iligarat
@ @ —FT-ALL 1000 - B :
E 8000 E T E —FT-ALL
= = =00 qmmesi
5 6000f- 5 4ooo0f---+ 5 ;
f., = 5 &00
S 4o00- 5 5
E g'zncu:n - E‘ 400
[=] [=] [+]
IS} 2000 O ¢ 200
b B W W W5 19 195 1% W e 0 W W % W W : g %X Y X
{a) Number of Tasks (b) Number of Candidates (c) Number of QoS Properties
Performance of Computation Time
(Candidates=20) (Tasks=20) (Tasks=20, Candidates=20)
1 1
= & = =
U 0.995 -+ i 0.995}- i oge
L | ' z L
£/ ! 2 o
= oo e e DESRE R = 0ao g K| e T
=2 Poob = ‘ ooE P = N A A
%0.93 -r----r- {4 QoS=40- Eu.gas e St - Wy - ST % T L T e e LTI ERTES SEREE SRR
o ' |%QoS=a30 m oo A S S It m, A oo
= o i1 |=QoS=2g | - T SO SN S S =¥ o= =N [ SN SO SN U S SO SRS S
=R | T e Qes=10 = A S S A P £ " it R A A
0.975 TR PR S 0.975 PR S — 0975 RN S —
0 20 30 40 50 6O _70 &0 90 100 0 20 30 40 50 60 70 B0 90 A0 0 20 30 40 50 60 70 BO 90 100
ia) Number of Tasks (b) Mumber of Candidates ic) Number of QoS Properties

Performance of Selection Results



Conclusion

e QoS evaluation of Web services

— Two large-scale real-world evaluations on Web
services which were never attempted before

— The published dataset website was widely accessed
* QoS prediction of Web services

— Three prediction approaches

— A lot of followup work on this topic using the released
datasets

« Fault-tolerant Web services
— Adaptive fault tolerance strategy

— Systematic framework for fault-tolerant service
oriented systems
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