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Online Zero-Cost Learning: Optimizing Large
Scale Network Rare Threats Simulation

Tingwei Liu, Hong Xie”, Member, IEEE, and John C. S. Lui*, Fellow, IEEE

Abstract—To provide fast and accurate risk evaluation on network rare threats, importance sampling (IS) is widely used in the rare
threat simulation; however, it becomes costly to deal with many rare threats simultaneously. For example, a rare threat can be the failure
to provide quality-of-service (QoS) guarantees to a critical network flow. Considering network providers often need to deal with many
critical flows (i.e., rare threats) simultaneously, if using IS, network providers have to simulate each rare threat with its customized
importance distribution individually. To reduce such simulation cost, we propose an efficient mixture importance distribution to simulate
multiple rare threats, and then formulate a mixture importance sampling optimization problem (MISO) to select the optimal mixture. We
first show that it is challenging to locate the optimal mixture for the “search direction” is computationally expensive to evaluate. We then
formulate an online learning (OL) framework to estimate the “search direction” and learn the optimal mixture from simulation samples of
threats. And our OL framework has a “zero learning cost’ as the samples generated in the learn phase can be reused to provide
accurate estimation on the rare threats. We develop two multi-armed bandit OL algorithms so as to: (1) Minimize the sum of estimation
variances with a regret of (InT')? /T and (2) Minimize the simulation cost with a regret of \/InT /T, where T denotes the number of
simulation samples. We demonstrate the versatility of our method on different network applications. When compared with the uniform
mixture IS, our method reduces cost measures (i.e., sum of estimation variances and simulation cost) by as high as 61.6 percent in the

Internet backbone network scenario.

Index Terms—Large scale network rare threats simulation, mixture importance sampling, online learning

1 INTRODUCTION

N simulating highly fault-tolerant systems like large scale

networks or mobile 5G networks, we often have to deal
with rare threats; these are events that occur rarely but have
catastrophic impacts or consequences. They could poten-
tially arise in many networking applications, and are not
easily accessible for the information-bearing signals often
lie in a broad set of irrelevant events (i.e., causes). For
instance, in communication networks, the network compo-
nent failures caused by some undesirable events (e.g.,
equipment ageing or power shortage) can significantly
degrade the intended network service [1]. On the Internet,
some unexpected node and link failures can result in the
undeliveries of critical flows. In smart grids, the network
component damages caused by some sudden unforeseen
events (e.g., excessive load demand or lighting) may give
rise to large-scale blackouts [2]. To quantify such rare threats,
one needs to evaluate their risks (i.e., occurrence probabili-
ties) accurately. For large and complex networks, this is
computationally expensive as illustrated below.
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Example 1. Consider a rare threat £, which corresponds to
the failure of providing promised quality-of-service
(Qo0S) guarantees for a critical flow in a large-scale net-
work. The QoS guarantees for the critical flow is influ-
enced by the status (i.e., operational or failed) of MeN,
components (i.e., links or nodes) of the network. Let
z 2 (z1,...,zy) denote a configuration of all these com-
ponents, where z,, = 1 represents the operational state
and x, = 0 represents the failed state of component
mé&[M]. Each configuration x occurs with a probability
P(z). The rare threat £ is represented by a set of profiles
x, which is often unknown and of a large cardinality, say
0O(2M). Given z, an indicator function 1¢() can simulate
the network to test the occurrence of £ (i.e., z€&), but
have no functional description of £. Thus, as many as
O(2M) enumerations are needed to evaluate &£’s occur-
rence probability. For more background readings related
to this example, readers can refer to static network reli-
ability literatures [3], [4], [5], [6], [7], [8].

A typical method to address the high computational cost
issue, as illustrated in Example 1, is Monte Carlo (MC) sam-
pling. It estimates the occurrence of a rare threat £ via gen-
erating samples z from P(x) and obtaining simulation
results from 1¢(x). However, to obtain accurate estimations,
MC needs to simulate plenty of samples z so to capture suf-
ficient occurrences of £ (i.e., 1¢(x) = 1). To improve the esti-
mation efficiency of MC, importance sampling (IS) takes a
customized importance distribution Q(z) to “boost” the
occurrence of £. One limitation of IS is that it has to simulate
each rare threat with its customized importance distribution
individually. This leads to an excessively high simulation
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cost, especially when dealing with a large number of rare
threats as shown below:

Example 2. Consider N critical flows in Example 1. Let the
rare threat &, be the failure to provide promised QoS
guarantees for flow n, where ne[N]. Each &, is associated
with a customized importance distribution @, (z) and an
indicator function 1g,(x) that tests whether z€&,. Sup-
pose, using IS to estimate each &, requires T' samples
from @, (z). To estimate all N events, we need TN sam-
ples, which is expensive for a large scale network because
even simulating a single sample can take many hours.

A straightforward idea to reduce such simulation cost
burden of IS is to design a simulation distribution @ that
works efficiently and accurately for every rare threat. There-
fore, we consider the mixture importance sampling (MIS) with
a mixture parameter w = (wy, ws, ..., WxN)

Q) = Tcpuy @),

where w,>0,n€[N] and }_, . yjw, = 1. Through this, each
sample = drawn from distribution Q(z;w) can be used

for “all” rare threats {€,},. We aim to answer:

e How to quantify the “simulation cost” for a mixture w?

e How to locate the optimal mixture w*?

The design of proper simulation cost metrics for w
requires the careful consideration of simulation cost resulted
from Q(z;w) for each &,. Such metrics (i.e., cost measures)
are functions of Q(x;w). To search for w* minimizing the sim-
ulation cost, one needs to evaluate the search direction by
marginalizing z in the metric with a sample space of size 2.
To address this challenge, we formulate a multi-armed ban-
dit (MAB) online learning (OL) framework to estimate the

“search direction” and learn w* from simulation samples x
drawn from {Q,(z)}._,. One may use the classical stochastic
optimization (SO) method to derive w*, but it has a much
more expensive learning cost (i.e., the number of samples =
generated to learn w*) than our framework: in the learning
phase, to guarantee a fast Convergence to w*, SO needs sulffi-
cient samples from Q(z;w")) to locate an eff1c1ent “search
direction” in each round t, and w® is the estimated mixture;
and in the estimation phase, additional samples from
Q(z;w™) are required to provide accurate estimation for

{S,,(;zr)}szl In contrast, our framework only needs a single
sample z generated from one of {Q,(z )}N -~ in each round of
learning, and the generated samples can be directly used for
providing accurate estimation for {£,()}_,. This leads to a
“zero learning cost”, but also makes it challenging to esti-
mate the “search direction” as well as learn w*. The contribu-
tions of our work are:

e We propose two metrics to quantify the simulation
cost for a mixture strategy and propose a mixture
importance sampling optimization problem (MISO)to
select the optimal mixture. We show the search
direction of mixture is costly to evaluate, making it
challenging to locate the optima.

e We formulate a4 MAB OL framework which estimates
the search direction and learn the optimal mixture
from “simulation samples”. Instead of using sufficient
simulation samples from Q(z;w*)), our framework
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reduces the simulation cost by generating only a single
simulation sample = from one of {Q,,L(m)}f\f;] in each
round of learning. Hence, achieving a zero cost on
extra samples.

o We develop MAB learning algorithms to efficiently
learn w* under different cost measures, i.e.: (1) Sum-
Var, to minimize the sum of variances with a regret
of (InT) /T, and (2) SimCos, to minimize the simula-
tion cost with a regret of \/InT/T, where T is the
number of samples. For each algorithm, we provide:
(a) convexity and smoothness analysis; (b) algorithm
to estimate the search direction of w with zero cost
on extra samples, as well as provable concentration;
(c) regret analysis and reveal the impact of key fac-
tors, e.g., similarity of {Q, (z)}\_,, on the regret.

e To demonstrate the versatility of our framework, we
apply it to conduct rare event simulation over an
Internet backbone network and a smart grid net-
work, both of which are supported by real-world
data.

2 PROBLEM FORMULATION

We start by introducing the MIS model with a mixture
parameter w. Then, we formulate an optimization frame-
work that minimizes a general cost measure via selecting a
proper w. To address the computational challenge in locat-
ing the optimal mixture w*, we develop an OL framework
to estimate w*. Finally, we present two important instances
of the OL framework with specific cost measures.

2.1 Mixture Importance Sampling

Assume there are N rare events and each event is induced
by a subset of M potential causes denoted by [M]. We aim
to estimate the occurrence probability for each individual
event. Let Q2 {0,1}". We denote = = (z1,...,23) € Q as
the occurrence profile of all M causes, where z,, indicates
whether the cause m occurs (1: yes, 0: no). Let = occur with
a probability P(z)e [0, 1], where )" _,P(x) = 1. Denote the
event n€[N] as &£,CQ, of which the occurrence is indicated
by a membership oracle

1e, (v) & { (1)

Notice that 15 (z) can be used with causes indicated by sam-
ple z to test whether £ occurs, i.e., z € £, as long as z is pro-
vided. Yet, 1, has no other functional description of &,.
And the occurrence probability is denoted by

= ZIES,,P(:E)' (2)

In many real-life applications, &, has a large cardinality,
which makes the exact value of u, computationally expen-
sive to evaluate. For instance, consider an Internet-scale net-
work with M physical links, where the mth link fails with a
probability of p,,. There are N competing flows, of which
the undelivery of the nth flow is represented by &,C). For
each z€(), the probability to obverve the occurrence of z in
the real-life can be expressed as

if x €&,
otherwise.

@

My = Prop[le, (z) = 1]

P me '\ pm pm Trm . (3)
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Due to the high complexity of traffic engineering, &, is usually
unknown and with a large cardinality, resulting in a computa-
tional complexity of O(2M) to evaluate the exact value of j,,.
Eq. (3) assumes the independence of potential causes, and this
assumption is also considered in many previous works [3],
[4], [5], [6], [7], [9]. We are also aware of notable works [10],
[11] dealing with dependent potential causes. Dependent
potential causes greatly complicate the problem and we leave
it as our future work.

As it is rare to see the occurrence of &,, it is costly to esti-
mate p, via simulating = with P(z), ie., the classical MC
method. One typical method to address this challenge is the IS
method [12], [13]. To improve the efficiency of MC, IS replaces
the sampling distribution P(z) with Q,(x) to increase the
occurrence of event &£,, and assigns each sample = a weight to
recover the unbiasedness. Specifically, it replaces Eq. (2) by

n= ]E'J'NP[]'gn (1‘) = 1} ( )
4

Assume each &, corresponds to a customised pure importance
distribution @, (x). IS provides an efficient estimation of ,, if
taking Q,(x) to simulate z, but @, (z) may not work for other
rare events. The one-run variance for estimating u,, with Q,(z)
tosimulate z is

. 2.

Vo [Le/@) o5 |2 Bang, [Le,(2) 523 ] — w2, ®)
Note that the one-run variance is an essential metric to mea-
sure the estimation efficiency, and it also determines the
simulation cost. Here {Qn(x)}fy:l can be obtained utilizing
IS or Sequential IS methods proposed in [9].

However, given a limited simulation budget and a large
N, one usually could not afford to estimate each u,, individ-
ually with the corresponding @, (z). What one needs is an
efficient sampling distribution working for multiple inter-
ested events simultaneously. Assume we take a mixture of

{Q.(z)}Y_, as the importance distribution to simulate z.
Formally, we have

Q(:Z:7 w) é Zne[[\,"] an’!L(I)7 (6)
where w2 (wy,...,wy), w,>0 and Znew]wn =1. For the

ease of presentation, denote the set of all possible choices of
w as the probability simplex A2 {w|w,>0," w, =1}.
Here, we define the “&similarity” as a metric to
quantify how well the occurrences of interested events
{€,})_| can be efficiently estimated together by the follow-
ing definition:

Definition 1 (. &similarity) Events {€,}Y_, are §-similar if
their corresponding pure importance distributions {Qn(x)};?:l
satisfy: for £€[1, 0], VzeQ, ¥n,n'€[N], L < Gnle) < ¢

6= Qi)
To illustrate, consider {Q,(z)}Y, have different (or
even disjoint) supports, then £ = oco. Fig 1 shows more

examples with different levels of {-similarities.

2.2 General Optimization and Learning Framework
Given the mixture w, we take Q(z; w) to simulate z, and the
one-run variance of £, is
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Event &, is observed. —— Probability to simulate z, i.e., @, (x).

Qn,(®)
Qn, (%)

Qn,(x)
Qn, (%)

Fig. 1. Examples of different levels of ¢-similarities: an infinite £ happens
when events have different supports and it implies that even the optimal
mixture distribution Q(z;w*) would not work for all events, e.g.,
{€n,€n,}; a large ¢ implies a slow convergence to Q(z;w*), e.g.,
EnyEny}; @ small € implies a fast convergence to Q(z;w*), e.g.,

nysCng S+

o2 (w) 2V, q[1e,(z) %] : @

One can evaluate the overall simulation efficiency associ-
ated with the mixture parameter w by the cost measure
L(o(w)€R where o(w) £ (01(w)os(w),...,on(w)) (Refer to
Section 2.3 for some examples). We now formulate the mix-
ture importance sampling optimization problem as follows:

Problem 1 (. Mixture Importance Sampling Optimization
(MISO) Problem) Given M causes, associated with a natural
occurrence distribution P(x); N interested events, associated

with efficient pure importance distributions {Q,(x)}\_,; and
the cost measure L(o(w)). Select w to minimize the cost
mingea L(o(w)). (®)

Problem 1 is essentially a non-linear optimization prob-
lem. It is challenging to address it because both the objective
L(o(w)) and its gradient VL(o(w)) are computationally
expensive to evaluate: The exact computational complexi-
ties are O(2") for the large state space of 2. To overcome the
challenge, we develop a MAB framework to estimate (or
online learn) w* from simulation samples.

Problem 2 (. Mixture Importance Sampling Learning (MIS
Learning) Problem) Given M causes, N interested events
and the number of rounds (or data samples) TeN . At round
t=1,...,T

o Select an arm (or event) I;€[N) based on an algorithm
A and the sample history {(I,, )},
Draw a simulation sample of profile =) from Qy, (x);
Update the proportions of selecting arms (or events)
which denoted by w® = (W, .. . W), where w® =
%Zse[i] 20

Objective: Design an MAB algorithm A to achieve a low

and sublinear regret, where the regret is defined as

Rr 2 L(o(w™)) — min,ea L(o(w)). 9)

In Problem 2, each arm (or event) indexed by n corres-
ponds to a customized pure distribution @, (), and a general
cost function L(o(w™)) is considered. We next consider two
important instances of the MIS-Learning Problem.
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2.3 Two Instances of the MIS Learning Problem

Given Q(z;w) to simulate z, let ¢,(w) measure the simula-
tion cost to achieve the desired estimation accuracy for u,,
i.e., the confidence interval (CI) is bounded by a threshold
8,. Also, let £,,,,(w) measure the simulatlon cost to achieve

desired estimation accuracies for all { /,L,L} . We have
ly(w) & "ifj”’ and  Lpae (W) £ max, ey fn(w). (10)

Next, we consider various accuracy requirements {871}2[:1,
i.e., homogeneous and heterogenous, and study the impact
on the cost measure L(o(w)). Then, we introduce the corre-
sponding MIS-Learning problems.

MIS-Learning to Minimize the Sum of Variances.We start with
the 51mplest case with homogeneous accuracy requirements
(ie., {8,}Y, are equal) and consider bounding > neiviln(w) in
order to bound ¢,,,,,{w). Then

Ly (w)<=mingea Y e

<=min,eca Zne (72 (W)

min; A N
we Zne[i\] (11)

And the total loss (i.e., cost measure) can be defined in
terms of the sum of one-run variances as follows:'

Lio(w)) = ¥ 02 (w) 112 £ Lsuvar(w). (12)
We name the MIS-Learning with cost measure in Eq. (12) as
minimizing the sum of variances (SumVar) MIS-Learning.

MIS-Learning to Minimize the Simulation Cost.We consider
the case where {£,}" | have heterogenous accuracy require-
ments. Specifically, we assume each &, has a predefined
occurrence probability threshold o,, e.g., £, represents the
undelivery of a specific flow and we want to accurately state
whether the undelivery probability ., <o, or not. Then the CI
width should not exceed §,, = |u,, — 0,| and

o2 (w
n( ) 5. (13)

minyealimae (W) <= mineamax ey 5
(/"77,7{771)
The total loss can be defined in terms of the simulation cost
to achieve all desired estimation accuracies as

(7721(11:) A

L(U(U))) (Mn*Un)Q :LSimCos(“))- (14)

= mMaXye[N]

We then name the MIS-Learning with cost measure in
Eq. (14) as minimizing the simulation cost (5imCos) MIS-
Learning.

3 LEARNING TO MINIMIZE SUM OF VARIANCES

We first present our SumVar algorithm design for learning
the optimal mixture w* that minimizes the sum of variances
in an online manner. Then we prove a regret upper bound
for the SumVar algorithm and reveal the impact of £-simi-
larity on the convergence speed to learn w*.

1. As the analytic expressions of Lsyua-(w) and of its gradient are fre-
o oy 27 N
quently used in this work, and considering o7, (w)= E.~q[1¢, (7) o (f J) ]—-u2,

we define Lgyyar (w) as illustrated in Eq. (12) for the ease of presentation.

3.1 The Design of SumVar Algorithm
The SumVar algorithm’s main idea is that at each round of
learning: (1) First estimate the gradient N Lgymye(w) from
historical data samples; (2) Then select the arm (or event) based on
the estimated gradient.

Gradient Estimation. We first consider the estimation of gra-
dient VLSumVar(w(tfl)) utilizing historical data samples, at
each learning round ¢. We can derive V Lg,nyur(w) as follows:

P2()1g, (2)
Q2 (z;w)

e S L [CIERENE)

= E(L'NQ((L';’UJ) [(_Zl (‘T)v crey T ZN(CE))L

VLSumVa'r(w) = v{ Zne[ N] ET"’Q(T jw) |:
(15)

P2(x)
where Z,,(z )%Qn( ), Yne[N]. If historical data

samples {z(*)}\_} were IID samples of z~Q(z;w(~"), then
the gradient VLgynyar (w (t-1) ) can be estimated by ¢ ) where

(16)

g” = 12961‘1] Zn( ),VHE[N]

N evertheless the challenge is that {z(*)}} are generated
from 2()~Qy,(z). To address this challenge, the following
theorem proves that Eq. (16) is asymptotically accurate in
estimating the gradient V Lz, (w V).

Algorithm 1. SumVar MIS-Learning

Input: N,w = (4,...,4), ), vne[N],t =1,...,T

for all t<N do
Draw z® accordmg to Q:(z), and record history I, Q,,( )
and 1¢,(2"), n€[N] for updating w") and gradient
estimation.

forallt > N do
Estimate the gradient V Ls,nar (w!~) using g in Eq. (16).

Compute the lower confidence bound (LCB) ¢, where g

— gt - -
gn n N

Select ;€ argmin, ¢y ]g ) and draw z*) from Q(x).

—TL

) and 1¢, (2
wit),

Record hlstory I;, Qn (
Update w® —w*V) +1(e;, —

9, ne[N].

Theorem 1. Consider the MIS-Learning framework, where at
round t,te[T)] take the Ijth distribution Q;(x) to generate x'*).
Then, limy .o, [|9'") =V Lsunvar (w1) || = 0.

Remark. Such asymptotic property owns much to the
role of mixture parameter w, i.e., the observed proportions
of selecting the distribution @;,(z) till round ¢. Hence, after
sufficient ¢ rounds of MIS-Learning, all samples {2*)}!_ can
be approximately considered as simulated by Q(x; w(")).

Arm Selection. Now we outline how the SumVar algo-
rithm in Algorithm 1 selects arm at each learning round.
From [14], we notice that finding the minimizer of lower
bound confidence min,¢xg g( is equivalent to making a step

1

of size 1‘+_1 in the direction of corner of simplex A that

min,ea 2, g , which is precisely the Frank-Wolfe algorithm
[15]. Hence we apply the LCB Frank-Wolfe algorithm to
select the arm based on the estimated gradient in Ecrl (16).
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Note that in Algorithm 1, one can select ¢! to control the
exploration and exploitation tradeoffs. 2Selectmg the ¢! is
closely related to the regret of Algorithm 1. We thus defer
the selection in the next subsection, where we analyze the
regret upper bound.

3.2 Main Result on the Regret of SumVar Algorithm
We start by establishing two building blocks for the
regret analysis of Algorithm 1: (1) The strong convexity and
smoothness properties of Lsymyar(w), and (2) The concentration
property of g\¥) in estimating VLsumyur(w'~Y). Then, we apply
these two building blocks to derive the regret upper bound
of Algorithm 1.

Strong Convexity and Smoothness of Lgumyar(w). Let us first
formally define the strong convexity and smoothness.

Definition 2 (Strong convexity and smoothness). Let X
be a convex set in the vector space and f: X—R be a function.
Also let I represent the identity matrix. f is called o-strongly
convex if and only if VaeX, V2f(x)=al, or equivalently

z[3.

Va,yeX, f(y)>f(z) + V(@) (y—2) +5ly -

amn

Similarly, f is B-smooth if and only if VYxeX, V% (x)=<gI, or
equivalently

(18)

Vo, yeX, f(y)<f(z) + VT (x)(y—z)+L |y — |5

The following theorem gives the strong convexity and
smoothness of Ly (w).

Theorem 2. If {£,}, has a &-similarity, the Lsua, (w) given
by Eq. (12) is a-strongly convex and p-smooth with

o= % (an[]\/] M?L)Q and ﬂ = 253 ZW,E[N] M, (19)

Remark. Theorem 2 quantifies the impact of ¢{-similarities on
Lgunvar(w). In particular, the strong convexity of Lgypar (w) van-
ishes and Lg,mur(w) becomes nonsmooth when ¢—oo, i.e., the
event occurrences are not similar. This implies that the £-simi-
larity is essential for learning the optimal mixture w* as well.
Besides, in case that £ = oo, one can divide {&,(z )}\ , into
multiple sub-groups such that each sub-group has a finite .

Concentration Property of g'*. The preciseness and efficiency
of the gradient estimator g*) directly affect Algorithm 1’s per-
formance in minimizing the objective. We aim to characterize
how well g ) concentrates around VLguyu (w! )’ Such con-
centration is characterized by a balance between the confi-
dence probability denoted by ¢Y'€[0,1] and the deviation
denoted by €. One challenge is that in the estimator g*) in
Eq. (16), the historical data samples {z*)}'_] are not IID. The
following theorem resolves this challenge by quantifying the
tradeoff between ¢(*) and €").

2.In Algorithm 1, the derivation of ¢, relies on Z, and its
moments, which are costly to compute exactly. In the implementation,
we take the empirical estimation of Z,, and its moments. This will not
affect our regret upper bound conclusion as the derivation utilizes the
upper bounds of Z, and its moments.
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Theorem 3 Assume z~Q (z; w*Y) for both E and V. Suppose
¢ and €Y satisfy

E(l‘) — Zm(u + \/912 hl— Zm(u IH{(%)

n

VZ,(z),

where Z7"" 2max,cq|Z,(x) — E[Z,(y)]|. Then, it holds that

[gn VLSu,mVaI'( (t))| Zen] { (20)

Flgl! = VEsumar ()], < — )] <. 1)

Theorem 3 serves as a building block for one to vary ¢
and €, to attain different confidence and variation trade-
offs. Thls confidence and variation tradeoff is essential to
select the parameter c{ of Algorithm 1 and analyze its
regret later. We need to point out that, Z™ = O(£*) and
VZ,(x) = O(€), i.e, the CI width of ¢g*) is proportional to .
This reveals the impact of &-similarity on the concentration
of gradient estimation.

Regret Upper Bound With the above two building blocks,
we now select the parameter ¢! for Algorithm 1 and
show the regret upper bound. We defer the detailed proof
to Section 5.

Theorem 4 (Regret upper bound of SumVar algorithm).
Suppose {£,}_, has a “¢-similarity”. For MIS-Learning with

cost measure Lgynyar(w) in Eq. (12), after T steps of the
SumVar algorithm with the choice of ¢!V =¢*) and

T2,
= {t,%

Zf tSTOa
if t>1T,

(/) 9D ieit

the following holds: when ™ > —=Ine

E,q[Rr]<Ci 3+ Cy 1L (22)

otherwise

er n n 2
E,q[Rr]<Cyt+ Cy TV | oyt | ¢ WD) (23)

N2(In T )2 o NN g i
where, C; = O X lh)¢ ; Sl
an 0

N32EZNT
Oy = O( Die N(in Tp) g2 ) Cy = C5 = O(B).

4+ Nn TppEs
an? 4

To an?

Remark. Theorem 4 shows that the regret upper bound
is proportional to the &-similarity. It also reveals that a
small £ implies a fast convergence to the optimal mixture.

4 LEARNING TO MINIMIZE SIMULATION COST

We first present our SimCos algorithm design for learning
the optimal mixture w* that minimizes the simulation cost
in an online manner. Then we prove a regret upper bound
for the SimCos algorithm and reveal the impact of {-similar-

ity on the convergence speed to learn w*
C from IEEE Xplore Restrictions apply.
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4.1 The Design of SimCos Algorithm

The SimCos algorithm’s main idea is that at each round of
learning: (1) First develop a linear approximation framework to
locate the search direction; (2) Then design an estimator to esti-
mate the search direction from simulation samples; (3) Finally,
use the estimated search direction to select the arm.

Search Direction. Different from the SumVar MIS-Learn-
ing, where the object is smooth and the gradient implies the
search direction of the mixture. In this case, locating the
search direction faces the challenge of non-smooth objective
Lgimcos(w), which takes the pointwise maximum of func-
tions £, (w). Another constraint is that Problem 2 implies a
step size of 1/t in updating w'¥, i.e.,

tw® 42

(t+1) —
w =T o

(24)
where z€A. Namely, to determine the search direction, we
first need to determine z. Note that Lg;ncos(w) is a pointwise
maximum function and the linearization of a pointwise
maximum function behaves similarly to the linearization of a
smooth function [16]. Thus, to measure the potential of z in
decreasing Lsmc%(w(t)), we take a linearization of Lsincos
(w) atw = w")

Laimcos(w; 2) = max,c v £ (W) + V£, (w®) (0D — w®)
2—w(®
= maxne[x\“']en(w(t)) + vgn(w(t))T t,+1t )
(25)

and bound its approximation error in the following lemma:
3
Lemma 1. |LSimCOs(w(t)§ Z) - LSimCos (w(t+1))| = O< (til)Q ) .
Lemma 1 states that the approximation error of linear
approximation decreases at a rate of 1/t?. This implies that
the linear approximation is asymptotically accurate in
approximating the Lg;,,cos(w™")). Hence, given w®, we
consider the minimizer of Lsmc{m(wm; z) as the search direc-
tion. Furthermore, the minimum of Lg;,,cos(w"); 2) can be
attained by the standard direction with steepest decrease, i.e.,

min;ea Lsimcos (w(t)i Z) = miney Lsimcos (w(t); Z)a (26)

where U £{e,...,en} represents the standard basis. This
implies that we can reduce the search space from A to U,
and simplify estimations of the search direction as we pro-
ceed to show. We take such steepest decrease direction as
the search direction, and denote it by

€, = arg minzeuLSmC{,S(wm;z). 27

Search Direction Estimation. We consider the following
equivalent form of the search direction

(t); Z) - LS’imCos(wa))-

Such form of search direction is useful to estimate the search
direction, for the value of Lgincolw":z) — Lsimcodw™®)
shrinks in ¢. As we will show later, this property enables us
to derive better concentration results for the search direction
estimation. As the search direction is in the set ¢/, we only
need to estimate { Ls;ncos(w®; e,)}Y, and Lsincos(w®) so to

locate e, . Essentiall?r, we need to estimate £,(w®) and
Authorized licensed use limi

€y, = aIg IninzeMLSimCos (w (28)

V4, (w") from the data samples {z(*) }Z;ll We have similar
challenges as in Section 3.1, i.e., data samples are not IID.
We then address these challenges with a similar method:
We estimate Lg;cos (W €,) — Lsimcos(w®) as ggf) where gEf)

is derived as g 2 ) — §® and
- (t) L A (0y(t=1) LB (=1 (/I;Et—l))Z
In :maXiE[N]TAi(w )7;31-(’(1} ;n)*m,
A(t=1)32

t) — A (any(t—1 (1, )
g = max;e [y Ay (V) — Gk
Bola®ep) — L 1 P%M)lg @) Q)
B; (w ,n) D g2 ¢ €l TP w®) | Qe z®) ?
N P2( L() ( (5))
Ai (w(t)) - (Lt_l Z ?‘256 T] Q2 .

(29)

In the following theorem, we prove that the search direc-
tion can be estimated asymptotically accurate.

Theorem 5. Consider the MIS-Learning framework, where at

round t, t€[T) take distribution Qy,(x) to generate 2. Then
Ty oo ||~ Lsimeos(w; )| = 0, (30)
limtaoc ||g(t)_LS'imCOS(w(t))” =0. (31)

Remark. Similar as Theorem 1, such asymptotic property
owns much to the mixture parameter w'*.
Arm Selection.Now we outline how the SumVar algorithm
in Algorithm 2 selects arm at each learning round. Based on
g"), ne[N], we estimate the steepest search direction using the
LCB framework and we outline the arm selection in Algo-
rithm 2. Selecting the parameter c¥) is closely related to the
regret of Algorithm 2.*We thus delay the selection in the next

section, where we provide the detailed proofs of the regret.

Algorithm 2. SimCos MIS-Learning

Input: N, w = (

for all t<N do
Draw z(*) according to the Q:(z) and record history I,
Qn () and 1¢,(z"),n€[N] for updating w® and gradient
estimation.

forallt> N do
Estimate ("

n

1\3“'7%)

(e P(a())1g, (2(9))

Y, ne[N]by il = 273 iy W
For all arms né€[N], compute ¢\, ie., the estimated
linear approximation of decreasing progress achieved by
taking different arms at round ¢ according to Eq. (29).
Compute the LCB ¢'"), where g£ ) = gl—c),

Select arm [;€ argmin, ¢ |y g_]ﬁl‘)‘

Record history I, Qu(z®) and 1¢,(2®), ne[N].

Update w®—w®) +1 (ef, —w=D).

3. The derivation of ¢, in Algorithm 2 relies on A;, B;, and their
moments, which is discussed in the next subsection. In the implementa-
tion, we take empirical estimations of these values. This will not affect
our regret conclusion as its derivation utilizes the upper bounds of 4;,
B;, and their moments.
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4.2 Main Result on the Regret of SimCos Algorithm
To first decompose the regret, denote the optimal mixture as
w’, the optimal search direction as e,,, and the estimated
search direction (i.e., the action direction) as e;,. Then we
decompose the regret as follows:

LSimCos(w (t+1) ) - LSirrLCas(W*)

+€1, t'll7(1'>+€>,»,/ (Rl)
< LSimCm t+1 - LSimCos 1

tw®) e, tw®) f*
+ LSimCos ( 141 L > _LSimCOS < upr-%l—u

(t)
+ Lsimcos ( tw# ) Lsimcos (w* ) .

(R2)

(R3)

This decomposition has three parts. Part R1 is the estimation
error, and is essentially governed by the concentration of g
in estimating Lgncodw"; €,) — Lsimcodw®). Part R2 4+ R3 is
the approximation error, and is essentially governed by the
convexity and smoothness of the objective Lg;;,cos(w). Next,
similar as the SumVar case, we first establish two building
blocks: (1) The strong convexity and smoothness properties of
Lgimcos(w) and its components; (2) The concentration property of
g® in estimating Lsincos(w; 2) — Lsimcos(w®). Then we
apply these two blocks to bound the regret of Algorithm 2.

Conwexity and Smoothness of Lgimcos(w) and its Components.
As an immediate consequence of Theorem 2, we can derive
the strong convexity and smoothness of ¢,(w),n€[N], i.e.,
the components of Lg;pcos(w):

Corollary 1. If {£,}Y, has a &-similarity, then £, (w), ne[N] in
Eq. (10) is a,-strongly convex and B,,-smooth, where

2;&% &3
fz(llw,*on)g /3 l“n*(’n)2

(32)

oy =

Such convexity and smoothness of ¢,(w), n€[N| guaran-
tee the convexity of Lqimcos(w):

Corollary 2. If (&N, has a &-similarity, then Lsipcos(w) in
Eq. (14) is o strongly convex, where

2u
s?(zl,ft—on)? ’ (33)

o & minnE[N] Oy = nlinne[N]
Remark. Corollary 1 and 2 quantify the impact of ¢-simi-
larity on the strong convexity and smoothness of Lg;,cos(w)
and its components. Also note that the tight approximation
mentioned in Lemma 1 is guaranteed by the strong convex-
ity and smoothness of ¢, (w), n€[N].
Concentration Property of g\*). The preciseness and efficiency
of the linear approximation decreasing progress estimator g\
directly affect Algorithm 2’s performance in minimizing the
objective. In the following theorem, we characterize how well
g' concentrates around the Ls;ncos (W €5) — Lsimcos(w™®).

Theorem 6. Assume x~Q(z;w!""Y) for both E and V. For any
random variable X (z) deﬁne X(z) 2 X(z)-EX(z) and ¢X(x))2

2n( 8/‘ 2 1 axX(x) + /228D yR(w). Suppose ¢®) and e satisfy:

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 22, NO. 1, JANUARY 2023

(0 = T2, t) = ﬁ—lp if t<Tp;
. t t .

g(t) =12 65? = MaXe[y] t%l (agc) + bé,_:lr), if t>Ty;
where A;(x;w®) = . jo) 712;()15 (?, Bi(z;w";n) = " 10,>2
PXa)1g (2)Qn(2) ’ o o
— gy a4 = e(Aiaw), b =p(Bi(z;w;in),

2 3
Cl = manE[N] (ljf_l::)z + HI&XkE[N] (ll-kaOk)Q .
Then, it holds that
]P[g»g) - (Lgim(vos( (f)7 en) - LSimCos( ) ( ® ]<§

I[Dligglj (LSUILCUé( @ en) - LSi’mCUS( ()))> 6 ]<§(t '

Remark. We need to point out that q; ® 4 b() =0

( /531118/4’ >andC’1

the impact of ¢{-similarity on the concentration of estimation.

Regret Upper Bound. With the regret decomposition and
above two building blocks, we now select the parameter of
Algorithm 2 and prove its regret upper bound. We leave the
detailed proof in the later discussion.

O(&3). Therefore, Theorem 6 reveals

Theorem 7 (Regret upper bound of SimCos algorithm).

Suppose {€,}~, has a “¢-similarity”. For MIS-Learning prob-
lem with cost measure Lg;mcos in Eq. (14), after T' steps of

the SimCos algorithm, with the choice of ) = € and
é.(f) — T(;Za Zf tST())
2, ift>Ty,
the following holds:

E[Rr]<O(E) L+ O(p + &)1l

+0(8%) (111;)2 n 0(55/2)@. (34)

Remark. Theorem 7 shows that the regret upper bound is
proportional to the ¢{-similarity. It also reveals that a small £
implies a fast convergence to the optimal mixture.

5 REGRET ANALYSIS OF MIS-LEARNING
ALGORITHMS

In this section, we present a detailed analysis and proof
for regret upper bounds of the SumVar and SimCos algo-
rithms. Due to the page limit, we leave proofs of all claims
in the appendix, which can be found on the Computer Soci-
ety Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TMC.2021.3074920.

5.1 Convexity and Smoothness Analysis

We start with proving Theorem 2, which states the convex-
ity and smoothness of Lsymar- Then, we apply a similar
method to analyze the convexity and smoothness of Lg;,cos-
Proof of Theorem 2. For simplicity, we let x ~ () represent « ~
Q(z;w) and x ~ P represent & ~ P(x) in the proof. Then
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op(w) = Vg {1&1( )Q(i 3))} =E;wq {15,, () Q];(ix;)} —ul
= Zarelllfn( )Q(a:(u3) 'u;zr
(35)
Denote Q(z) = (Q1(x),...,Qn(z)), the gradient of o?
becomes
2 PQ(x)
Vo, = — ZLEQ 1, () mQ(ﬂv)
== 1) ))Q(x). (36)
ze)

The gradient of V(3 (07), which is also the Hessian
matrix of Lgymyar (w) in Eq. (12), can be derived as

P2(@) 3 e Le(®)

_ T
(1) For the convexity, we have the following:
Q) Q(x) =0 = H(w)x0. (38)
(2) For the a-strongly convexity, we can derive
H(w)=al
e Ved, ZTH(w)z>az'z=a; (39)
P2 (.Z') Z’VLE[N] 1571(:[) 9 o
& Vzed, Yo P (@) Q*(z;2)> 3 (40)
P(.’,E) ZHE[ N] lgn( ) Q(m,z) 2 o
>—.
& VzEd, Eep Q(z;w) {Q(x,w } -2
(41)
By the definition of ¢-similarity, we have %
Then
2
P(x) 3 v Lea () | Q(x;2) > 1. P() 3 e le, ()
o~P Q(z; w) Q(z;w) [ ~&a~p Q(z;w) .
Using the Cauchy-Schwarz inequality, we have
PQ('Z) Zn N 1&1(1;)
Coar i) Lrea[Q@) e Le ()] "

> [V P@) Y e Les(@) | = (BoepXeplen@))
:(Zne[ ]/’Ln) .

Note that 35,y [Q(z5w) 3 v e, (2) | SN Y, 4Q(w;w)=N.
Combining with Eq. (42), we have the following:

E P(x)) heinLe,(T)

P? (x)Zne[N]lfn(x) > (Zne[N] “71,)2
a~P Q(z;w) '

= E:r,eA Q(Tﬂﬂ) = N
(43)

Hence, we can take « as

2

N€2 (Ene '\]/’LN)Z' (44)
(3) About the B-smoothness, it suffice to show
H (w) =< BI
S VzeA, 2 H(w)z<pz'z=g; (45)
P2($)2n [N] 1571(1.) ﬂ
e Vzed, .o Q3(;;w) Q*(z:2)< 5 (46)
©V2Ed, Epp——G ] {Q = )} <5. A7)
By the definition of {-similarity, we have
P@)E e le®) [ Qi) |
P Q(z;w) Q(z;w)
P(2)3,en e (@) P(z)1g,(7)
2 2 n
BT Qw1 2w BT Q)
(48)

As Q,(x) is &,/s “customized” IS distribution, it simulates
&,/s occurrences more often than the natural distribution
P(z) does, ie, Q,(z)lg(x)>P(z)1g(x).*Hence, if 1,
(z) =1, wehave

Qi) 2w,Qu(a) + (1-0,) £Qu ()¢ Ple). (19)
Therefore, Q<( )) 1¢ (2)<&1¢ (), and we have
P(z)1e,(x)
Ezw ————< Er~ 1 n n’ 50
PO <EEqple(@) =En (50)
P(I)ZHE[N]]'gn(x) Q($72) ’ 3 :3
By \gtan]) € T
(51)
We can take B as
.B = 253 Zne[N] Mg (52)
This completes the proof of Theorem 2. O

Corollary 1 states the convexity and smoothness of ¢, (w),
ne [N], i.e.,, components of Lgycos(w). It can be considered
as a special case of Theorem 2 with N =1, ie., {£,}),

4. &,’s optimal IS distribution is Q} (z)=P(z)1¢, (x)/1,, where p,, is
very small. Compare to P(z), Q) (x) shifts probabilities from
unimportant profiles = (i.e., 1¢/(x)=0) to important ones (.e.,
1¢, (z)=1). Thus, Q.(x) > P(z) if 1¢,(2)=1. This can be easily satisfied if
Qn(z) is customized for &, and so well approximates @’ (x). For the
design of @, (z), please refer to [9].
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contains a single event. The proof follows the same way as
Theorem 2.

Corollary 2 reveals the convexity and smoothness of
Lgimcos- It can be proved using the strong convexity of ¢, (w)
in Corollary 1 and the pointwise maximum property of
LSirrLCos(w)-

5.2 Regret Analysis for SumVar Algorithm

We provide the complete analysis for the regret upper
bound of SumVar algorithm and state the derivation of
Theorem 4.

Let I; denote the index of arm selected by A at
round ¢. Recall that e;, represents the estimated search
direction (i.e., the action direction) at round s, and w®¥ =
T2 seiner, denotes the empirical distribution of arm selec-
tions. We can derive the following recurrence:

Wt — t“’(itt) i 1%1 —u® & Ltl +_1w ! (53)
Let w* be the optimal mixture
w" = argmingea Lsumyar (W), (54)
and define e, , as the following minimizer:
€y, = arg minZeAzTVLsu,,Ml,.(wm), (55)

which is also the steepest descent direction of stv(zr(w(t))
with respect to the standard basis. Note that ., is our desired
search direction, and we estimate it with ey, ., based on his-
torical observations. For convenience, denote

5 (t+1) vLSumVal( ® (56)

T
) (efz+1 - e*Hl)'

The regret analysis of the SumVar algorithm in Theorem 4
can be divided into the following five steps.

Step 1: By the convexity and smoothness of Lg,nyur(w),
we first partition the regret Ry and show that

1 B lnT 1
Rr = Zse[T]g+Zse[T]5(s <B—+= Zse[T

(67)

We first claim the following recurrence:
Claim 1. (¢ + 1) Ry 41 <tR, + gl 4 e+,

Claim 1 implies the following:

B

(58)

(t+ 1)Rt+1<zse[z+1 + 2 seit€ e

Then step 1 is finished by setting t +1 = T..

Step 2: To bound Ry, we consider utilizing the concentra-
tion property of g*) to bound Zsems@.

() i.e., the confidence bound of

n’
with ¢, which affects the

We start by looking at c
estimating v Lgypar (w0 >)}
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accuracy of estimating e,, with e;, when n = I;. The next
claim reveals the relationship between C(I) and e+

Claim 2. Assume c\!) satisfies

P[gn VLbumVa'r( (t>)‘ ZC” ]<; (59)
]Pl:gg) - VLSumVar('w(t)) |n§ - CS)] SQ‘(T) (60)
Then with a probability at least 1 — 2¢1"), ¢ t“)<20(1?+1

Next, we derive the expression of c!). Theorem 3 implies
that Eqgs. (59) and (60) are satisfied if c(!) = ¢l), where €") is
defined in Theorem 3.

Proof of Theorem 3. This can be proved using the Bernstein
Inequality [17].
Recall that 957?)=;—1125€[;,71]sz($<5)) and V Lgumyar(w®)] =

—EZ,(x). Then by P(z)1¢,(z)<Qn(z)1¢,(x) and the defini-

tion of ¢-similarity, we have:

P(z)1g,(x) < Qn(z)le,(7)
Q™) “ Q@) + Ly w0 Qi)
Q.1sls 3
< - <&lg,(z).
wi” Qn( )+ (1—wy ))%Qn(x) o)

(61)

Therefore, we obtain an upper bound of Z,,(z) as follows:

P2((L')1 ; (2)Qn(x)
2 ie[N] W

2 1 ()@ : :
Qngif)(ajzgjt)—%)(x) §§szie[1v] Lg, (2)<NE.

Similarly, we can also bound EZ,(z) and EZ?(z)

P(2)1g, (2)Qu(2)
Eie[N]ZzeQ Qz(;w(t—l))
Pz QZ x)1l T Qn X 2
( )QQ((x)yuf(t(,lz) ( )§§ Zie[f\’]“l"

Zn(x) =
(62)
<D ielN]

EZ,(z) =

Sz:z'e[N] Za-eﬂ

(63)

P () (Cieiy 16, (2)) @ ()

)
Zzeﬂ QS(CU w(t*U)

P(2)Q?*(x Jx71 2)1e (2 ?Lx
<D ijelN) et (z)Q: )25((;;1;(53)%( )Qx ()
()

<EY e reale () 1e (@) P(2) SNE Yoy i

By centering Z,(z), we have

EZ(x) =

(64)

V[Z(x) —EZu(y )]<N§52 N M (65)

Hence, ij“””SNgi‘. For presentation convenience, denote

t(ew)?

n

27marel) 1349V 7,

b=—
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Then by the Bernstein inequality, we

1 o
. LZSEM Z (")) — EZn(y)zeEf)} <e?

t
1 ,
]P)|:; Zse[t]Zn(x@)) -EZ,(y)< — 553):| §€¢~
We derive ¢, and complete the proof by solving
¢=1Inc®, a
Finally, we bound ¢! by the following claim:
Claim 3. With the choice of ¢! = €\!), we have
3 In(1 {(t)) . ln(l/{<f’)) QZm NPm
o fiE R TEULUBR
2 N§5Zmem Mo M, otherwise
where ¢!) is defined in Theorem 3.

Remark. Combme Clalm 2, 3 and Theorem 3, we see that
with the choice of ¢!/ 1n Theorem 3, the regret Ry converges
at a rate of O(% Ztc] ) and the bound of c(l? is given by
Claim 3.

Step 3: Next, we show that Ry can Converge at a faster
rateof O(4Y", (Cr ') instead of O (% Zt% )-

Denote n as the distance from w* to 9A, i.e. the
boundary of A. We change the recurrence in Claim 1 as
follows:

Claim 4. Denote (z) = x2—+/2an2x. Then

(€(f+1))2 /3 5(t+1>
(tH+ )R <R+ +t+—1+[¢(\/ﬁ;>_¢<\/§a—ni>}

Let ¢ 2 max,, V]c Clalm 3 can be apphed to derive an
upper bound for ¢/ and ¢(*). We next utilize ¢¥) and Claim 4
to bound Ry.

Claim 5. Assume we select ¢ properly such that

1 . .
7 D sely () (V)2

Then with a probability at least 1—-N 3", ¢¥) it holds that:

2[3 t)

TRr< 2 ZfE[T

8 £)\2
2 3an O[T?ng,e[T](C(f)) .

Step 4: Now we discuss how to select ¢*) to guarantee
that 137, .(c)*>(c*V)?, and bound 3, (c* ))? and Zt — .

From the previous discussion, Clalm 3 glves the upper
bound of c). Observe that 1 7 2sep (€ (2> (D)? is achieved

if ¢® decreases in t. And we need the lower bound probabil-
ity 1 — N>, ¢ to be large enough. We select ¢(*) and bound
>, (c®)? and Zt b the following:

365
—9 . .
Claim 6. With the choice of {*) = sz 7 Z; 11;‘§>7;(l7
. 266 72(1nTp)2
Ztem(ca))zgmz\g 3 [ (16Tu) +2],
C(z) 72 1n
Ete[T] T = < % [ g + 1]
Ifc NES \/_UT we have
ier (@) SANE Y, (0 Ty)* + (I T)°),
Srem T <VINE L 1 { (24 V2)VI Ty

+V2mer f(\/InT/2)}.

Step 5: Now we show the formal regret upper bound of
the SumVar algorithm proposed in Theorem 4.

Proof of Theorem 4. Note that

IV Lsumvar [w]l| o = maxeng e BZa ()| SE Y et
67)
With a probability at most Ny_ ;) < ¥, we have
RT - LSumVar(w) - LSumVa'r (w*)
SVLSumVar(w)T(w - w*)f HVLSume(w)HQHU] —w" ”2 (68)

SWHVLSWLVW(U)) H/)c S\/Nfzzie[N]Mr

Also, with a probability at least 1 — N_,¢®, we have the
bound of Ry in Claim 5. By plugging bounds of 37, (c())?
and ), G <% into Claim 5, we complete the proof. O

5.3 Regret Analysis for SimCos Algorithm

We provide the complete analysis for the regret upper
bound of the SimCos algorithm, which learns the optimal
mixture w*

(69)

w" = argmin Lg;mcos(w) = arg min arg max ¢; (w).
weA weA i€[N]

When updating w**!) by w(t!) = t“ﬁ#, the SimCos algo-

rithm first locates the search direction as z = e,,, then esti-
mates e,, by e;,. Next, we will show the reasonability in locating
the search direction e, and the regret bound of e;, in learning w*.

(1) Reasonability in Locating the Search Direction.

To locate the search direction 2 to update w**, we con-
sider e.,= argmin, ¢ Lsimcos (w";2). The reason is that Lemma 1
implies that 2’s potential in minimizing Lgincos(w";2)
approximately measures z’s potential in decreasing Lgin,
Cos(w™®), and the approximation error decrease at a rate oft%,

We first give the proof of Lemma 1:

Proof of Lemma 1. Specifically, we can show that

/
t). t+1 B z—w!
LSians(w( )73) - LSz’,ans(w( * ))E |: - 5 :| || I+ 1 HQ’
where o = Hlinne[N]O[n/ ,8 maXpe|N :Bn As LSlmCoa( ) is

the pointwise maxima of an-strong convex and g,
smooth components ¢,(w), n€[N], its linearization Lg;ncos
(w2
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has the above properties. More details can be found
in [16]. 0

Let U £{e1,...,en} represent the standard basis. We
claim that the search space of e,, can be reduced from A to
U, ie.,

Claim 7. minzeALSimCos (w(t),z) = InianULSimCos(w(t);Z)-

We reorganize e,, and thus get the desired search direc-
tion in Eq. (28), i.e., e, = argmin,cy Lsimcos(W";2) — Lsimcos
(w).

(2) Regret Bound in Learning the Optimal Mixture.

To estimate the desired search direction e.,, the SimCos
algorithm estimates Lsg;,cos(w'’; e,,) Lsmcoé( D) by ¢¥
and so estimates e,, by ey, I; = arg mmnE[N ). The regret
analysis of the SimCos algorithm can be d1v1ded into six
steps.

Step 1: We first decompose the regret as

( (t+1))

LSimCos w *)SRl + R2 + 1'237 (70)

- LSimCos (w

where part R1, R2 and R3 are given in Section 4.2.

R1 is the estimation error and R2 + R3 is the approximation
error. We will bound each part of the regret in later
discussion.

Step 2:Derive an upper bound for R1

€ —’U}
H : ||2

—He*t_
t+1

Rl<20[t t<i>71||2

(71)

By the definition of Lsmc(,s(w(‘) ;z) and Lemmal, we have

RlSLSimCOS( (t).elf) -
P ” e, — w
t+1

(t>.e*f)
€y —
-y

LSimCos (
(72)

Hence, to bound R1, we focus on bounding Ls,;mc%(w("’);
er,) — Lsimcos(w . ;es,). We first look at cn , i.e., the confi-
dence bound for estimating Ls;ncos(w"); €,) — Lsimcos(w®)
by ¢, which affects the accuracy of estimating e., by e;,
when n = I;. The relatlonshlp between Lg;mcos(w . e, )—
Lgimcos(w OB sex,) and ¢ [) can be revealed by the next claim:

Claim 8. Assume c!) satisfies

P[g%") — (Lsimcos(w"ser,) — Lsimcos(wse,)) > <),
]P)[ggf) - (LS’imCos (w(t)§€IL) - LSimCos(w(t);e*l))S - Cgf)} Sg(t)

Then with a probability at least 1—2¢)

®se,,)<2c))

t).
LSimCos(w( >’elt) - LSzﬁmCos(w AN

Combining Eq.(72) and Claim 8, we finish bounding R1.

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 22, NO. 1, JANUARY 2023

Step 3: Derive an upper bound for R2

B e, —wh
R2 < **Hf *|}TH§

. I3+ 5 (73)

By the optimality of e,, we derive that Lg;ncos(w®;
e*t)gLSZmCOS (w() ) Combining with Lemma 1, we have

tw® +e B e
L imCos —_— <L'im '0s ®. * - o
s ) <) + 5| = o)
<L imCos () E S .
_SLrC,( )"1‘2‘ t+1 H2
tw® + w o wt — w
L imCos )" <L imCos \ — , | 1 - 5
simCos (W 5w") < Lsimc P} Sl =T P ||2
Hence, we finish bounding R2
Step 4: Derive an upper bound for R3
t B —ad w — w
R3<—— L'im Jos ) — L imCos! * - —
<77 Esimcos (") = Lsimcolw)] + === Hz
(74)

Let i = argmax, ¢y fn (f“t%) By the ;-strongly con-
vexity and B;-smoothness of ¢;(w)

g&(wu)Hwi(w@)f% b || t+1 ||2
<(w®) + &(w*ze)ﬁ( 2 ﬂbzm I t+ 1 ”2
< 1Lg,mm}s( wy + %LSHILC(IS(U}*) + re 5 i H%Hz

Hence, we finish bounding R3.

Step 5: Combining the upper bound of each part, we have

In(T/2
Rr<= Zte[T 1]51,) +3(8 — o) (T/ ) (75)
Now, combining Egs. (71), (73) and (74), we have
R <LR+20“)+E,H€“7 || 13/70(/“8*{7 ”
=y T t+1 2 2 t+1 2
28 —« L 38 —a)
P e AT
(76)
3(B —d
TRr<2} cir {C%) + %
77)

T
§QZtE[T71]c(ft’) +3(8 - o) lng.

Hence, we complete ste
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= (®)
Step 6: We consider bounding c), which measures Claim 10. With the choice of bz o = ¢(Bilzwin)), then
the accuracy in estimating Lgmcos(w®;e,) — Lsimcos(w) )
by g). ]P’[Bz-(w(t);n) — Ei(w(t);n)ZbEmg%,
5 7 ¢
IP’[BZ(U)(t),n) — Bi(w(f),n)g — b, ,L]g?,

In this step, assume z ~ Q(z;w®) for all E and V if
unspecified. To finish this step, we introduce the following 0 < 263 In(8/¢) L 261 fasic)
components: hn= 3(w; — 0:)? t (11; — 0:)? t

1 P(x)lg
Ai(zw?) 2 . gw)_ iff), A (w) 2EA,; (2w
(ni—0i)” Q*(zswl) Let the active sets of Linucos(w";e,) and Lgjycos(w") be
B,;(ac;w(t>;n)éAj(x;w(t))Q?"( <))) Bi(w';n) 2EB;(z;w";n).
5w
’ I(w(‘)n = {k|€;, w) 4+ Ve (w® )T ot

(t)

LSim(,'ns (U)(t);en)ﬂke[N] } )

t+1
I( = {k|zk = LSszos( )7 kE[N]}
By definitions of ¢;(w®) and V¢;(w®)( e”%lm ), we have
2 Also, define the complement set by
7%
Gi(w) = Aj(w) - ———;, (78)
(i = 01) F(wn) = NN (w;n) and I(w®) = [N\ (w?).
To complete analyzing concentration properties of c!!
V()T <en w) > Aij(w®) — B;(w;n) (79) in Theorem 6, we first propose the following statement:
t+1 t+1 Claim 11. Let i = arg max B (w®) + Vep(w®) T (2= and

= / When t is | h such that:
Meanwhile, we have the following unbiased estimators: J = argmaxy k( ) en t is large enough such tha

~ 1 1 5[ 4w a< -1 __L}
A (w?) = ﬁ ;Zse[t]A,;(x(S);w@))’ (30) — Eb[4)+a"] +a ){ PR
Mi—0; - 7 2
’ Aj(w®) — g,l(l') — (,Ly}i’t{“)z — biggHj(u'(f)) + a,J(.”) - tf’!‘(l(i}l?(/!,j — 01)2}
Y
B (w?) 1 1 (5). 0 ‘
Bi(win) = 5 2 > lsey Bi(2V 5w m), (81) (84)
(1i—o;)
we have i = j with a probability at least 1 — -
Next, we give the proof of Theorem 6:
2 P Th 6. Let /'eI(w®;n), jeI(w®). Also denot
Ty = Ay — —H gy 1 of Theorem 6. Let #€l(w Pim), JEl(w™). Also denote
L i (ti—0:)® i = argmax,lp(w®) + Vi, (w®) (M) j=arg maxkﬁk(w< ).
Case 1: ¢/) = ﬁ—ll By the optimality of ¢’ and ', we
have:
~ ) (t). ) (t)
R _ap(t) A (t) (t). LSmLCus(w 7en) - LSszas(U) )
Vi <t>>T<e" . ) - AR ) n — !
t+1 t+1 = maxyly (w?) + Ve (w! ))T<IIL‘T) — maxyly (w)
We first look at concentrations of A\i(w(t)) and Bi(w“);n), ie., c Ay () =By (w";n) Ay(w®) = By(w®;n) } )
the key components of ¢ in Eq. (29), in the next claims: t+1 ' t+1 '
Claim 9. With the choice of a"’ = o(A; (zw™)), it holds that (85)
n (. ¢ ? 0.0 ) _ . 0
P[Al ('Ll}(t)) _ A7(w(t))2al }§?7 LSimCos(w 7671) - LSim(ns( )
—~ — ~
_ 0 — max,0, 50, (W) u) — max. 2 (w®
PA@") — Aw?)< -] <5, )+ 960 (27 ) = msil) g
A, (w<'>) B (w®;n) A (w?) — Bi(w®;n)
() 2¢* In(8/¢") V281 fnsc) E[ ’ f ) i1 }
a;'s 2 + 2 r
3(wi — 0i) ¢ (ni = 0i)
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For Vk, we have

’Ak(w(” - Bi(w";n)| = |V& D) (e, — w(t))|
1 2621 87
- e 2
(g, — ox) (g — or)
| A(w®) = By(w®;n)| = |Vl (w®) (e, — w?)]
3
ST o
(g — ox) (g, — o)
Combining Egs. (85), (86), (87) and (88), we have
‘{LSimCos(w(t>;e ) L%mCos U) } gn i
26 1 26
<—— |MmaXpe[N] ———5 + MaXpe[y .
t+1 Ei ](Mkf 2 Ei ] MkiOk)Q
(89)
Hencec,1 e;”gt% always holds. The ¢! = t% case is
prove
Case 2: V) = MAaXje(N] o5 (ak + bk n)

Next, we analyze the case that ¢! has a faster
convergence rate. Combining Claim 9, 10 and Egs. (78)
and(79), we show estimations of Ay(w®), By(w®;n),
£, (w®) and Ve, (w®) (%) are accurate enough for us
to distinguish I(w":n) from I¢(w®;n), and I(w®) from
I¢(w!")) with a high probabihty, given a large enough t.
Hence, i€l (w OB ;n) with a probability at least 1— -, if tis
large enough to satisfy

2t +2)a? 200

Lbsz’os( ®); en)

t+1 tt +21 - )
+ .
= WA e (0)) [mAk(w(” ) = Bi(w®;n) — ﬁ :
! 90)
And, jeI(w") with a probability at least 1 — <, if ¢
satisfies
2@5‘0 SLSimCos (w(t) )
2
manGF (wl Al‘( ) Al 2 |- (91)
(g — or)

To summarize, if ¢ satisfies Claim 11, Egs.(90) and (91),
then with a probability at least 1 — ¢*) that
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{LSim(fos (w<1)7€n) - LSim(fos(w(t))}
- {ESim(‘os(w(t)'e ) - i/\SimCos(’w(t))}
_ é vg T€n— U)
(o) + < oy Pt ")
T n — W - 7 t
= {l(w") + Vo) == = G}
{E +v£( )Ten w(t) g( (f))}
2 l(w
t+1 /
(t)
_ TEn w ()
{E ) 4+ Vei(w!") o} (™)}
— w®
Orp (w® (T
{6;(w") + Ve (w'") T J(w)}
(t)
_ NTE Z W p®
{l@") + Vo) = = L)}
(;)Ai(w(t)) — Bi(w;n) _z&-(w(t)) — Bi(w;n) a + bfi),
t+1 t+1 t+1 7
(92)
which is equivalent to
O 4 50
tLSimCas(w(t);en) - LSimCas(w<t)) - g&?ﬁ - . (93)

t+1
Assume t>Tj is large enough to satisfy the above condi-
tions. Then, (a) is achieved for i€l (w(t);n), jel(w®) with
probabilities at least 1 — ¢®/2 and 1 — ¢! /4 (b) is achieved
for i = j with a probability at least 1 — ¢(t)/4; and ( ) can
be shown by plugging A;(w"), B;(w®n), Ak( %), and
Bk( ) We analyze the selection of T() in the proof of
Theorem 7.

Similarly, with a probability at least 1 — ¢,
that

it holds

()

LSi1nCa(9(w(L)§e ) L‘ﬂm(‘os( ()) - gn

_Aw®) = Bi(wim)  Aw®) = Byw®in)  af” +00)
- t+1 B t+1 = i+l
(94)
Namely, € <max;c(y) 77 (a Et) + bﬁ",{) when t is large
enough to satisfy Claim 11, Egs. (90) and (91). 0O

Theorem 6 provides upper bounds of ¢ under
different conditions, depending on C}, a and b(f) And we

bound Cj in Theorem 6, and bound q, ) ,and b 1n Claim 9
and 10.

Step 7: Finally, we give formal regret bounds of the Sim-
Cos algorithm and prove Theorem 7.

For convenience, assume that:

p = minw(t).hLSimCos( @).eh) (t)
H\T €h — WY
— WAy re(y 1), fk( Dien) + Ve(uw) 11
(95)
y = min, ) Lgimcos(w") — MAX; poq,, (o)) w(w"). (96)
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Proof of Theorem 7. Specifically, we show that

ERTSQ ClTO - CQ(II] \/gT0)2 - 203@/T0 IHSTOQ:| %

+3(8 — o) BT 4 20, WTE 4 40y, /ST,
97)
3
where C1 = maxey] T + maxe|n) o
(98)
262(14¢)
Oy = maxye|n) == (99)
3
Cy = maxje|y] 7W (100)
B GrE@-Du; | (1-Ha+du?
Ca = maxjepy) y(nj—o0;)? y(u, 1)2 ’ (10D)
_ e e+
Cs = mln{ %ﬁ} (102)
~ 2120505 \
73> ,150}. (103)

Let T)—1 be the last time before T" such that Egs. (84),
(90) and (91) are not all satisfied. Then

(a) 2

EZtE[T]C%) =G (TO S ?) + Z?:IhIIlanE[N]ag) + bgcl‘)l't
(b) 8 NTYEO)
<CTy + ChYy Tuw + Gy /M,

T
+ 2C3Vt1n 82
Ty

= {ClTU — Cy(InvBTy)? — 2054 /T, ln8TO2]

+ Cy(In/BT)? 4 2C5v/TIn 812,

T

)

Ty

()
SClT() + CQ(III \/ét)Z

(104)
Notice that (a) is achieved by Theorem 6 and 3,¢! < T%] ;

() is achieved by plugging upper bounds of aff) and b,(i)lt
in Claim 9 and 10; and (c) is achieved for

2
- (8/§ ) <1n\/§t> ) (105)
50 T o g 4\/D+< W)'u (105)

tnse|,
a

where D (-) is the Dawson'’s integral. Combine Eqs. (77)
and (104), we have Eq (97) Next, we bound Tj. By the

Eper bounds of a!' k h given by Claim 9 and 10, and

Eqgs. (99) and (100), we have Yke[N] that

2(t + 2)a”
t+1

In(8/¢")

/In(8/¢1)
¢ + Cs 7 )

25 2(t+E42) <C
1o+ DE+ D\

Hence, Eq. (90) is satisfied if

/5, ¢, 1n<8/;<t>>> )
[0 ) <

2(t+£+2) (C2ln

(t+1)(E+1) t
107)
Similarly, Eq. (91) is satisfied if
In(8/¢"
2(02 n(sf )+C n(3/¢¢ >>§y. (108)

With Eq. (96), in the right hand side of Eq. (84), we
have

2
{Ai(w@)) - - } {Aj(w(t)) _ K . }
(M’i_OL) (;1,]- — 0])
= LSimC'os(u}(t)) - ZJ(’U)< ))2)/
(109)
Notice that A;(w")< ™ S 5. By relaxing Eq. (108) to
./“’7

In(8 n(8/¢®
AL I v

we have Vi, (2+§)a§:)§y. Then the right hand side
of Eq. (84) is upper bounded by

2+9( (110)

1 (E-Dp;— (1 —-pui  (1=Pui o
G + i
y—a a; (HJ—OJ) (M—Oz) 5
L _ G0@-iw; | (-bodue
2 S o T o
2 _1 2),2
cmax o & BOE-Uwy | 0-bosdi? 5

y(wj—o;) Ypi—0;)?

(111

Hence, it is sufficient to say Eq. (84) is achleveld if t>Cy.
As Vi>150, 8 < ;. By solving Cpt™ T4 Cyti=C

. (03 + ,/C§+40305> |

(112)

2C;

which guarantees that both Eqs. (107) and (108) can be
satisfied. Hence, Tj is upper bounded by Eq. (103). O

6 APPLICATIONS

In this section, we demonstrate the versatility of MIS-Learn-
ing framework by applying it to evaluate the risks for a set
of rare threats in two applications. In the first application,
we consider the Internet backbone networks. We evaluate
the impact of net- work link failures on the occurrences of
interested events &,, which are specified as the non-satisfac-
tion of bandwidth demands for traffic flows n. In the second
application, we consider smart grids. We study the impact
of network component failures on the cascading failures &, of
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(a) The Abilene network.

Fig. 2. The backbone network topology and ¢-similarity information.

transmission lines n and n€[N]. Numerical results show that
compared with the uniform mixture IS, our SumVar and Sim-
Cos algorithms reduce the associated cost measures by 37.8
and 61.6 percent in the backbone network application, and by
56.4 and 68.8 percent in the smart grid application.

6.1 Application to Backbone Network

Problem Description. We consider the Abilene backbone
network [18], [19]. As depicted in Fig. 2a, the network con-
tains 12 nodes and 30 links. Each link fails with a
probability of 0.01 and = denotes the failure occurrence pro-
file. The topology and traffic matrices are collected from
[20]. There are 132 competing flows, and their bandwidth
demands are extracted from [9]. The flow routing follows
the shortest path policy. The capacity allocation follows the
max-min fairness policy, which is also adopted by Google’s
B4 backbone network [21]. We want to evaluate the risks of
link failures (indicated by x) and study their impact on the
occurrence probabilities of flow demand unsatisfactions(indi-
cated by &,), utilizing our MIS-Learning framework.

For each interested event &£, with occurrence probability
Wy, we take the customized pure IS distribution in [9] as the
efficient IS distribution Q,(z) of &,. To accurately estimate
{u,} for a set of events {&,,}, authors in [9] consider the MIS
solution with a uniform mixture w = (%,...,+). In the fol-
lowing, we apply our MIS-Learning framework to learn a
more efficient mixture w* which minimizes the cost measure
L(o(w)).
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We first derive ¢-similarities between any two interested
events &, and &,,, ni,np€[N]. The cumulative probability
distribution (CDF) of the pairwise {-similarity is provided in
Fig. 2b. By setting upper thresholds of the pairwise
&-similarity, we can partition {gn}n:1 into different subsets,
on which we apply our MIS-Learning method to find an
efficient w to estimate occurrence probabilities of events
simultaneously. We set the upper bounds of the pairwise
&-similarity as £<100, £<200, £<300 and 56[1000 5000], and
obtain corresponding event subsets {£,}"\_, with set sizes of
N =16, N' =19, N' =30and N’ = 5.

Minimizing the Sum of Variances. We start with the SumVar
MIS- Learmng with L(o(w)) £ Lgymva (w). For each event sub-
set {£,}_, with the corresponding ¢-similarity threshold, we
run the SumVar MIS-learning for 80,000 rounds. Fig. 3 plots
the cost measure Lgnva (w) in each round. We then compare
the result with the uniform mixture proposed in [9]. Figs. 3a,
3b and 3c illustrate the reduction of Lgymyar(w) achieved by
the SumVar MIS-Learning with a small &-similarity. Fig. 3d
illustrates the performance of the SumVar MIS-Learning
with a large ¢-similarity. The SumVar MIS-Learning with
Algorithm 1 reduces the cost measure by 25.1, 23.6, 26.4 and
37.8 percent when £<100, £<200, £<300 and £€[1000, 5000].

Minimizing the Simulation Cost. We then consider the Sim-
Cos MIS- Learmng with I{o(w)) £ Lgimcos(w). For each event
subset {Sn}n , with the corresponding ¢-similarity threshold,
we run the SimCos MIS-Learning for 80,000 round. Fig. 3 plots
Lgimcos(w) in each round. Figs. 3e, 3f and 3g show the reduc-
tion of Lgimcos(w) achieved by the SimCos MIS-Learning
with a small ¢-similarity, while Fig. 3h show the reduction
with a large &-similarity. The SimCos MIS-Learning reduces
the cost measure by 35.7, 55.1, 39.9 and 61.6 percent when
£<100, £€<200, £<300 and £€[1000, 5000].

Impact of &-Similarity on the Convergence Rate. We study
the convergence rate of cost measures in Fig. 4, and compare
convergence rates under large ¢ (i.e., £€[1000, 5000) and
small ¢ (i.e, £<300). For the SumVar MIS-Learning with
Algorithm 1, Theorem 4 implies that the regret Lgymya{w)—
Lgynva{w?) first decreases at a fast rate in Eq. (22) and then
at a slow rate in Eq. (23). Theorem 4 also reveals that a

1 -3
{ - : Uniform Mixture | 14 10
oofk | gﬂf&; n‘;';z b (R SumVar Mixture 1.6 Uniform Mixture Uniform Mixture
s i 5 1 e 1 0 = SumVar Mixture WIEE 00 s SimCos Mixture
=08} = S14 S
ooz  @® & [ I
i 06 _f 1.2 _'w 8
06 o 1 | 6
......................................... 0.4 1 eeeesusrnaesenenstennennnssnnssansnsanananane ‘:',_,..~...J'”""'""'"'"""""""""'""'""
0.5 > . N . 4 . .
2 4 6 8 0 2 4 6 8 0 2 4 6 8 0 2 4 6 8
Simulation steps «10% Simulation steps x10* Simulation steps %10 Simulation steps x10%
(a) £€=100 (b) £€=200 (c) €=300 (d) £€[1000, 5000]
0.035 Orif T 0.05; 0.06 8 %1072
niform Mixture Uniform Mixture T P
§ N Uniform Mixture
003l | SimCos Mixture|, .. SimCos Mixture 0.05 ’ i i
» 20.04 - e » Uniform Mixture k= SimCos Mixture
S0.025 Q Soo0at e SimCos Mixture § & : -
E £
& @ 0.03 @ E
@ o 02‘ _f Bz 0403l ® 4
i
0.015; 0.02
i 0.02 3 2 | e
0.01 L 0.01 .
0 2 4 6 8 0 2 4 6 8 0 2 4 6 8 0 2 4 6 8
Simulation steps < 10* Simulation steps  «10* Simulation steps x10% Simulation steps «10%
(€) £=100 (f) £€=200 (g) €=300 (h) £€[1000, 5000]

Fig. 3. The reduction of cost measure Lg,,var () (OF Lsimcos(x)) achieved by MIS-learning, compared with the uniform mixture. (a)-(d) show the Sum-

Var case and (e)-(h) show the SimCos case; (a)-(c), (e)-(g) show the small £ case, and (d), (f) show the large ¢ case.
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Fig. 4. The impact of ¢-similarity on the convergence rate.

smaller ¢ implies a longer fast rate period. As shown in
Fig. 4, with a small &, Lg,nwu-(w) decreases first at a fast rate
and then at a slow rate; with a large & the fast rate
period vanishes. For SimCos MIS-Learning with Algo-
rithm 2, Theorem 7 states that the regret decreases first at a
fast rate of O(1/7") and then at a slow rate of Q(y/InT"/T) in
Eq. (97). As shown in Fig. 4, with a small & Lgimcos(w)
decreases first at a fast rate and then at a slow rate; with a
large &, the short fast rate period vanishes.

6.2 Application to Smart Grid

Problem Description. We consider a realistic smart grid, i.e.,
the IEEE 118-bus test system containing 118 buses, 177
transmission lines and 9 generators [22]. It can be simplified
as a network with 118 nodes and 186 links [23], as illustrated
in Fig. 5a. Each link fails with a probability uniformly
selected from 0.01-[95%, 105%], and the occurrences of initial
link failures are indicated by x.

Assume the power flows on each link follow the nonlin-
ear AC model [23]. When an initial set of links fail, the smart
grid can be divided into one or more connected compo-
nents, each of which can operate autonomously. Compo-
nents with no supply or no demand become dead, and the
supply and demand within alive components are reba-
lanced. This rebalance changes the power flows on each
link and result in the outages of more links, i.e., cascading
failures [23]. Assume the cascade process follows the shed-
ding and curtailing balancing rule [23], [24], and determin-
istic link outage rule [23]. We aim to evaluate the
risks of link initial failures (indicated by x), and study their
impact on the occurrence probabilities of link cascading
failures (indicated by &), utilizing our MIS-Learning
framework.

Similar with the backbone network scenario, for each &,
with occurrence probability u,, we take the customized pure
IS distribution in [9] as Q,(z) of &,. We derive &-similarities

10° 10? 10% 10°®
& similarity (log scale)

(b) CDF of ¢ similarity.

(a) IEEE 118-bus power system.

Fig. 5. The smart grid topology and ¢-similarity information.
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Fig. 6. The reduction of cost measure Lgunva(z) (OF Lsimcos())
achieved by MIS-Learning, in smart grid cascading failure simulation.

for any &, and &,,, ni,ne€[N], and plot the CDF of
such pairwise ¢-similarity in Fig. 5b. We set the upper
bound of ¢ as £<100 and obtain an event subset {&, }n 1
with N’ = 30. We apply our MIS-Learning framework to
learn an efficient mixture w* minimizing the cost measure
L( (w)) of {&, }n 1- The cost measure reduction achieved by
w* is compared with the reduction achieved by the uniform
mixture w = (37, ...,77) in [91.

Minimizing the Sum of Variances. We start with the SumVar
MIS-Learning with L(o(w)) £ Lsymvar(w). We run the SumVar
MIS-Learning for 80,000 rounds. Fig. 6a plots the cost
measure Lgy,va(w) in each round. One can observe that
the SumVar MIS-Learning with Algorithm 1 reduces the cost
measure by 56.4 percent compared with the uniform mixture.

Minimizing the Simulation Cost. We consider the SimCos
MIS-Learning with IL(o(w)) £ Lgimcos(w). We run the
SumVar MIS-Learning for 80,000 round. Fig. 6b plots the
cost measure Lgimcos(w) in each round. One can observe
that the SimCos MIS-Learning with Algorithm 2 reduces
the cost measure by 68.8 percent compared with the uni-
form mixture.

7 RELATED WORK

7.1 MiIS-Learning versus IS and MIS

Comprehensive reviews on the rare event simulation
are given in [25], [26]. These works are mainly IS based and
focus on single rare event estimation [27]. Given many rare
events to estimate, as each @Q(z) is merely customized for &,
and may not work efficiently for other events, IS needs to
“sequentially” estimate the occurrence of each &, with its cor-
responding pure importance distribution @, ().

To efficiently estimate multiple rare events, various
works [9], [28], [29] consider using the MIS to cooperate
multiple Q,(z). However, most MIS based works take a uni-
form mixture [9] or heuristic mixture strategies without theoreti-
cal guarantees [30]. Authors in [28], [29] provide examples on
the impact of mixture on the estimation efficiency and intui-
tive guidelines for selecting a proper mixture. Some works
[31], [32] consider computing the optimal mixture via stan-
dard convex optimization methods. However, they require
that at each iteration, the variances (i.e., their cost measure)
should either be computed analytically [32] or be estimated
accurately from sufficient samples [31], which is unrealizable
or computational expensive for the curse of dimensionality.

Our work aims to efficiently learn the optimal mixture
working for estimations of many rare events, with a zero
cost on extra samples. We reveal that not all rare events can be
efficiently estimated at the same time, and we introduce the
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&-similarity to partition events into subsets with smaller &
values, which can be efficiently estimated via MIS at the
same time.

Note that the IS distribution de51gn can also jointly con-
sider multiple rare events {£,}"_ . However, both the objec-
tive for designing such an IS distribution and the methods to
optimize this objective need a careful design. And this is
quite different from designing IS for a single rare event,
where we only need to consider minimizing the variance for
estimating £,. As the basic idea of IS is to use a distribution
Q(z) rather than the original distribution P(x) to generate x
samples. The mixture distribution Q(z; w) = 3_,¢yjwnQn(z)
obtained using our method can be considered as an IS distri-
bution Q(z) designed for {&,}_

7.2 MIS-Learning versus Stochastic Optimization
The MIS-Learning can be viewed as the stochastic optimization
(SO) problem over the simplex: to minimize the objective func-
tion L(o(w)), we choose at each round an action I;, which
affects the variable w and provides observations on L(o(w)).

In the common case where objectives are smooth, i.e.,
L(o(w)) £ Lsuymvar(w), iterative gradient-based methods, such
as the gradient descent (GD) and stochastic gradient descent
(SGD) [33], are popular optimization tools. Yet in our set-
ting, neither the gradient NVLgymva,(w) nor its components can be
computed exactly and so estimations are required. To accu-
rately estimate VLSu,,LVa,.(w“)) and meanwhile guarantee a
good convergence speed, SGD needs to generate sufficient
simulation samples from Q(z;w®) at each learning round ¢,
making the learning cost unaffordable.

When objectives are non-smooth, i.e., a pointwise maximum
function L(o(w)) £ Lgjmcos(w) with smooth components, gra-
dient mapping based methods [16] guarantee an exponential
regret convergence. Yet in our setting, it faces the same prob-
lem of expensive gradient (or its components) estimation. A more
challenging point is the constrained w'") updating: the updating
of w") has a fixed step size of 1/t and constrained moving
directions, i.e., w® = w1 + e, — w=1).

Our method solves these challenges and reduce the
gradient (or its components) estimation cost by generating
only one sample x from one of {Q,(z)}", at each round.
Hence, it has a “zero cost on extra szzmples”. Besides, with SO,
estimations of rare events {£,}), are performed only after
deriving a proper w. In other words, samples generated
while optimizing w cannot be used for estrrnatlng {.E’n},F1
As a contrast, our method estimates {£,}", and learns the

optimal mixture w* at the same time. Thus, it also has a “zero
learning cost”.

7.3 MIS-Learning versus MAB Optimization
The MIS-Learning is also similar to the MAB optimization
[34], [35], where at each round ¢, we pick an action e;, and
observe information on the loss function L. The major
difference is that these works consider a cumulative regret
121arL(eg) but we focus on the global 10ssL(1) ", irer, )-
Problems related to the MAB optimization with the
global loss have been studied in [14], [36], [37], [38], where
they consider minimizing a known loss L(w®'V) with an
unknown matrix V. This differs from our setting where L is

unknown and cannot be comﬁuted analytically. [36], [38]
Authorized licensed use limited to: C
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consider a stochastic setting and achieve a convergence rate
of O(y/1/T). The work in [37] considers an adversarial set-
ting, but there are cases that their regrets cannot converge to
zero. Our SumVar case is similar to [14], which considers
the global loss L _,crjer,) and focuses on the strongly-con-
vex and smooth loss function L. They Consider L(w) £
2 nelN| O 2/ w,L with the unknown but fixed o2, n€[N]. Yet, in
our settrng, 02,n€[N] also depend on w.

n’

8 CONCLUSION

This paper aims at providing efficient risk evaluation on
many network rare threats. We develop an MAB OL frame-
work to address the high simulation cost limitation of IS in
estimating occurrence probabilities for a set of rare threats.
Our framework consists of a mixture importance sampling
optimization problem (MISO) and two OL algorithms.
MISO aims to select the optimal mixture w* attaining vari-
ous tradeoffs, which are quantified by two cost measures.
We first show the objective function of MISO is computa-
tionally expensive to evaluate. Then we extend MISO to an
OL setting to efficiently optimize the objective function
without incurring any extra learning cost. Our SumVar and
SimCos algorithms learn to minimize the sum of variances
and simulation cost with regrets of (InT) YT and \/InT/T
respectively, where 7' is the number of samples. We dem-
onstrate our method on various realistic applications, and
our method reduces the cost measure value by as high as
61.6 percent in the backbone network scenario, and by 68.8
percent in the smart grid scenario.
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