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The Need for
Document Protection



Why using Document Protection

The Need for Document Protection

* Maintaining a high level of document security keeps the University
from loss of intellectual property, damage in reputation and facing
legal consequences.

Photo by Bill Oxford, Akshay Chauhan, Kelly Sikkema, Markus Winkler and Samuel Ramos on Unsplash.
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Why using Document Protection

The Need for Document Protection

e Data Classification and Data Governance Policy, published in Aug

2016, proposes a comprehensive framework for protecting
University’s digital information, particularly digital-based documents.

Strictly The HIGHEST level of security controls. Unauthorized « Data deemed highly confidential by the University

Confidential disclosure of this data would cause severe adverse « Data protected by regulations such as the Hong

effect to individuals or on operations, assets and Kong Personal Data (Privacy) Ordinance
reputation of the University.

The STRICTEST security policy should be applied even if
this may incur considerable inconvenience to the users.

e Health/Patient information may or may not be
regulated by Hospital Authority (HA)

2 Confidential Unauthorized disclosure of this data would cause » Data deemed confidential by the University
a moderate level of risk to individuals or the University. « Personal data (e.g. Student ID, staff ID) not

Strict security policy should be applied even if this may classified as Level 1.
incur some inconvenience to the users.


https://www.itsc.cuhk.edu.hk/it-policies/information-security-policies/data-classification-and-data-governance-policy/

Microsoft Information Protection

v :




AIP Introduction

Microsoft Azure Information Protection (AIP)

* Comprehensive data protection solution: AIP helps you to classify,
label and protect the documents according to the confidential level of
the information.

* Instant and automatic protection: Once a document is labelled,
corresponding predefined security policy will be applied automatically
to protect the document and limit the access against unauthorized
person.

* Centralized access control: Protected content is only available to
those having a valid CUHK staff account.



AIP Introduction

Convenient and Predefined Classification
Labels and Visual Markings

* Corresponds to Data Classification and Data Governance Policy.

Visual Markings in Office Documents*

Classification Labels Permissions to all Staff .
= / Emails
Strictly Confidential v View Header, and Footer
Y v’ Reply / Reply-all Watermark (for Office Documents only)
v View
v’ Edit
Confidential v’ Save / Save-as / Export / Print Header and Footer

v’ Reply / Reply-all / Forward
v’ Copy-n-paste / screenshot

* Microsoft Word (.docx), Excel (.xIsx) and PowerPoint (.pptx)



Protection for
Word / Excel / PowerPoint



AIP for MS Office

Protect Word / Excel / PowerPoint Documents
in 1 click

@ 1. Select the classification label

Sensitivity

-

@ Confidential \ All Staff / I N Confidential 4 All Staff

Strictly Confidential »

I Confidential I 2. Classification Label applied
to the document

Show Bar

&) Help and Feedback

3. Visual Marking added
in document header



AIP for MS Office

Open Protected Documents

e Qutsiders are unable to open protected documents as they are
encrypted.

H -0 - Unified 2016 Conf All Staff [Read-Only] - Word sl a

File Home Insert Design Layout References Mailings  Review  View - User 1 QShare

o CONEIDENTIAL - ALL STAFE This file contains data that has been classified as ‘Confidential’ and » =. Microsoft

accessible by staff only.

‘Confidential Sign in

Type the email of the account you would like to use
J to open this document.

Confidential Contents .
, phone, or Skype

Lorem ipsum delor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in,

luctus sed magna. Proin vel maximus ex. Sed congue mauris id leo commodo, eu tristigue nulla No account? Create one!
scelerisque. Fusce scelerisgue justo sed sem egestas, ut scelerisque nulla ullamcorper. Aenean

molestie fringilla molestie. Integer a ex a metus porttiter fermentum. Pellentesque porttitor

ultricies risus sed vestibulum. Nulla in ipsum lobortis, tempor mauris quis, laoreet magna. Donec

efficitur tempor augue, eu elementum magna tempus ut. Proin nulla odio, dapibus nec purus

sed, tempor commedo justo. Vivamus id imperdist odio, Maecenas a massa feugiat, laoreet

libero quis, lacinia urna. Lorem ipsum dolor sit amet, consectetur adipiscing elit. Mauris faucibus

porta massa nec finibus. Munc mollis suscipit blandit.

Vestibulum ante ipsum primis in faucibus orei luctus et ultrices posuere cubilia curae; Sed
pulvinar, risus ac pharetra efficitur, libero augue auctor lectus, sit amet placerat leo quam sit
amet mi. Pragsent eu magna diam. Nulla et laoreet negue. Aliguam tincidunt bibendum lorem,
nec eleifend lec consectetur in. Proin nan enim sedales, euismad nulla et, fringilla leo. Aliquam
venenatis turpis non massa tincidunt facilisis at nec libero. Vivamus tincidunt congue ordi, lacinia
hendrerit arcu aliguam non.

©2020 Microsoft  Privacy statement

Open by CUHK staff Open by outsiders




Protection for PDF



AIP for PDF

Protect PDF Files using AIP App

1. Right-click the PDF

file and click ﬁi

ICIaSSIfy and Cenfidential a Classify and protect

Informatio

protect’ from the Demo pdf
context menu.

Classify and protect - Azure Information Protection — O

2 ] S e I e Ct p rEfe r re d [Eﬁ Confidential Information Demo.pdf View Permission @ Help and Feedback
p rote Ct I O n a n d ' Strictly Confidential \ All 5taff
C I i C k IA p p |y’ fro m This file contains data that has been classified as 'Strictly Confidential’ and viewable by staff only.

AlP app. T e

All Staff




AIP for PDF

Open Protected PDF Files using AIP Viewer

Azure Information Protection Viewer
DEMDR Open
- Azure Information oo >

Prote Ctl On Vlewer E Azure Information Protection Viewer

m Search the Microsoft Store
To view, click open and select a protected file. EITeR iy
yd
M unt? Sign U
... or right-click the PDF file >
® Open with > Azure Information
/ Protection Viewer
Launch the app from
Start Menu ...




AIP for PDF

Open Protected PDF Files using AIP Viewer
cont’d

Standard message will be shown
8 Microsoft in unsupported PDF viewer.

Azure Information Protection Viewer

Demo.pdf D View Permission % Print

Azure Information
Protection

Confidential Contents

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit ord, consequat at luctus in, luctus
sed magna. Proin vel maximus ex. Sed congue mauris id leo commado, eu tristique nulla scelerisque.
Fusce scelerisque justo sed sem egestas, ut scelerisque nulla ullamcorper. Aenean molestie fringilla
molestie. Integer a ex 3 MEtws porttitor fermentum. Pellentesque porttitor ultricies risus sed vestibulum.
Mulla in ipsum lobortis, temper mauris quis, laoreet magna. Donec efficitur temper augue, eu
elementum magna tempus ut. Proin nulla odio, dapibus nec purus sed, tempor commeda justo. Vivamus
id imperdiet odio. Maecenas a massa feugiat, laoreet libero quis, lacinia urna. Lorem ipsum dolor sit
‘amet, consectetur adipiscing elit. Mauris faucibus porta massa nec finibus. Nunc mollis suscipit blandit.

This is a protecteddocument.
You can view it using a supported PDF

reader app.

Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia curae; Sed pulvinar, risus
ac pharetra efficitur, libero augue auctor lectus, sit amet placerat leo quam sit amet mi. Pragsent eu
magna diam. Nulla et laoreet neque. Aliquam tincidunt bibendum lorem, nec eleifend leo consectetur
in. Proin non enim sodales, euismod nulla et, fringilla leo. Aliquam venenatis turpis non massa tincidunt
facilisis at nec libero. Vivamus tincidunt congue orci, lacinia hendrerit arcu aliquam non.

Open in the app:

Fusce eget sodales dolor. Sed id vehicula dolor, non lobortis nim. Vestibulum diam nisi, ullamcorper a
ordi non, pulvinar imperdiet arcu. Pellentesque tempus accumsan augue, a tincidunt elit dignissim at.
Sed cursus tortor ne ligulz dignissim feugiat quis eu dui. Donec imperdiet porttitor arcu at suscipit.
Fusce mattis augue id nullz vestibulum elementum. Quisque euismod faucibus finibus. Nunc vitae est eu
estiaculis condimentum. Nulla vel faucibus massa. Cras eleifend eget lacus sit amet ornare. Duis

pulvinar, ipsum Ut lobortis gravida, ex eros volutpat elit, ey aliquet oo est nec dolor. Learn about PDF documents protected by

Pragsent ornare, tellus ut eleifend ultricies, quam Justo tempus diam, Ut tincidunt lectus nioh sed dui. Microsoft Azure Information Protection

fermentum, augue velit , at comn

Susper

felis. Vestibulum nec urna in dolor euismod ornare vitae eu odio. Phasellus et purus ac sapien accumsan
dapibus sed nec risus. Vestibulum ac massa tinci sed, elementum velit. Integer egestas
aliquet massa et malesuzda. Aliquam eu . Qi i metu:

soft re:

Morbi in turpis et sapien dictum sodales. Vesti sit amet sapien ut tincidunt sed sit
amet enim. Etiam feugiat malesuada urna sit amet posuere. Curabitur sed blandit nisl. Duis tempus
pretium vehicula, i lorem justo, et gravics i Proin
condimentum viverra tortor feugiat convallis. Nulla fermentum augue in arcu suscipit, at vehicula libero
dignissim. lorem sit sodal ctor, dolor vel volutpat

AIP Viewer

privacy statement

Unsupported PDF Viewer




Custom Permissions



Custom Permissions

Share Confidential Information to Specific
Addressee Using Custom Permissions

 Example: Project account passwords.
* Could optionally set an expiry date.

* Flexible permission levels — see table below.

Role View Edit / Save S:‘)’;j;/ Copy Print Rii:lz a/II Forward Full Control
Viewer v v
Reviewer v v v v
Co-Author v v v v v v v
Co-Owner v v v v v v v v




Custom Permissions

Protect Document with Custom Permissions

1. Right-click the file and click ‘Classify and protect’ from the context
menu.

Project
Account

Password.do
X

I E Classify and protect I




Custom Permissions

Protect Document with Custom Permissions

2.

In the AIP app ...

Classify and protect - Azure Information Protection

E, Project Account Password.docx

Protect with custom permissions
Select permissions

Select users, group g t
Expire access

@ View Permission [ Track and Revoke () Help and Feedback

EViewer - View Only

demouser@cuhk.edu.hk

12/31/2026

Apply

Close

Check Protect with custom
permissions

Select permissions

Enter email address /
Select users (requires Outlook)

(Optional) Set an expiry date



Custom Permissions

Labels vs. Custom Permissions

Labels Custom Permissions

Predefined Access Rights v
Headers and Watermark v
Applicable to Email v
Allow Access for Specific Users v
Expire Access v




Protection for Email



AIP for Email

Protect Your Email in 1 click

Insert Options Format Text i Il me what you want to do...

1. Select classification label

Sensitivity - View
< & Low Importance Templates
Sensitivity Tags fa | My Templates
‘ Strictly Confidential \ All Staff # Confidential - Strictly Confidential - [ 4

ﬁ Strictly Confidential - All Staff - This file contains datathat has been classified as "Strictly Confidential' and viewable by staff only.
Permission granted by:  demouser@cuhk.edu.hk

To... Uszer 1 (RMS);

Send

Ce..

Subject Protected Email Demo

2. Classification Label applied
Confidential Contents to email

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus sed magna. Proin vel maximus



AIP for Email

Read Protected Email — CUHK Staft

WESELEE ) Tell me what you want to do... ‘Forward’ button is disabled
(for Strictly Confidential)

Espond i . B

Simon Ngai (UAD) User 1 (RMS) Classification label

Strictly Confidential Demo

o Strictly Confidential - All Staff - This file contains data that has been classified as "Strictly Confidential’ and viewable by staff only.
Permission granted by demouser@cuhk.edu.hk v

Strictly Confidential |
Visual marking

(for Strictly Confidential)

Confidential Contents

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus sed magna. Proin vel maximus ex. Sed
congue mauris id leo commodo, eu tristique nulla scelerisque. Fusce scelerisque justo sed sem egestas, ut scelerisque nulla ullamcorper.

Aenean molestie fringilla molestie. Integer a ex a metus porttitor fermentum. Pellentesque porttitor ultricies risus sed vestibulum. Nulla in




Read Protected Email — OQutsider

e Qutsider won’t have
access to the protected
email.

AIP for Email

Strictly Confidential Demo

Simon Ngai (UAD) <demouser@cuhk.edu.hk>
Wed 2020-12-09 10:05 PM GJ

To: outsider@externalmail.com

Simon Ngai (UAD) (  demouser@cuhk.edu.hk ) has sent you a protected
message.

o

Read the message

Learn about messages protected by Office 365 Message Encryption.

Privacy Statement

Email encryption powered by Office 365. Learn More
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

Reply Forward

©




Installing AIP Client



Single Installer for All
Features

1. Office add-ins
2. Classify and protect tool

3. PDF viewer




Installing AIP Client in Office

* New installations — please request your departmental IT for help

* Existing users (important) — please arrange an upgrade on or before
31 Mar 2021

a faBbCcDr AaBhbi @ AaBbCcDec Aal
Protect TMormal | Thao§ Sensitivity TMormal | TN
F Confidential 3

Confidential k
Strictly Confidential »
r Strictly Confidential »
Show Bar
Show Bar
Custom Permissions V]2
ﬂ Help and Feedback

Track and Revoke
Help and Feedback

SLLw =~

New AIP Unified (v2) Client

Old AIP Classic (v1) Client — No
longer functional after 31 Mar 2021

Installing AIP



Installing AIP

Installing AIP Client at Home — Windows

L]
L D OW n I O a d t h e I n Sta I | e r fro m Data Classification and Protection with Azure Information Protection (AIP)
I TS C We b S i te To cope with the Data Classification and Data Governance Policy for protecting University's digital information, an information protection system

with Azure Information Protection = AIP, (farmerly Right Management Service - RMS), is implemented for protecting digital information
according to the defined data class.

Available to

* Install AIP client for full capability.

Service Charge and Application

Free; no application required

Service Availability

* If AIP client is not installed, use -
Office 365 to view and create
protected Office documents, but

3. User Manuals and Briefing Sessions

not for PDFs. pe——

For standalone installation, please download and extract the installation

Please submit to ITSC Service Desk, Information Security > General Enquiry of

For central deployment, please download and extract the MSI file "AZInf

AzInfoProtection_UL.exe

Major Projects | IT Policies Application Forms |  User Guides |  Privacy Policy Disclaimer | Sitemap
ITEEEY (¢}
9 The Chinese University of Hong Kong

© 2020 All Rights Reserved. The Chinese University of Hong Kong,



https://www.itsc.cuhk.edu.hk/all-it/information-security/mip/

Installing AIP

Installing AIP Client at Home — MacOS
* Use Office 365 to view and

Create prOtECted WO rd / EXCEI / Azure Information Protection helps
Powe r Poi nt fi | es ) protect your organization's sensitive data

In addition to using your Office apps to view protected Office
files, you might need the following:

* Download Azure Information _ peasl e kb e o A

Protection viewer app to view
=l app —=0 oo
p rOteCtEd P D F fl IeS . Azure Information Protection client:

Download this client to label and protect files, in addition to
viewing protected files.

Additional information about applications that support Azure
Rights Management data protection for Azure Information
Protection.

© 2020 Microsoft Terms of use Privacy


https://portal.azurerms.com/#/download

Start Protect

Your Documents
TODAY!



Demo

Create Protected Documents
e Word
* PDF

View Protected Documents
* By CUHK Staff
* By Outsiders

Send Protected Email
View Protected Email

* By CUHK Staff
* By Outsiders



Questions ?



FAQ 1

Frequently Asked Questions

1. Can a protected document be created using a Project
Account ?
* Currently AIP Service is enabled for staff accounts only.

* When a protected document is sent to project account (via
email), users can open the protected document using his / her
user identity.

* Project Account owner can send a request to ITSC to enable AIP
Service on Project Account if needed.



FAQ 2

Frequently Asked Questions

2. My faculty member used to forward all University emails to

his/her personal email (e.g., Gmail). Does AIP also work in
this scenario?

* Protected email does NOT work (requires @cuhk.edu.hk mailbox).

* Protected attachment that included in an unprotected email
works. Please be reminded that to view the protected document,
users are required to either (1) install latest AIP viewer or, (2)

from 7 Jan 2021 onwards, open the protected file using Office
2019/0ffice365.




Frequently Asked Questions

FAQ 3

Starting
7/ Jan 2021

3. Can | send a message to student / alumni / vendor and

don’t allow them to forward it?

* This is an advanced topic, achievable using Outlook on the web

only and available on or after 7 Jan 2021.

 CAUTION: do not mix up with ‘labels” which is targeted to CUHK

No

Yes (using OTP*)

staff
i Coonsaiyianl s | oy | ovnyOusie
Label: Strictly Confidential — All Staff CUHK Staff (@cuhk.edu.hk) Yes
Label: Confidential — All Staff CUHK Staff (@cuhk.edu.hk) Yes
Encrypt Specific recipient Yes
Do Not Forward Specific recipient Yes

Yes (using OTP*)

* One-time passcode



FAQ 3

. Starting
Frequently Asked Questions 7 Jan 2021

3. (Continued)

* Compose a message in Outlook on the web. Click ellipsis (...)
button > Encrypt > Do Not Forward.

DON’T choose ‘Sensitivity’ as it doesn’t
2 S “ apply to outsiders.

= B Send [ Attach v [§ Sensitivity > il Discard

Outlook

Save draft
v Favorites 8 Do Not Forward: Recipients can't forward, print, or copy conti
Insert signature
outsider@gmail.com
£ Inbox 15 To @8 Show Erom
B Sentltems Encrypt > Encrypt
Cc
4 Drafts 7 Set importance > | v Do Not Forward
i} Deleted ltems 18 Message to outsider - DO NOT FORWARD Show message options...

: Switch to plain text
Add favorite Please do not forward this message.

Check for accessibility issues

v Folders




FAQ 3

Starting

Frequently Asked Questions 7 Jan 2021

3. (Continued)

* Recipient will be asked to enter a one-time passcode. The code
will be sent to user’s mailbox as soon as ‘Read the message

button’ is clicked.

Message to outsider - DO NOT FORWARD Inbox x 5 2
User 1 (RMS) <test1_rms@itsccuhk.onmicrosoft.com> @& 2:40 PM (0 minutes ago) Ty 4=
tome =

User 1 (RMS) (test1 rms@itsccuhk.onmicrosoft.com) has sent you a
protected message.

o /

Learn about messages protected by Office 365 Message Encryption.

We sent a one-time passcode to outsider@gmail.com

Please check your email, enter the one-time passcode and click continue. The one-time passcode
will expire in 15 minutes.

One-time passcode || |

(] This is a private computer. Keep me signed in for 12 hours.

- ) Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time passcode.




FAQ 3

. Starting
Frequently Asked Questions 7 Jan 2021

3. (Continued)

e OQutsiders will see the message upon successful validation. Note
Forward and Print buttons are disabled.

outsider@gmail.com SignOut 2

Message to outsider - DO NOT FORWARD

User 1 (RMS) <test1_rms@itsccuhk.onmicrosoft.com> 9 Replyall | Vv
Today, 2:40 PM Reol
outsider@gmail.com ¥ Py
Reply all
Do Not Forward: Recipients can't forward, print, or copy content.
Please do not forward this message. \ \

Unable to copy message Forward and Print buttons are disabled




FAQ 4

Frequently Asked Questions

4. Will I still able to open documents protected using ‘old’
(v1) client after 31 March 2021 ?

* Yes, documents protected using ‘old’ client could still be opened
after 31 March 2021.

* No actions needed for files protected using ‘old’ client.



FAQ 5

Frequently Asked Questions

5. Must | keep my computer online in order to open
protected documents ?

e Offline access is allowed for documents protected using
Classification Label

Classification Label Offline Access

Strictly Confidential 1 day

Confidential 7 days




Appendix 1

Appendix 1: Major Changes in Unified
Labeling (new) Client

a AaBbCcDc. AaBbl @ AaBbCcDc  Aal
Protect TMormal | THNo 5| Sensitivity TMNormal @ TN
A Ceonfidential k Confidential 3
Strictly Confidential ¥ r Strictly Confidential »
.~ Show Bar < | Show Bar
N Custorn Permissions @ Help and Feedback \
ﬁ" Track and Revoke
@ Help and Feedback ‘Custom Permissions’ no longer accessible from Office app

‘Track and Revoke’ is no longer supported

Unified Labeling Client (v2)

Classic Client (v1)




Appendix 1: Major Changes in Unified

Labeling (new) Client

a Microsoft Azure Information Protection

Help and Feedback
Tell Me More  Export Logs  Reset Sethings

a Microsoft Azure Information Protection

Client status

Connected as @uad.cuhk.edu.hk
Last connection: 12/8/2020 11:11 AM

Wersion: 1.24.59.0

Information Protection policy was installed on 12/8/2020 11:11 AM

Help and Feedback
Tell Me More  Exportlogs  Reset Settings

Client status
Connected as @uad.cuhk.edu.hk

Session |D: d5b2e390-95af-4daca-afe]-3ff80b4a583c

Version: 2.8.85.0

Legal information

Privacy Statement  License Terms

Legal information

Privacy Statement  License Terms

Close

Close

Classic Client (v1)

Unified Labeling Client (v2)

Appendix 1



Appendix 2: Open Office Documents from

Mobile Device

» Use official Microsoft Office apps.

Demo

< y 0 Q &

Demo - Saved

¢ £ 8 @

(X) Confidential - All Staff

Permissions

Confidential Contents

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus
sed magna. Proin vel maximus ex. Sed congue mauris id leo commodo, eu tristique nulla scelerisque.
Fusce scelerisque justo sed sem egestas, ut scelerisque nulla ullamcorper. Aenean molestie fringilla
molestie. Integer a ex a metus porttitor fermentum. Pellentesque porttitor ultricies risus sed vestibulum.
Nulla in ipsum lobortis, tempor mauris quis, laoreet magna. Donec efficitur tempor augue, eu
elementum magna tempus ut. Proin nulla odio, dapibus nec purus sed, tempor commodo justo. Vivamus
id imperdiet odio. Maecenas a massa feugiat, laoreet libero quis, lacinia urna. Lorem ipsum dolor sit
amet, consectetur adipiscing elit. Mauris faucibus porta massa nec finibus. Nunc mollis suscipit blandit

Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia curae; Sed pulvinar, risus
ac pharetra efficitur, libero augue auctor lectus, sit amet placerat leo quam sit amet mi. Praesent eu
magna diam. Nulla et laoreet neque. Aliquam tincidunt bibendum lorem, nec eleifend leo consectetur
in. Proin non enim sodales, euismod nulla et, fringilla leo. Aliquam venenatis turpis non massa tincidunt
facilisis at nec libero. Vivamus tincidunt congue orci, lacinia hendrerit arcu aliquam non.

Fusce eget sodales dolor. Sed id vehicula dolor, non lobortis enim. Vestibulum diam nisi, ullamcorper a
orci non, pulvinar imperdiet arcu. Pellentesque tempus accumsan augue, a tincidunt elit dignissim at.
Sed cursus tortor nec ligula dignissim feugiat quis eu dui. Donec imperdiet porttitor arcu at suscipit.
Fusce mattis augue id nulla vestibulum elementum. Quisque euismod faucibus finibus. Nunc vitae est eu
estiaculis condimentum. Nulla vel faucibus massa. Cras eleifend eget lacus sit amet ornare. Duis
pulvinar, ipsum ut lobortis gravida, ex eros volutpat elit, eu aliquet odio est nec dolor.

Praesent ornare, tellus ut eleifend ultricies, quam justo tempus diam, ut tincidunt lectus nibh sed dui
luctus, leo augue velit dapibus nibh, at commodo urna ex id

felis. Vestibulum nec urna in dolor euismod ornare vitae eu odio. Phasellus et purus ac sapien accumsan

dabibus sed nec risus. Vestibulum ac massa tincidunt. norta odio sed. elementum velit. Integer egestas

10S

Confidential Contents

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus

sed magna. . & id leo commodo, i scelerisque.
justo sed tas, ut scelerisq i Aenean molestie fringila
molestie. Integer aexa rtitor fermentum sque porti

Nula in ipsum lobortls, temgor mauris quis, lsoreet magna. Donec eficitur tempor augue, eu
elementum magna tempus ut. Proin nulla adio, dapibus nec purus sed, tempor commads justo. Vivamus
id imperdiet odio. Maecenas a massa feugiat, laoreet libero quis, lacinia urna, Lorem ipsum dolor sit
amet, consectetur adipiscing elt, Mausis faucibus porta massa nec finibus. Nunc molls suscipit blandit.

Westibulum ante ipsum primis in fauclbus orci luctus et ultrices pasuere cubilia curae; Sed pulvinas, risus
ac pharetra efficitus, ibern augue auctor lectus, sit amet placerat leo quam sit amet mi. Praesent eu
magna diam. Nula et lsoreet neque. Aliquam tincidunt bibendum larem, nec eleifend lea consectetur
in_ Proin non enim sodales, euismad nulla et, fringilla lea. Aliquam wenenatis turpis non massa tincidunt
facilisis at nec ibero, Vivamus tincidunt congue ori, lacinia hendrerit arcu afiguam non

Fusce eget sodales dolor. Sed id wehicula dolor, non lobartis enim_ Vestibulum diam nisi, ullameorper a
orci non, pulvinar imperdiet arcu. que tempus digissim at.
Sed cursus tortor nec ligula dignissim feugiat quis eu dul. Donec imperdiet porttitor arcu at suscipit.

[ = . Quisque finibus. Nunc vitae est ey
est iaculis condimentum. Nulla vel faucibus massa, Cras eleifend eget lacus sit amet armare. Duis
pulvinar, ipsum ut lobortis gravida, ex eros volutpat efit, eu aliquet odio est ne dolor.

Praesent arare, tellus ut eleifend ultricies, quam justo tempus diam, ut tincidunt bectus nibh sed dui.

. leo flermentum, augue velit dapibus nith edo urna ex id
fels. Vestibulum nec urna in dolor euismod ornare vitae eu odio. Phasellus et purus ac sapien accumsan
dapibus sed nec risus. Vestibulum ac massa tincidunt, porta odio sed, elementum velit Integer egestas
aliquet massa et malesuada. Aliquam eu pellentesque ante. Quisque sagitts volltpat metus.

Morbi in turpis et sapien dictum sodales. Vestibulum sit amet sapien ut turpis cursus tincidunt sed sit
amet enim. Etiam feugiat malesuada wrna sit amet posuere. Curabitur sed blandit nisl. Duis tempus.
pretium vehicula, Suspendisse sodales lorem justo, et gravida arcu condimentum sed. Proin
condimentum viverra tortor feugiat convallis. Nulla fermenturm augue in arcu suscipit, at vehicula libero
dignissim, Nullam malesuada lorem sit amet tempus sodabes. Aenean auctor, dolor vel volutpat
maximus, telus risus laculis nis, venenatis placerat odia odio eget diam,
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Appendix 3: Open Office Documents in Office
365, OneDrive and SharePoint (web)

* Currently not supported.
Please open protected
files using desktop or
mobile device.

e Same for OneDrive and
SharePoint unless files are
opened in desktop app
via a network drive.

Appendix 3

Microsoft Word

Sorry, Word can't open this document in a browser

e because it's protected by Information Rights
Management (IRM). To view this document please open
it in the desktop version of Microsoft Word.

Your feedback helps Microsoft improve Word. Give
feedback to Microsoft

Edit in Desktop App
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Appendix 4: Open PDF Documents using Azure | Starting

Information Protection Viewer (i0S / Android 2522

Demo.pdf
=

 |Install Azure
Information Protection
iewer (iOS / Android)
rior opening
rotected PDF files.

* Open protected PD
files in AIP Viewer app.
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Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus
sed magna. Proin vel maximus ex. Sed congue mauris id lec commodo, eu tristique nulla scelerisque.
Fusce scelerisque justo sed sem egestas, ut scelerisque nulla ullamcarper. Aenean molestie fringilla
molestie. Integer a ex a metus porttitor fermentum. Pellentesque porttitor ultricies risus sed vestibulum.
Nulla in ipsum lobortis, tempor mauris quis, laoreet magna. Donec efficitur tempor augue, eu
elementum magna tempus ut. Proin nulla odio, dapibus nec purus sed, tempor commodao justo. Vivamus
id imperdiet odio. Maecenas a massa feugiat, laoreet libero quis, lacinia urna. Lorem ipsum dolor sit
amet, consectetur adipiscing elit. Mauris faucibus porta massa nec finibus. Nunc mollis suscipit blandit.

Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia curae; Sed pulvinar, risus
ac pharetra efficitur, libero augue auctor lectus, sit amet placerat lea quam sit amet mi. Praesent eu
magna diam. Nulla et laoreet neque. Aliquam tincidunt bibendum lorem, nec eleifend leo consectetur
in. Proin non enim sodales, euismod nulla et, fringilla leo. Aliquam venenatis turpis non massa tincidunt
facilisis at nec libero. Vivamus tincidunt cangue orc, lacinia hendrerit arcu aliquam non.

Fusce eget sodales dolor. Sed id vehicula dolor, non lobortis enim. Vestibulum diam nisi, ullamcorper a
orci non, pulvinar imperdiet arcu. Pellentesque tempus accumsan augue, a tincidunt elit dignissim at.
Sed cursus tortor nec ligula dignissim feugiat quis eu dui. Donec imperdiet porttitor arcu at suscipit
Fusce mattis augue id nulla vestibulum elementum. Quisque euismod faucibus finibus. Nunc vitae est eu
est iaculis condimentum. Nulla vel faucibus massa. Cras eleifend eget lacus sit amet ornare. Duis
pulvinar, ipsum ut lobortis gravida, ex eros volutpat elit, eu aliquet odio est nec dolor.

Praesent ornare, tellus ut eleifend ultricies, quam justo tempus diam, ut tincidunt lectus nibh sed dui
Suspendisse luctus, lea in condimentum fermentum, augue velit dapibus nibh, at commodo urna ex id
felis. Vestibulum nec urna in dalor euismod ornare vitae eu odio. Phasellus et purus ac sapien accumsan
dapibus sed nec risus. Vestibulum ac massa tincidunt, porta odio sed, elementum velit. Integer egestas
aliquet massa et malesuada. Aliquam eu pellentesque ante. Quisque sagittis volutpat metus.

Morbi in turpis et saplen dictum sodales. Vestibulum sit amet sapien ut turpis cursus tincidunt sed sit
amet enim. Etiam feugiat malesuada urna sit amet posuere. Curabitur sed blandit nisl. Duis tempus
pretium vehicula. Suspendisse sodales lorem justo, et gravida arcu condimentum sed. Proin
condimentum viverra tortor feugiat convallis. Nulla fermentum augue in arcu suscipit, at vehicula libero
dignissim. Nullam malesuada lorem sit amet tempus sodales. Aenean auctor, dolor vel valutpat
maximus, tellus risus iaculis nisi, venenatis placerat odio odio eget diam.
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Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus
sed magna. Proin vel maximus ex. Sed congue mauris id leo commodo, eu tristique nulla scelerisque.
Fusce scelerisque justo sed sem egestas, ut scelerisque nulla ullamcorper. Aenean molestie fringilla
molestie. Integer a ex a metus porttitor fermentum. Pellentesque porttitor ultricies risus sed vestibulum.
Nulla in ipsum lobortis, tempor mauris quis, laoreet magna. Donec efficitur tempor augue, eu
elementum magna tempus ut. Proin nulla odio, dapibus nec purus sed, tempor commodo justo. Vivamus
id imperdiet odio. Maecenas a massa feugiat, laoreet libero quis, lacinia urna. Lorem ipsum dolor sit
amet, consectetur adipiscing elit. Mauris faucibus porta massa nec finibus. Nunc mollis suscipit blandit.

Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia curae; Sed pulvinar, risus
ac pharetra efficitur, libero augue auctor lectus, sit amet placerat leo quam sit amet mi. Praesent eu
magna diam. Nulla et laoreet neque. Aliquam tincidunt bibendum lorem, nec eleifend leo consectetur
in. Proin non enim sodales, euismod nulla et, fringilla leo. Aliquam venenatis turpis non massa tincidunt
facilisis at nec libero. Vivamus tincidunt congue orci, lacinia hendrerit arcu aliquam non.

Fusce eget sodales dolor. Sed id vehicula dolor, non lobortis enim. Vestibulum diam nisi, ullamcorper a
orci non, pulvinar imperdiet arcu. Pellentesque tempus accumsan augue, a tincidunt elit dignissim at.
Sed cursus tortor nec ligula dignissim feugiat quis eu dui. Donec imperdiet porttitor arcu at suscipit
Fusce mattis augue id nulla vestibulum elementum. Quisque euismod faucibus finibus. Nunc vitae est eu
est iaculis condimentum. Nulla vel faucibus massa. Cras eleifend eget lacus sit amet ornare. Duis
pulvinar, ipsum ut lobortis gravida, ex eros volutpat elit, eu aliquet odio est nec dolor.

Praesent ornare, tellus ut eleifend ultricies, quam justo tempus diam, ut tincidunt lectus nibh sed dui

luctus, leo in , augue velit dapibus nibh, at commodo urna ex id
felis. Vestibulum nec urna in dolor euismod ornare vitae eu odio. Phasellus et purus ac sapien accumsan
dapibus sed nec risus. Vestibulum ac massa tincidunt, porta odio sed, elementum velit. Integer egestas
aliquet massa et malesuada. Aliquam eu pellentesque ante. Quisque sagittis volutpat metus.

. . Morbi in turpis et sapien dictum sodales. Vestibulum sit amet sapien ut turpis cursus tincidunt sed sit
0pen Wlth AI P Vlewer amet enim. Etiam feugiat malesuada urna sit amet posuere. Curabitur sed blandit nisl. Duis tempus
pretium vehicula. Suspendisse sodales lorem justo, et gravida arcu condimentum sed. Proin
condimentum viverra tortor feugiat convallis. Nulla fermentum augue in arcu suscipit, at vehicula libero
dignissim. Nullam malesuada lorem sit amet tempus sodales. Aenean auctor, dolor vel volutpat
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Appendix 6: Send Protected Email (Tips)

* Put #confidential and #strictlyconfidential hashtag in your email
subject to achieve the same result.

* It also works when sending email using third-party email clients.

Subject includes appropriate

Simon Ngai (UAD) User 1 (RMS); User 2 (RMS); User 3 (RMS) - / hashtag

Email with unprotected word attachment Subject tag #strictlyconfidential

0 Strictly Confidential - All Staff - This file contains data that has been classified as 'Strictly Confidential' and viewable by staff only.
Permission granted by: demouser@cuhk.edu.hk \ Classification label apphed when

viewed by recipient
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Lorem ipsum dolor sit amet, consectetur adipiscing elit. Fusce velit orci, consequat at luctus in, luctus sed magna. Proin vel maxi corres pond Ing restrictions
ex. Sed congue mauris id leo commodo, eu tristique nulla scelerisque. Fusce scelerisque justo sed sem egestas, ut scelerisque nulla applled th rOUgh Visual marking is
)

ullamcorper. Aenean molestie fringilla molestie. Integer a ex a metus porttitor fermentum. Pellentesque porttitor ultricies risus sed .
vestibulum. Nulla in ipsum |lobortis, tempor mauris quis, laoreet magna. Donec efficitur tempor augue, eu elementum magna not aval Ia ble




