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Abstraction

Internet is growing in a fast manner. It covers a wide range of human activities
nowadays. This growth leads to great opportities for doing business online. For this
reason, We built this Online traveling agency to practice real lfedtnmerce.

In this report, We will summarize the work done in this semester and state the
improvement made on the project since the last report.First of all, there will be an
overview of the whole project, and then the facilities provided by TravelNet such as
online shopping and flight reservation will be described. After that, actual
implementation and system architecture will be introduced. CORR integration with
TravelNet for containing distributed components is also an important new part to be
mentioned. TravelNet is cooperated with a secure payment system for credit cards and a
micro payment system for storevalue cards. Their communication mehanism will be
described and a performance measurement on payment will also be conducted also.

Finally, a conclusion will be given.
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Chapter 1. Introduction

Objective and Overview of TravelNet

There are many companies that expand their business onto the Internet for selling
product, promoting their products and providing services. This kind of business not only
opens a new way for business but also provide great convenience for customers. The
main objective of this project is to develop such ardBmmercesystem that is similar to

real life and can fulfill the actual needs of the society.

TravelNet provides most of the common type of services, which is provided in reality,
they are providing information (Travel Guides, Hotel Information), services (Flight
Reservation) and products (Online Shop). As what customers need is an interactive
serviceproviding site, Web server should be capable of handling dynamic content with
respect to client requests, so server side programming;&aghknformation retrievalrad
dynamic Web pages generation is necessary. In TravelNet, We make use of Java

Programming Language with Java Servlet and Java Server Page to fulfill these needs.

Besides making a dynamic system, distributing some of the components such as flight
databas can improve the performance and fault tolerance. That's why we enhanced some
parts by distributing them with CORBA.

Payment is an essential part for any business. Although this should not be a part that
developed by merchants, merchants, like TravelNetst be included payment services.
Different from last semester, we are not just simulating a simple bank but using more
complex payment servers. Payment by credit cards and MONDEX card (micro payment)

can be handle by TravelNet.
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Chapter 2. TravelNet Fecilities

2.1. Introduction

TravelNet, similar to other traveling agencies, provides a number of convenient functions

to users so they can enjoy their travel without spending lots of effort. Services included

flight search and reservation, online accessshpp, hotel information and travel guides.

Before using these services, a user must register to be our member, so register and login

services for membership is also provided.

Below is the main Page of TravelNet, users can access the services througk anclite

links.

LYU2901%:

Traveiilet

Home Page

Customer Support

Join now for frae

Bayment in cradit cards
senaral information

Welcome to TravelNet

This is an online travel agent to help you to resere aifine tickets for the flights
between =i major Asian cities and the respective hotels, Ve also provide a

shopping senace for travelling accessories at your convenience.

If you are our new visitor, please have a free register 1st!

account information

? View and update your current itineraries and

Search air-fares between cities and reserve the
air tickets

Describe of the hotels in the cities and reserve for
rooms

Get the necessary travelling accessories in our
online shopping centre

? Detail introduction to the cities to help you design

a comfortable tour

Figure 2.1. TravelNet Main Page
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2.2 TravelNet Membership
Reqistration

In order to use our services, user has to apply for an account. It makes a more convenient
use of TravelNet after registration. Personal information will be stored by TravelNet and
be protected by pa ssword for illegal use. TravelNet can retrieve information
automatically for the users to fill in the necessary form fields after logged in to our

system. Those forms field may be name and address for product delivery.

New User Registration

Registration is easy and
the pro@ss will take a very Us=rhi=ne: User

short period of time. User =™t user@hoimail.com
oy - P d: [F—
Just will in some necessan |
. . Fe-Type Pasaword: [rr—
fields then submit the |
. . First Mame: |Ne-w
information. Once a user
. . Lasc Mame: |User
registered, his/her account
, Telephone Humber: D0R5Z-29330633
was activated.
Addressl: |RDEIIT‘| 1
Addresa2: jepiiear |Streer2
RAALESZS: joni imeai |
CLEYE (ot o Y
Comntry: Hang Kong 'I

Credit Card Number: |

Register To Be QOur Member |

Figure 2.21. Registration page
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Login
Afterwards, they can use the username ar
password to login to our sgtem and enjoy

the facilities provided by TravelNet.

~ Username: |

LYU9901: TravelNet
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Travel Net

Login page will be appeared on the first
access of the services that need a user

Identification.

| Password: | I

Lagin nowd |

Figure 2.22. Login Conso

Update Profile

View'Change Info

Information can be updated afte

UzecMame:

a registered user had logged in 1

. E-Hail:
our system. Beside  sthe

0ld Password:

username, all of the fields can b

Hew Password:

changed since the username

Vertify Password:

must be unique among all users

Firsc Name:

of TravelNet.

Last Name:

For security reason, if a user  Telephone Busber:

hope to change his/her passwor address:

he/she has to type in the

. City: foptiuaa
password again even he/she ha =~

. Councey:
already logged in. Otourse, the
Credit Card Mumber:

new password has to be inputte = ="

twice to ensure he/she had type:

guest

|gu93t@ cee.cuhk.eduhk

|GUEST

|CUHK

n0g52-29330688

Guest™s Address

Shatin
Hong Kong 'I

|123455?89554321U

Ipdate my info now |

in the desired password. .
Figure 2.23

Update personal information
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2.3 Flight Search and Reservation

Flight search is one of the most significant features of TravelNet. It had been enhanced a
lot since the last semestéNow not only the single flight search, but also round trip flight

search. In addition, itinerary management and flight ticket reservation system is now

P FLIGHTS

One Way Search

available.

Flight Search
In single flight search , users are allowed to

consult the airlines ’ databa ses with users 1. Where and when do you want i travel?

requirement and make reservation on the Searc c... .« romte st

result. The system requires users to input somt frem:
Hong kong =
basic elements on the search. The basic eleme
To:

of queries includes the departure and arrival [Hong Kong

Departing: (Month-Day-"Year)

cities, the departure date, the types of flighbije [an 4.1 3,759

way/round trip), the class ofservice first class/

Departure Time:
i Mot Specific ;!

business class/ economy class), the acggtegory
of the ticket (below 12/adult/above 65). Possibli = ™ ¥ eineen e w2

additional requirement includes the exact range risse coose tre appeopriste sge group for e tiket neider

for departurdime, the choice on fare (e.g.is IAduts(ege 1206 4

there any penalties for refund of tickets), the 3. Do you hawe any preforences?

airline company, etc. Usually, the optional
Clags

requiremenhelps to lower the size of the search [Ecsromy

result while the basic method is also provided tc Tspe: fesve it UNCHECKED for lower price ticket f € s not necessary)
I hao change penalies ater purchase

enhance the flexibility of the searchThe search

options are flighcompany and change penalty. [MetSeecifc 4

In round trip flight search, the available options 4. Start the searcn?

are similar except one more return date and tim
Search the result 1o show:

Round trip is always cheaper than 2 single fligh © Lowestaricetciets
1%l possivie choices

so this flight search is useful for those people SearchNOW! |  Resetelfelds |

who had already planndteir trip specifically.

Figure 2.31. Flight Search
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All the selectable fields are combo boxes. These boxes reduce the typing error and
provide easier selection. Even those people who are not familiar with flight information
can still get what he wants from the selection in these loxes. After results have been

displayed, the user can select any of them and add to there own itinerary.

P HLICGHTS

A sample result as shown on the Se HI‘G]’I RESlllt

right. A user can select one of the

flight which is more suitableto | © Dragon Air HKD3050

him/her and add it to itinerary buy Flight Mumber. EA00

. Departure Time: 0g:20

click the button on the bottom left  &sival Time: 11:20

corner. " Air China HED3060
Flight Number. CA108
Departure Time: 08:20
Arrval Time: 11:50

Add fo finerany |

Figure 2.32. Search resulf
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[tinerary management

Each of the users has his/her own itinerary. It stores the flight he interested and related to
their trip. They can add a flight from search result and can also remove it from itinerary
afterwardslf they had confirmed the current itinerary suits their needs, they can reserve

it for their trip. Itinerary of a user will be stored in database, so even a user log out from
our system, they can retrieve the itinerary information after another logaoses

Iancrary of GUEST CUHK In the itinerary management, if a

Flight Type - One-Way user know the exact information of
Fare - $3050 a flight (like flight number,

(Ttem 1 | Seat Class - Business departure time and date), they can
Flight Mumber : EAS00
Travel From Hong Kong to Beijing query it directly and add it to

At 08:20 of 12-19-1999 " . . .
itinerary immediately. This query

Add Ttem (One-Way Flisht Only) is more direct and take less time
than generalearch.

Fhight Mumber :

Departure Date | Jan 8§ -1 3] - 1933 §

[E ] .

pabislany J- Y Direct Add

Age Category - |Adults (age 1210 64) i MO

Add| Raset | < '9

Remove Item Flight reservation can only be
processed by credit card. As the

Fe - : :

ﬁ]lmmil__l amounts of flight tickets are

Reserve Flight . . .
expensive, it is not possible for

Beserniiii B then to use micrgpayment such as

Mame for ticket : [GUEST CUHK MONDEX to do the payment.

Credit Card Type : & Visa Card © Master Card

\ User type in the information, then
Credit Card Holder Mame - [GUEST CUHK

Credit Card Mumber : | TravelNet will help toconnect to a
Espiry Date of the Card (M/YYYY) | secure payment server to finish
Fesene

this payment transaction.

Figure 2.33. Itinerary managemer{t
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2.4. Travel Accessories Shop

This shop is another major component of TravelNet. Shopping procedure consist of three
main steps: Selecting products, putting then into user’s shop kaske pay for it. There

are three main types of category for users to choose. They are luggage, guides and maps,
and miscellaneous stuffs. They can view and update their basket anytime during a
shopping session, but if a user logged off from our system wibut checkout the basket

item, the items in the basket will not be stored and be cleared.

Travel Shop

Please Choose from one of the
following categories:

Here is a snapshot of
Travel Shop main page.

User can access travel

e LJGGAGES
- - . . . .

logged in to our system.

By clicking one of the @@:’WS & W
s i r r

categories they cans ee

) ) T
more detail on what is WW

currently selling.

View My Basket

Figure 2.41. Travel Shop main page
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Shop Basket

26 m. Upright Suiter
After user has find a product
L . These cases offer great packing
he/she is interested in, he/she capucity, Thay featars a wiqus;
double divider system with built-in

may add it to the basket by b

clicking the “Add to Basket”
Product Code:

button. Users may also Change pyefered Color: [Sapphie 4
the color they desired and the Price:

uanity: |1 - i3
Q 2 Add to Baske

guantitythey want. Add to Basket feaR
<
Figure 2.42. Adding an item to baske
In the basket interface, you can Here is Your Basket

drop any item from your basket

by selecting the item to drop Dear GUEST, Shop Again

then click the Update Basket

Button. Afterwards, it will be I e T A Lo

frisc 1

refreshed and updated. r book 1
r higgage Craton 1

Total (TTSE);

Figure 2.43. Displaying Shop Bas

Price
45
9.95
72599

8743
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Shop Payment

Different from flight reservation, users can play their selected stuffs in the
shop basket not only by credit card but also MONDEX card. As the items
sold in Travel Shop is not too expensive, we can make use of Internet-micro
payment method to provide a more secure and convenient way for our

customes to pay their bills.

For MONDEX payment, user Pa?ByMnndex

should ready their card into the e
reader when they hit the link. MONDEX
) ) Payment| .
After that the client will ukettere]
connect to MONDEX payment p_ g visaMaster Forp(;r;r?]g IrCar:i
. Name of Cardholder:
For credit card payment, they (GUEST CUFIK
have to type in the correct GEARE Rals DRNROY:
|1234567636543210
; ; credit card Expire-Date:
information before they Yy P (Check Out
checkout. Information like :
type of card, name of card Figure 2.44. Payment Scre
holder, card number and Payment Done!
Thanks for Your purchase!
expire date is necessary .
Payment : sSU8 4.5

Eeference#: 00000074

Payment Compliant

upon a successful payment, a
acknowledgement will be
given, then TravelNet will

carry on to the post payment Figure 2.45. Payment Do

processes.
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2.5. Hotel Information

Hotel is an essential part for any travel,
so TravelNet include some useful
information for the hotels of the Asian
cities that TravelNet targeted on. The
cities included Beijing, Hong Kong,
Tokyo, Seoul, Shanghai, Taipei and
Singapore. User can easily browse the
information of the hotels by some click

on the hotel information main page.

LYU9901: TravelNet
Final Year Project Report 1992000

Hotel Information/Request

Beijing
Capital Hotel
Holiday Inn Crovwne Plaza

ShangHai
New Asia Tomson Hotel
Poritman Ritz- Carlion

HongKong
Regal Airport Hotel
Great Eagle Hotel

Hotel reservation is not available since

Tanawm

our project time is limited and the

Figure 2.51. Hotel Information Main Pag

11

mechanism is more or less similar to

that of flight reservation, so we miss that

o
out. =A

Pm-ilmm éhungrl-l_.;g

SIARCHAI
R A

el

The snapshot on the right shows a samg

l I I ll.—n PRNEIARARE l'

hotel information page of TravelNet.

Portman Ritz-Carlton
1376 Nanjing Xi Road,

Information includes description, Shanghal, China

location, room, rates and facilities of a
hotel. Also some images of the hotel will
be posted in the pagélser can still make Pestription

The Shanghai Centre itselfis like a city within a city, offering a complete range
of imaginable business and leisure facilties. There iz a shopping mall that
includes a supermarket, depatment store and ailing office.

Location

a reservation request to the hotel, but

TravelNet will just direct the request to

Located in the vary heart of the city, opposite the Shanghai Exhibition Centra
that houses the Shanghai Art and Culture and Friendship Stores. Many major
business, shopping and entertainment facilties are within the complex. The
hotel is also only 14 kms away from the International Airport.

Rooms And Rates

the specified hotel.

Emra ana af tha BT srams s A Diitas ava s dalisinies kland af stela and

Figure 2.52. Informtion Page of a Hotel
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2.6. Travel Guides

It will be very confusing if a traveler doesn’t
know much about the information of the
places. TravelNet travel guides will provide
users a complete overview of the targeted
countries i.e. China, Japan, Korea, Singapor
Taiwan. Information likebasic description of

the cities, mapof the cities, introduction of

LYU9901: TravelNet
Final Year Project Report 1992000

Travel Guides

Please Select a couniry you interested:
@ China

@ Japan

@ Korea

@ Singapore
@ Taiwan

some famous spot, transportationand the

Figure 2.61. Travel Guides Main Pags

currency

2.7. Online Payment

As mentioned before online payment is a essential part of TravelNet. Flight reservation

and shop checkout needs payment. We had already incorporated with two types of

Internet payment, one is the traditional credit card payment areddther is a new micro

payment method by MONDEX card. We will describe the mechanism of these payment

methods. Also the communication between these payment servers and TravelNet will be

stated in chapter 5.
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Chapter 3. System Architecture

3.1. Introduction

In this chapter, the overall architecture of TravelNet will be shown. Component
connections will be described abstractly in order to give a conceptual idea of how
TravelNet work. Detail design will be provided in the next chapter. Besides, the old

model wil also be illustrated as a comparison of major changes.

3.2. System Architecture Overview

3.2.1 Previous Centralized System

Below describes the old system architecture Of TravelNet. Most of the processes are
direct database access, data manipulati@hgemerating response. The system includes
security concern on Internet connection (SSL) even though it lacks nearly real life

payment system.
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3.2.1 Previous Centralized Systéront)

Client
Web Browser
A
i
Java Enable HTTP
Web Server Request |/ Responseg

Supple
mentary Java
Java iv.
\\CI&SQS Servlets |
Simple
Bank

Database Server

User
Profile
Datahas

__

Inventory
Stock
Datahas

Flight Info Flight Info
Database | ........... Database |

Figure 3.21. System architecture of previous system

Components description:

14

Client Web browsetrClient of TravelNet withan HTTP Web browser that support
SSL connection.

Java enable Web servérravelNet Web server which is capable of running Java
programs, Java Servlets and Java Server Pages for handling client requests
Java Servletdn TravelNet most of the applicatidogic will be programmed inside it
such as database connection and generating dynamic Web pages.

Simple BankA very simple prototype of a bank to simulate credit card transaction.
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Database Serveit consists of a collection of database tables. Tablelsided

TravelNet user profile, flight database of a number of airlines, inventory stock

database for Travel Shop.

¢ User Profile databasét stores all TravelNet user’s profile (username, password,
name, address, etc.)

¢ Flight Information databaseach datafise represents an airline company
database (so it should not be centralized). It stores the information like price,
flight detail, classes and plane information.

¢ Inventory Stock databas@&he data of the product sold in Travel Shop will be

stored in it.

Dataflow descriptions:

Client will use a web browser to access the web services provided by TravelNet Web
server. Data/Requests send from client to server will be encrypted on a Secure Socket
Layer (SSL). Web server will generate response page accordoigtt request and

send back to client browser.

Although Java Servlets can carry out all the application logic by itself, for reusability

of components, we can build some classes for some common purposes.

Database access is essential for client requasth, &s user management, flight

searches and stock management. Java programs can access most of the databases
system by JDBC. For this Java Servlets and Java classes can query the database for

client requests and provide then necessary information.

. At the end of I semester, we can not obtain any secure payment servers to

incorporate with TravelNet, so we simulate a very simple one to handle credit card
payment. When | user checkout from Travel Shop, it will invoke a checkout Servlet

and update the bank dditase for the credit value of the credit card for checkout.
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3.2.2 Current system with distributed components

Client iX. Secure
Web Browser (4 MONDEX
(MONDEX Utility) Payment Server|
Ai
HTTP Java Enable
Request / Responsg Web Server
v viii Secure Payme
i Getaway
Java (Credit Card)
Servlets, Bii‘:g /
JSF Classe
Vi.
i, iv.
Y
Flight Corba Flight Corba Stock CORB/
Server 1 Server N Serve

Airline
Managet
Object

Airline
Managet
Object

CORBA
Stock

Managemen
Object:

U

User
Profile/
Itinerary
Databas

(

Flight Info
Database

Flight Info
Database |

Inventory
Stock M

Inventory
Stock 1

Database Servers

Figure 3.22. System Architecture of current syste

m
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3.2.2 Current system with distributed components (cont’)

The current system is much more complex than before. With secure payment

systems andistributed components added to the previous system, it

becomes more realistic and modular. Now we are going to show the detailed

flow of data of the system.

Components description:

¢

Client Web browserClient of TravelNet with an HTTP Web browser that sopp

SSL connection. For the use of MONDEX, client must be equipped with MONDEX
hardware and software.

Java enable Web servefravelNet Web server which is capable of running Java
programs, Java Servlets and Java Server Pages (JSP) for handling cliesstseq

Java Servletdn TravelNet most of the application logic will be programmed inside it
such as database connection and generating dynamic Web pages.

Java beans and classeBhese Java modules provide reusable functions to fulfill the
requests. JavaeBver pages make use of beans for processing, so that the application
logic can be separated from web design

User Profile databaselt stores all TravelNet user’s profile (username, password,
name, address, etc.). Besides, itinerary of user will be siarprbfile database also.
Flight CORBA serversEach server will manage a single (or a number of) airline
manager object. Query of any airline information must through the airline managers.
These similar objects are distributed by a number of CORBA servers

Flight Information databaseEach database represents an airline company database
(so it should not be centralized). It stores the information like price, flight detail,

classes and plane information.

Stock CORBA serveA CORBA server than manage th@sk CORBA objects.
Each object will manage a stock database, for updating and accessing information.

Any request to the database must make use of the manager object of the stock server.

P18
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Inventory Stock databas&ach database stores a category of prodiketjuggage.
This stock database is different from the previous design, since the database is
distributed by categories.
Secure Payment Gatewdyis a secure payment system for credit card which is
developed by a pogjrad student. Credit card paymeatguest will be handled by this
system.
MONDEX Payment ServeMONDEX is a common smart card system for
international use. The server is maintained by the Center of Innovation and

Technology. The server allows MONDEX card for a payment over the Internet.

Dataflow description

Vi.

Vil.

viil.

Client will use a web browser to access the web services provided by TravelNet Web
server. Data/Requests send from client to server will be encrypted on a Secure Socket
Layer (SSL). Web server will generate response page accordingt iquest and

send back to client browser.

Java Servlets will probably call some classes for processing some functions and Java
Server Pages can make use of Java beans to handle some application logic.

All process related to user profile access will soli the TravelNet users’ database.

These access include login, update profile, etc.

. When a server application need the stock data from databases, it will request the stock

manager in the stock CORBA server using the interface provided by this object.

Stok manager manages all the stock managing module of an inventory database of a
specific category. According to the requests from web server, Stock manager will
consult stock modules to retrieve data from database.

When a flight related query/request is maffom client, Web server will request the
airline managers that reside on different machines for the desired information. Actual
database is abstracted from the interface provided.

An airline manager can connect to their responsible database, data wiltéieved

from the database according to the request from the interface.

If a checkout or reservation process with a credit card payment is going to carry out, a

message of encrypted (by payment server public key) request will be sent out. A
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paymentesult acknowledgment message will be encrypted (by TravelNet's public
key) and send back to merchant. Servlet will then process the result and generate
output.

ix. This connection is between Mondex client machine and Mondex payment Server.
Payment plugirtollect enough information of a payment from TravelNet Web server,
then it request the payment server directly for a payment process. After payment is
done, the result will be return to the client. The Mondex user will pass the payment
result back to Tra@INet and let it to verify the payment result.

Chapter 4. System Design

4.1. Development tools
4.1.1 Java

Java is anobjectoriented languagsimilar to C++, but simplified to eliminate language
features that cause common programming errors. Jawarce cods are compiledinto a
format called bytecode, which can then be executed by a datespreter Compiled Java
code can run on most computers because a Java interpreters and runtime environment,
known as Java Virtual Machines which exists on most of the operating system.

It has a comprehensive set of classes for easier programmiRgrtability and structural
object oriented approach make it suitable for large scale cross platform applications. The
main reasons for selecting Java as a development tools are the easily integration with
CORBA and the advantages for web applications.

4.12. Java Servlet and JSP

Java Servlet is a wellefined Java package that bring great convenience to web

applications. It is a serveside component that is platform and protocol independent.
Servlets can be used to extend the functionality of a-gaablel Web server. Servlet can

be imagined as a faceless applet. Servlets are loaded and invoked by the Web server in
much the same way that applets are loaded and invoked by Web browsers.

The HTTP Servlets replaces the traditional CGI programming in a moneecaent and
efficient way. We can write pure Java language to handle web browser requests. As it is

pure Java programming, all the advantages of Java will still be retained.
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4.1.2 CORBA

CORBA allows applications to communicate with one another no mattérere they are

located or who has designed them. CORBA was introduced by Object Management
Group (OMG) and defined the Interface Definition Language (IDL) and the Application
Programming Interfaces (API) that enable client/server object interaction within  a
specific implementation of an Object Request Broker (ORB).

The (ORB) is the middle ware that establishes the clientserver relationships between
objects. Using an ORB, a client can transparently invoke a method on a server object,
which can be on the sae machine or across a network. The ORB intercepts the call and

is responsible for finding an object that can implement the request, pass it the parameters,
invoke its method, and return the results. The client does not have to be aware of where
the objecits located, its programming language, its operating system, or any other system
aspects that are not part of an object's interface. In so doing, the ORB provides
interoperability between applications on different machines in heterogeneous distributed
environments and seamlessly interconnects multiple object systems.

The nature of CORBA meets our needs in distributing the system components. Airline
companies agreed with a common CORBA interface, different airline companies can

have different approaches ontheir own platform, database design and programming
language used. Airline objects should reside on different machines so performance should

be better than run all airline searches on a single machine.

4.1.3.1. URL Naming services

URL Naming Services igprovided by Borland Visibroker 4.0. It is a simple mechanism
that lets a server object associate its IOR with a URL in the form of a string in a file.

Client programs can then locate the object using the URL pointing to the file containing
the stringified URL on the web server. The URL Naming Service supports any URL
scheme that Java runtime supports, suchtis

IOR stands Interoperable Object Reference. It represents a reference to a CORBA object
in the form of a string. By obtaining this string, the WRaming service can help a client

to resolve the reference to the object. This service will be used for the CORBA object

reference for TravelNet.
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4.2. Database Design
4.2.1. User Profile Database

» USER_PROFILE:

This database stores all necessary infornmatioTravelNet users. Credit card number
is not a compulsory field because it is not secure to store the credit card number in the
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database.
Name Type Nullity Integrity
USERNAME VARCHAR2(12) NOT NULL PRIMARY KEY
EMAIL VARCHAR2(30) NOT NULL
PASSWORD VARCHAR2(20) NOT NULL
FIRSTNAME VARCHAR2(20) NOT NULL
LASTNAME VARCHAR2(20) NOT NULL
TELENUM VARCHAR2(15) NOT NULL
ADDRESS VARCHAR?2(90) | NOT NULL
CITY VARCHAR2(15)
COUNTRY VARCHAR2(5)
CREDITNO VARCHAR2(16)

TRANSCATION_RECORD:
Payment trarections will be recorded in here. For later reference or complain from

users. The second field will be stored as credit card number for credit cad payment and

MONDEX payment ID for MONDEX payment.

Name Type Nullity Integrity
TRANS_NO NUMBER(38) NOT NULL PRIMARY KEY
CARD_NO/ VARCHAR2(16) | NOT NULL

MONDEX PID

AMOUNT FLOAT(126) NOT NULL >0
TRANS_TIME DATE NOT NULL
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4.2.2. Inventory Stock Database
* LUGGAGE_STOCK:

Inventory stock of luggage will be stored in this database. It reveals the actual stock of
Travel Shop.

Name Type Nullity Integrity
PRODUCT _ID VARCHAR?2(10) | NOT NULL PRIMARY KEY
PRICE FLOAT(126) NOT NULL >0

STOCK NUMBER(38) NOT NULL >0

* BOOK STOCK:
Inventory stock of books will be stored in this database. It reveals the actual stock of
Travel Shop.

Name Type Nullity Integrity
PRODUCT _ID VARCHAR?2(10) | NOT NULL PRIMARY KEY
PRICE FLOAT(126) NOT NULL >0

STOCK NUMBER(38) NOT NULL >0

« MISC _STOCK:
Inventory stock of miscellaneous products will be stored in this database. It reveals the
actual stoclof Travel Shop.

Name Type Nullity Integrity
PRODUCT _ID VARCHAR?2(10) | NOT NULL PRIMARY KEY
PRICE FLOAT(126) NOT NULL >0

STOCK NUMBER(38) NOT NULL >0
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4.2.3.Airline Companies Databases

* FLIGHT_INFO
A database stores all the flights operated byAlrtine Company
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Name Type Nullity Integrity
FLIGHT _NUM VARCHARZ2(6) NOT NULL PRIMARY KEY
SRC PLACE VARCHAR2(3) NOT NULL
DEST PLACE VARCHAR2(3) NOT NULL
D _TIME TIME NOT NULL
A _TIME TIME NOT NULL
AIRCRAFT VARCHARZ2(4) NOT NULL
* FLIGHT_SCHEDULE
A datalase for weekly schedule of specific flights
Name Type Nullity Integrity
FLIGHT _NUM VARCHARZ2(6) NOT NULL PRIMARY KEY
SUN VARCHAR2(1) NOT NULL
MON VARCHAR2(1) NOT NULL
TUE VARCHAR2(1) NOT NULL
WED VARCHAR2(1) NOT NULL
THU VARCHAR2(1) NOT NULL
FRI VARCHARZ2(1) NOT NULL
SAT VARCHARZ2(1) NOT NULL
* FARE_INFO

A database stores the fare list of each class of tickets in terms efapdlights and

roundtrip flights.

Name Type Nullity Integrity
FLIGHT _NUM VARCHAR2(6) NOT NULL PRIMARY KEY
OW_FCLASS FLOAT(10) NOT NULL >0
OW_BCLASS FLOAT(10) NOT NULL >0
OW_ECLASS FLOAT(10) NOT NULL >0
RT_FCLASS FLOAT(10) NOT NULL >0

RT BCLASS FLOAT(10) NOT NULL >0
RT_ECLASS FLOAT(10) NOT NULL >0
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« PLANE_SIZE
A database stores the capacity of each plane of 3edasfsservice(first class/business
class/economy class).

Name Type Nullity Integrity
AIRCRAFT VARCHARZ2(4) NOT NULL PRIMARY KEY
FCLASS NUMBER(3) NOT NULL

BCLASS NUMBER(3) NOT NULL

ECLASS NUMBER(3) NOT NULL

« TICKET

A database stores the capacity ath plane of 3 classes sérvice first
class/business class/economy class).

Name Type Nullity Integrity
FLIGHT_ID VARCHAR2(6) NOT NULL PRIMARY KEY
DDATE DATE NOT NULL PRIMARY KEY
FCLASS NUMBER(3) NOT NULL

BCLASS NUMBER(3) NOT NULL

ECLASS NUMBER(3) NOT NULL

* USER_ITINERARY
A database which stores the sold ticket for internal usage.

Name Type Nullity Integrity
TICKET_NUM VARCHAR?2(12) | NOT NULL PRIMARY KEY
FLIGHT_NUM VARCHAR2(6) NOT NULL

NAME VARCHAR?2(40) | NOT NULL

*Note: The above is the databe schema for each airlisempany Since it is not
available to have multiple database for us to use, we simply simulate the situation
by append a code as a prefix to the database table to represent the ownership of
the table. For example, the code foathay Pacific Airways is CX, so all the
tables that belongs to the company are started with CX_, like CX_TICKET and so
on.
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4.3. Online shop Design

In this session, we are going to describe the working mechanism of Travel Shop. It uses
Java Servlet, JIS8nd CORBA stock objects.

4.3.1. Product descriptions Pages

Product description page is necessary for customer to choose a product to buy. Product
supply differ from time to time, so even the page can be statically stored, it will be better
if can be genettad dynamically.

Product page is generated dynamically by a description file with specific format. This file
contain the product ID, product descriptions, image location and price of a collection of
products that are going to be displayed in one page.rBgking use of JSP, the format of
the description page is defined in HTML. Inside JSP, some Java scriptlet read in the
product information from a description file and output them in the HTML format that had
already specified in JSP.

Product item informationmay be removed, added or updated. Making use of a static
HTML file may be difficult to achieve this. Maintain a description file is easier than
managing an HTML file with output format and data inside.

It is possible for the data of the description filéo be stored in a database system, but it
will have a dependency on a DBMS. For this simple page generation, we choose to use a

file instead.

4.3.2. Shopping basket mechanism

Every user of Travel Shop will have a virtual shop basket; it keeps track of thiems a
logged in user had selected. Java Servlets can save any Java objects into a session of the
http client. An HTTP Session contains a collection of keyalue pair. An object can be
mapped to a key and put it as a session value. Using a session, temiselected can be
stored.

When an item is going to add to the basket, it will first check for whether there is enough
stock for the user to buy it. A Java bean is responsible for checking stock level. This

stock bean will use the CORBA interface of th@ek object, which is responsible for the
inventory stock of the category of the item to be selected. After the request of stock bean
had finished, it will be acknowledged. Upon the status of stock, the shop basket will be

updated. For removing an item siimply updates the session value.
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If a user wants to checkout the items in the shop basket they have to choose the way for
check out (Credit card & MONDEX card). For MONDEX payment, user will connect to
Payment Server directly. For Credit Card paymemniavielNet will be act as a middleman
between the Payment Server and user. For both payment methods, upon a successful
Payment, post payment process will be carried out and an acknowledgement page will be
generated.

Shop Basket will not be stored in databak will only be stored for a login session.

4.3.3. Post Payment Process

After payment is done, the responding change of stock will be updated through the stock
bean again (quantity of sold items is deduced from database). Some other things have to
be recorded for reference, they are the delivery log and transaction record. Delivery log
keeps the items to be deliver and transaction record is used for future reference of

payment problems.

4.4. Stock Management
4.4.1. Mechanism

Stock is managed by a CORBg#bject resides on a machine other than the Web server

machine. As mentioned before a Java bean is responsible for resolving reference of this
object and invoke the method for access stock database indirectly. The IOR of this
CORBA object is placed on anahweb server. Stock bean resolve the reference by
obtain this IOR.

The interface of stock CORBA object provides 2 main methods. They are checking the
price of an item and ordering an item. In the Following subsection, we will describe the
interface in moe detail.
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4.4.2. Communication Interface

¢ Stock Manager Interface
interface StockMgr{

Stock open(in string name);

¥

This interface will return a stock object of a specified category. For example, a luggage
stock management object. When the requestgdct is not instantiated, an instant of this
interface will be created and be resided on the CORBA server then the reference of it will
be returned. When the requested object had already existed, a reference of this object will
be returned.
¢ Category Stack Interface
interface Stock {

float check_price(in string pid, in long quanity)
raises (out_of_stock, internal_error);

boolean order(in string pid, in long quanity) raises
(internal_error);

boolean reset() raises (internal_error);

¥

This interface represents a stock manager of a specific category. It provides 3 methods
for maintaining the stock.
Check price method will return the price of the item of this category when the item stock
is enough otherwise an out_of_stock exception will beedi
Order method will first check the stock of the requested item, if the quantity is enough a
true value will be returned and the stock value will be updated. If there is not enough
stock, a false will be returned.

A reset function is provided for theack to reset to default values.

All of the methods above will raise an internal exception when there is some non -

recoverable error happens.
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4.5. Itinerary Management Design

Itinerary or every TravelNet users will be stored in a database. The faciptiegided are
similar to shop basket. User can add a flight to itinerary from search results or remove a
flight from the itinerary. Different from shop basket, itinerary update is directly done on
database but not on user session. This is to ensure thestangy of the itinerary because

a user can log off or quit the Web browser any time, then we have to handle this
inconsistency problem if update is made on session first. A Java class is developed to
handle the update of the itinerary database.

Inside the itinerary database, a unique ticket number is used to identify a ticket.

Meanwhile the flight number and the name of the ticket holder will also be stored.

4.6. Flight Search and Reservation
4.6.1. Mechanism

TravelNet provides a number of ways to seardbor a flight. Single flight search, round

trip search and direct query. Airline manager is developed for each airline for them to
serve their client independent of each other. TravelNet will collect all information from
these airline managers of differemompany and display them to the user in response to
their request.

Airline manager class is responsible for resolving the reference of the CORBA airline
service objects. Search parameters from user will be passed to the methods provided by
CORBA airline manager objects. Result will be returned to the Servlets that handle the
response page to the user. Result will be formatted and printed on the Client browser.
Based on the search results, user can select one of the flights and add it to itinerary.
He/She an keep updating the itinerary by searching new flight or adding specific flight.
After a user had confirmed on a flight, he may then reserve it. The process handle client
request will be connect to a CORBA airline service again and to reserve thattitigét.

For reserving a flight, payment process will be executed first then a book request will be
issued to the airline service object. The availability of that flight of the corresponding
class will be reduced in the database. As the airline serviceabpforms TravelNet that

the flight is reserved, this flight item will be removed from itinerary.
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4.6.2. Communication Interface

¢ Airline Service Interface
string query_all(in string serv_type, in string src_place,
in string dst_place, in string seat_class,
in string dweekday, in long mindt,
in long maxdt, in string rweekday,
in long minrt, in long maxrt,
in string dept_date, in string retr_date)
raises (internal_error);
string query_one(in string flight_num,
in string serv_type, in string seat_class)
raises (internal_error);
boolean is_flight_exist(in string flight_num,
in string weekday, in string seat_class)
raises (internal_error);
boolean is_seat_avail(in string flight_num,
in string dept_date, in string seat_class)
raises (internal_error);
string book(in string serv_type, in string holder_name,
in string dept_fnum, in string dept_date,
in string dept_seat_class,in string retr_fnum,
in string r etr_date, in string retr_seat_class)
raises (internal_error);

Query_all will carry out a full search of the airline database according to the search
options (parameters). It is used for a single filght search. For round trip, we just do single
search tvice and give a discount on total of two flights. In fact, the query result will be
quite complex. The easiest way to return it back to client is concat the result in a string

with specific format.
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Is_flight_exist is called to check whether this flight exst, a Boolean true will return if

flight exists otherwise a false will be returned. Similar to this, is_seat_avail is provided to
check whether the seat is available for this flight and seat class.

Book function of this interface allows client to book &gtht. A unique ticket ID in a form

of string will be return for successful booking, otherwise a null string will be returned.

4.6.3. Performance Comparison

We had conducted a performance comparison on CORBA and-@DRBA version for

Oneway flight searchand roundtrip reservation time (in ms). The results are as below:

Experiment 1: Onavay flight search between Hong Kong and Taipei

Run Distributed version non - distributed version
1 19010 13139
2 15883 11146
3 16364 11878
Average 17086 12054

Expeiment 2: Rounetrip flight reservation between Hong Kong and Beijing

Run Distributed version non-distributed version
1 5668 5819
2 5828 4877
3 5734 5051
Average 5743 5249

It shows that performance of distributed version will not be better than that of non-
distributed version. Distributed components have other advantages that are essential for
such as application.

Location of airline manager object is transparent to the online traveling agent, even the
machine host is down, and it can be migrated tther host without the notice of agency.

Meanwhile, it is not practical that a machine to be uncharged in such a large database. In
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case of this server is down, the whole system will be down also (single point failure), so
distribute it can provide a bettéult tolerance.

The performance measurement above just shows the scenario of single user, if the
number of user increased, a performance bottleneck will appear in a centralized system.
The performance would be very poor and server may be down easily bec ause of

overloading.

4.7. Web Site Map

There is not much different in the appearance of TravelNet, so the site map is more or
less similar to the previous one. The updates are Hotel information and Booking of
Flights.

TravelNet
Index
[
|
[ [ I
User Booking Hotel Travel Trave
Section Flights Information Shop Guide
[
[ I I .
| User || Single — Beljing Luggage Guides & Misc China
Login Flight ~ | [~HongKong Shop Maps Stuffs Hong Kong
— Shanghai Japan
New user Round ~ 2?0‘“ Oyster China g_orea
| Registration | || Tri — Singapore Ingapore
: P — Taipei Lark 750 Hong Kong
| |View/Change | | | ttinerary | — Tokyo gIltrr]aIIte 3 JKapan
Information Management houette orea
Singapore
| | View/Change
Itinerary
| | View/Change
Basket
Logout

Figure 4.71. Web site map of avelNet
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4.8. Seurity Concerns

TravelNet as an online E-commerce application, it needs customers to provide some
confidential personal information to make transaction done. One of the most important
information is credit card number. Besides, name, telephone, addressagtcnecessary
for an Web application to provide services to them. That means these essential
information must be able to send securely in order makecBmmerce exists in real life.

One of the most common protocol used nowadays is SSL (Secure Sockek Layer

4.8.1 SSLIntroduction

SSLis the Transmission Control Protocol/Internet Protocol (TCP/IRhat governs the

transport and routing of data over the Internet. Other protocols, such as the HyperText
Transport Protocol (HTTP), Lightweight Directory Accegsotocol (LDAP), or Internet
Messaging Access Protocol (IMAP), run "on top of" TCP/IP in the sense that they all use
TCP/IP to support typical application tasks such as displaying web pages or running

email servers.

The basic idea of Netscape on security is that the programming for keeping your
messages confidential ought to be contained in a program layer between an application
(such asnveb browser or HTTP) and the Internet's TCP/IP layef®ie SSL protocol runs
above TCP/IP and below highdevel protacols such as HTTP or IMAP. It uses TCP/IP

on behalf of the highetlevel protocols, and in the process allows an S®&habled server

to authenticate itself to an SSienabled client, allows the client to authenticate itself to

the server, and allows both makés to establish an encrypted connection.

Netscape's SSL uses the pubdindprivate key encryption system from RSA, which also
includes the use of a digital certificate. These capabilities address fundamental concerns

about communication over the Intetrand other TCP/IP networks:

= SSL server authenticatioallows a user to confirm a server's identity. SStenabled
client software can use standard techniques of pulily cryptography to check that
a server's certificate and public ID are valid and havebeen issued by a certificate
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authority (CA) listed in the client's list of trusted CAs. This confirmation might be
important if the user, for example, is sending a credit card number over the network

and wants to check the receiving server's identity.

= S9 client authenticatiorallows a server to confirm a user's identity. Using the same

technigues as those used for server authentication, SSlabled server software can
check that a client's certificate and public ID are valid and have been issued by a
cettificate authority (CA) listed in the server's list of trusted CAs. This confirmation
might be important if the server, for example, is a bank sending confidential financial
information to a customer and wants to check the recipient's identilowever, his
function is not used as it is not a common practice for every user to apply for a client
certificate before using our service. We just use our user account system for this

purpose.

= Encrypted SSL connectiaequires all information sent between a alieand a server
to be encrypted by the sending software and decrypted by the receiving software, thus
providing a high degree of confidentiality. Confidentiality is important for both
parties to any private transaction. In addition, all data sent over anrerypted SSL
connection is protected with a mechanism for detecting tampering --that is, for

automatically determining whether the data has been altered in transit.

SSL comes in two strengths, 46it and 128bit, which refer to the length of the "session
key" generated by every encrypted transaction. The longer the key, the more difficult it is

to break the encryption code.
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4.8.2 SSL in TravelNet

Due to it is reliable and popular, we decided to use this as our protocol for server

authentication. There is no other way for use to provide encryption for Web
communication on browsers.

Since a number of web servers and the major wélbowsers €.g. Netscape and Internet
Explorer) have already supported SSL, the major thing for uss&SSL is to get a server
certificate and a fixed IP machine for the web server such that we can use it to apply for a
digital certificate for the web serverOn the other hand, client side authentication is not
yet popular on the Internet, so we just limited the authenticatiotherfravelNet server.
Once the machine is settled, we have applied a trial certificate from Entrust
Technologies, which is an international CA. Trial version of the certificate works just the
same as the commercial one except its valid period is shortefThe key length of this
certificate is 40bit. Although it is doesn’t give the maximum security, that's enough for
our purpose as the use of 1PR is the same as 4bit key.

After installation the certificate into the web server, the SSL connection isdg#o use.

In our system, we just need to refer our code (html) for form submission by https, which
is a syntax of calling SSL through URL. An indication of the SSL enabled connection is

by a small lock icon in the browser.

a TravelMet - Flight reservation - Microzoft Inte_. =] E3

e Pller O a

Address IE httpz:/Antsvrd. cee.cubk. edu bk J P’ Go

er Elight

Welcome to TravelNet -

an online travel agent to help you to reserve airline tickets for th
Azian cities and the rezpective haotelz. YWe alzo provide a shopping

Earies at your convenience. -
|

Ei|
3 I_ IE | Intemet i

A lock indicating
Secured connection

Figure 4.8.2. TravelNet on SSL Connectign
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Chapter 5. Payment Methods

5.1. Introduction

E-Commerce can't be developed if there is no secure payment methods. People who pay
for the services provided by online company must be sure that they pay for their service
without the risk of losing more money than the service worth. Moreover, it's
unacceptable that their payment information is stole by illegal user so that those people
can buy things on the Net without paying bills. When there is no trusted service for
customers, they will not join into these Hctivities. Providinga secure payment method

is a must.

Even though it seems risky for Internet payment, there is nothing that’s any risk at all.
Credit cards and smart cards can also be used illegally when someone stole if from your
purse. The probability of your cards are bing stolen is greater than that of your cards
information are being leaked to hackers.

In this session, we are going to describe two payment methods that used by TravelNet.
They are credit card payment and smart card payment. By integrating these payment

methods into TravelNet, it looks more realistic and complete.

5.2. Secure Payment Method on Credit Card

Credit card is the most common way for Internet Payment. Almost every one has one and
money can be credited to service provider once the card inforomat approved. Due to

this convenience, anyone who gets the card information can shop online without getting
authorized by the card owner. This situation is unacceptable. The most effective way to
secure the card information, that is being sent on thig iNencrypting it.

TravelNet had made use of a payment system proposed by egpadtstudent of CUHK.

It's secured by using a publicprivate key encryption for encoding information. In the
following sub-section, we will describe in detail on its systerarchitecture, performance

and security level.

P36



LYU9901: TravelNet
Final Year Project Report 1992000

5.2.1.System Architecture

1 TravelNet 2 Payment
Customer———>1 —»| Gateway Bank
(PG)
C\:/I\i/:rtl)t 4 > (Acquirer
D — 3 & Issuer)
4—

Figure 5.2.11: Credit Card Payment Architecu}e

1. The customer first goes to the TravelNet homepage and browses products, and puts
the selected goods into a virtual shop basket. After the customer finishes choosing the
productsthe payment process is triggered by clicking a checkout button on the show
basket user interface. A secure connection between the customer and the TravelNet is
established using SSL protocol for communications. The customer then enters
personal informatiorand credit card information into the browser. In addition, the
product information and the total amount will be included in the message, which is
sent to the TravelNet. The message content (M1) in this step is

2. Upon the receipt of message M1, the TravelNean get the desired item listing and
credit card information of the customer. The merchant then requests payment
authorization and validation of credit card from cardholder's financial institution by
composing a message (M2) which consists of the custé@rsonal and credit card
information, together with the total amount and the merchant's name (TravelNet).

This message will be encrypted by the merchant's private key to serve as an
authentication. A header, which contains the merchant identificationmber and a
number, denoting the payment option the customer chose, is attached to the message.
The whole message is encrypted with the payment gateway's public key to prevent
eavesdropping and message tampering.

3. When the PG receives the message (M2) frothe TravelNet, the PG first uses the
private key to decrypt the message to get a decrypted message and a header. The PG

will notice the message is sent by a specific merchant(TravelNet) but only the
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merchant's public key can decrypt the header message. NEXG will communicate
with the issuer (the bank issue customer's credit card) and the acquirer (the bank
where TravelNet account resides) through an existing banking network, which is
assumed secure. After the PG receives the response from the issug¢haratquirer,
the PG will compose a message (M3) including the response (whether the credit card
is valid and the purchase is within the credit limit) and a receipt to the merchant for
record purposes. It is then encrypted by the PG's private key for authgcation. In
addition to the message, the PG's certificate is adhered to the message. The whole
message is encrypted by the merchant's public key for privacy and security purpose
4. Upon the receipt of the PG's message, the merchant will decrypt the messagjag
the private key and then using PG's public key to obtain the original message. After
checking the result, the merchant will compose an neencrypted message (M4) to
inform the customer if the purchase is successful or not. The message will be
displayed as an html document for the customer. Since TravelNet only support server
authentication, M4 will not be encrypted. Meanwhile the content inside M4 need not

be contained any private information, as customer already knows it.

5.2.2 Security Concerns

Fora system to be secure from potential attacks, it should handle the attacks on
eavesdropping, messagéampering and masquerading TravelNet and the payment

system aresecure from those attacks.

= Eavesdropping: Attackers cannatee the contentsf the message (M1) transferred
from client browser to TravelNet server on the personal information throughout the
payment process. The customer's information is encrypted by the SSL protocol. The
TravelNet payment request message (M2) sent to PG is encrypted by@® fblic
key. Besides, the acknowledgement message (M3) sent back to the TravelNet from
PG is encrypted by the TrravelNet’s public key. Hence, no one can understand the
message except the one who owns the corresponding private key for message

decryption.
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= Message tamperingAny encrypted message cannot be tampered with, since it will
not be possible to decrypt it after it has been changed. By using messatjgests, a
digitally signed message cannot be tampered within M2 and M3, for example,
digitally signed messages are used to prevent message tampering attack.

= Masquerading: TravelNet system gets a server certificate from a trust third party for
authentication purpose. Masquerading is consequently prevented on the system.
Moreover, m essages are authenticaed with a digital signature to prevent
masqueradingAs a digital signature usesan owner's private key, no other people

ownsthe private key except the owner

5.2.3. Performance Measurement

We had conducted an experiment on the performance of the paygeetvay (PG) with
TravelNet. In our experiments, the server always allows concurrent users to request a
payment and all the requests can be executed concurrently. In TravelNet, however, can
specify the type of execution scenario, either sequential or conairrent. For a single
request, the total checkout time in TravelNet is between 1.7 seconds and 2 seconds. The
time could be as long as 10 seconds in the worse scenario. To filter out noises, we
perform 5 executions to obtain the average time measure for eadata point in every
experiment. The performance measurement is based on two different models: Multiple

threaded model and singtereaded model.

In the multiple -threaded model, requests are processed in parallel. Each request will

obtain only a portion of the server resources, which is inversely proportional to the

number of requests. For example, when there are 10 concurrent users requests, each client
process will be on the average 10 times slower than each executing alone, as each of

them only grasp 10% of the server resources. The time of overlapping processes will
consequently be longer. There is also an extra taskswitching overhead that is very
significant when the number of tasks becomes large. As displayed in Figure 5.2.31, the
payment processme increases as the number of concurrent user increases. We can also
see in Figure 5.2.31 that the total payment process time is divided into two parts: time

spent on the Merchant client and time spent on the Payment system server. In terms of
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the portionof time spent for the total checkout process, payment server contributes over
80%.

|—0—Average Total CheckOut Time#®— Average Time spent on Pk.‘a
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Figure. 5.2.31: Payment Transaction Time in Multiflereaded Model

|+Average Total CheckOut Time  Average Time Spent on P|G

20000
17500
15000
12500
10000

7500 /.41/_'
5000 8

0 1 1 1 1 1 1 1 1 1
1 2 3 4 5 6 7 8 9 10

Process Time (ms)

Number of concurrent users

Figure. 5.2.32: Payment Transaction Timeingle Threaded Model

In the singlethreaded model, TravelNet clients request in a{fo@tnefirst-serve manner.
Every request waits for all the previous requests to be finished before it can gain access to
the server resources. Figure 5.2.32 showsélaverage total process time and the time

spent on PG for the singlethreaded model. As a comparison, we can see from Figure

5.2.33 that its average process time is much shorter than that of the multipkareaded
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model. The main reason is due to databaseesource conflict for the multiplethreaded
model when the multiple concurrent processes access the PG, which currently has only
one merchant, namely, TravelNet. As the PG server resources have to be shared among
the multiple requests, the requests will dokesource (e.g., lock a data item) and compete
with each other, thus delaying the complete time. In the singlhreaded model, server
resources are not shared among the requests and only agagfiching time is necessary
between each request. As the regmse time is quite important in such an interactive
application, the singkthreaded model behaves better than the muHipteaded model. It

is noted, however, that if we have multiple merchants in the PG, which handles different
requests with independemerchants, the multipkhreaded model would be significantly

improved.

—&— Average total in multple-thread mode
—— Average total in single-thread mode
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Figure. 5.2.33: A Comparison for Singlehreaded and Mulirhreaded Model

For a better performance for TravelNet, we decided to use a Singl@eadedmodel for

TravelNet’'s checkout policy for credit card.

The payment processing time can be divided into two parts as well: the time required to
perform cryptography algorithms (including message encryption and decryption), and the
time required to transmit messages and handle payments. Figure 5.2.34 shows the
comparison on the payment process time on the PG regarding the overhead due to

cryptography. We found that when the number of concurrent users increases, the gap
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showing the difference on the processrite between using cryptographic algorithms and
without using them becomes larger. This overhead indicates that for a more secure
payment system, there is a tradeoff on the time to handle payment transactions. This

tradeoff is quantitatively provided in TvalNet for a detailed analysis.

|—0— No cryptography —#— Cryptography |
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Figure. 5.2.34: Singldhreaded Model on the Payment Transaction Time on PG
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5.3. Micro Payment Method

Smart cards becoming more and more popular over Internet payment since it is
convenient ad more secure. Mondex is some of the most famous steakie smart card

in the market. On the Mondex card, there is a microprocessor embedded on it. This
microcomputer has been programmed to function as an "electronic purse”. The electronic
purse can be laded with value, where it is stored until it is used as payment for goods or
services at retailers or service outlets or transferred to another Mondex Card, by inserting
the Card into a card reader. The electronic purse can also be locked using a pecstmal

so that only the card's owner can access the value on it.

We met the golden chance that there is a joint project between the Center of Innovation
and Technology of CUHK and the Mondex developing company for the testing of
Mondex in a medium size commnunity, CUHK campus. A Mondex payment server is

ready to use in our computer science department, and we had obtained the equipment that
is necessary for accessing this server and can have a try on actual Mondex payment on

the Internet. We integrate it infbravelNet so as to provide micq@ayment services.

5.3.1. System Architecture

A Brief Description
The concept is as follows.
1. The consumer checks out at the TravelNet, the merchant prepares and signs the
payment request, and gives it to the consumer.
2. The mnsumer goes to the payment server and submits the payment request.
3. The payment server verifies the signature of the payment request. Ifitis correct,
it proceeds with the payment.
4. The payment is completed, Payment Server prepares and signs the pagsuént r
and gives it to the consumer.
5. The consumer goes to the merchant again and submits the payment result.
6. The merchant verifies the signature of the payment result. If itis correct, it

proceeds with the pogtayment processing.
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The Payment Flow

Thefigure below shows the flow of a Mondex payment using digital signature.

v

Payment Server

@ Merchant Web Server

O @ & © ©

L » Consumer Web Browser

Figure 5.3.11. The Mondex Payment Flow Using Digital Signature

1. Shopping. A consumer reaches a TravelNet and logged in, he or she either interact
with the TravelNet shopping system or selects the desired products. After they
selected the desired products, he/she wants to pay for the service charge, for example
to pay for the electric bill.

All the item selected will be displayed in the shop baske of TravelNet. After the
customer had confirmed to buy the items in the shop basket then they can issue a
check out operation to start the payment.

2. Confirm the payment. From the payment confirm web page, the consumer selects
one of the available paymert methods, which can be Visa, Master and Mondex.
Finally the consumer presses the Confirm Payment button to confirm the payment on
Mondex.

3. Upon requesting a checkout by Mondex, a server program will be run and it does the
followings:
(1 Check whether the ate of payment is valid.

(i) Construct the payment request from database.
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(i)  Sign the payment request using the Mondex Merchant utility library provided
by the developer.

(iv)  Construct a web page embedding the Consumer Mondex Payment plugin
program reference and theorresponding plugin input arguments, and send it
to the consumer. The plugin arguments contain the payment request and the

merchant signature on the payment request.

. The customer plugin connect to Payment

Panrment Fro Tt

Server and start the payment. Upon the ST

consuner receives the web page containing | Merchant name: mi

PagmentID:  TH-MLK-00000018

Payment Amount: USD § 0,01

The plugin connects to the payment servel —siaus

D‘L,. Processing your Mondes papment...
Pleaze wat.

the plugin reference, the plugin is invoked.

via SSL. It authenticates the Payment

Server and then submits the payment

~ Progress

request to it. Payment Server first verifies | SSRNIERNNENRERER
Elpased tire in seconds: 5

the signatuwe of the request, then queues it

up; and eventually the Mondex payment

between a merchant Mondex card and the Figure 5.3.11. A snapshot of plugin

consumer Mondex card begins. Finally, the

result of payment will be signed by Payment Server and send to the consumer plugin.

. Submit the paymedrresult. The consumer plugin calls a another processing Servlet
from TravelNet, say Result, to submit the signed payment result received from

Payment Server.

Deliver the pospayment web page. The Result program first verifies the signature
of PaymentServer using the library provided. If it is correct, it does the post
payment processing and responses a web page to the consumer. It sends a web page

containing the payment result and reference number to the consumer.
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5.3.2. Mondex Client Equipment

Every Mondex client will have a light weight card reader called iReader (figure5.3.22). It

must be plugged into the machine that is used for browsing Internet for shopping.
Besides, a driver of this device should also be installed. A customer managemeaoteon
program (figure 5.3.21) is available for custom to manage his Mondex card and keep
track of payment Records. In this program, user can also can the currency to display,

locking the card and checking the card status.

Mondex Card Manager (FERONSAL CODE HOT ZET)

CardStatis | 3 SetChonge Personal Code | Genersl Setwp
i &% Haivncs ] T Statnent | Tnnet Payment
{7 Show defmult pocket only ot default pocket: ;T_Ts]:n -I
= Show all pockets
Focket balance:
Pocket | Cumency | Balancs | Lot | ; 4
1 i3] KR 100000 \J/;/
Eequery Now Figure 5.3.22. iReadel]
Requery Mew lnzetad Card 1 iz 2t | Whlosh Eerd I Cloze |

Figure 5.3.21. Mondxe management progranﬁ
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5.3.3.The Benefits

Eliminate the communication between the merchant and the Payment Server

It saves the processing power and communication bandwidth on both the Payment Server
and the merchant web server on establishing the SSL connection since client will directly
call a plugin to canect to payment server and process payment.

More convenient shopping

For the use of credit card, customer has to fill in detailed information and send it over the
Internet. This process seems troublesome and customer will naturally worry about the
securty of the payment. By Mondex, all the client has to do is insert the card properly
then issue a start operation on payment. This sounds more easy and convenient.

Favor non credit-card-holder

Not every one own a credit for shopping on Internet since apglfor a credit card have
some restrictions like age and income. Mondex Card favors those who have no credit
card. They can still enjoy the convenience provided by nowadays technolog.

Limited value

Mondex cards have a maximum stored value limit. Evenrdoaked card has been

stolen by others, the maximum lost in monetary value will be at most the maximum value
of a Mondex card.

5.5.4. Security Concerns
Replay of messages

Since the consumer acts as the middle party on delivering the payment request and
payment result between the merchant and the Payment Server, it is possible that the
consumer captures the payment request or result arsuimit them later in order to get
any benefits or interrupt the merchant service. Both the Payment Server and Content
Server should be designed to detect and eliminate any replayed payment requests or

results.

Detection of Replayed Payment Request in Payment Server

To detect the replayed payment request, the principle is to make each payment request
unique Payment ID i s not adequate, because the same payment ID may be used in
payment resume. To achieve that, each payment request will have a GMT time stamp
appended. The time stamp is generated by the merchant and specified in theipfugin

parameters. The time stam is signed, so any change to it will be detected. Hence,
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Payment ID together with the GMT time stamp will used to identify a payment in

Payment Server.

Payment Server will keep a history of the received payment requests. It will check
against each incaning payment with the history to detect if any replayed request.
However it is not feasible to keep each received payment request in history or memory
due to limited system resources. Therefore, Payment Server will first check if the time
stamp is matchd with the current time. Since there is time difference in the merchant
web server and the Payment Server, a tolerant range of time difference say 2 hours is
introduced. If the received payment request is outside this range of time, it is rejected. If
it is within the range of time, it will be checked against the history. So the history needs
only to contain 2 hours of payment request. The history of payment request will also be
saved to disk and be read back when Payment Serverdtaréed next time The tolerant

time difference is configurable.

Detection of Replayed Payment Result in Content Server

To detect the replayed payment result, the GMT time stamp from the payment request
will be put in the payment result sending to Content Server. Therebre, provided the
Content Server is designed to use both the Payment ID and the GMT time stamp to

identify a payment, the replayed payment result can be detected.
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Chapter 6. Conclusion

We have successfully finished a complete Eommerce application, withsophisticated
services and payment methods. Besides some external qualities, we also devote lots of
efforts on the modular and structural deigns.

In the last term, TravelNet contain a number of services, they included member ship
management, Travel Shopinsple single flight search and some travel guides. They are
developed in centralized manner and all the access of database is directly from Servlets
process, which also handle the output layout. Credit card payment is simulated by simple
database access. bkt of the effort last term spent on testing and investigating some
suitable software tools, Web security and hardware for further development of TravelNet.
That’'s why TravelNet seems incomplete and premature in that stage but we prepared a
good base for sito develop a better system in the coming term.

In this term, we concentrate on distributing system components and payment methods
incorporation. For a more modular design on Web layout design and process component,
we make use of the concept of Java beand Java Server Page. CORBA integration for
distributed components is another major enhancement of TravelNet. CORBA Flight
managers and CORBA stock managers are developed and run with TravelNet in a
distributed manner for a better performance and toleraacBy the way, we add some

more services like more flight search option, reservation, itinerary manager and hotel
information.

Payment methods are a great advancement of TravelNet. When combined with credit
card payment and Mondex payment, it makes Traveld more realistic. Especially for
Mondex payment, we can gain the experience of the mechanism of real life micro-
payment system.

As a conclusion, it is a rewarding project for us and the effort we paid on this is a useful

experience that we gain for us devote to the Esociety.
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Appendix

A. Software

= Java API 1.1.8: Java is an objectoriented language, which is poplar all around
the world today. Because of its portability, it grows along with the Internet related
technologies. Its complete and robust API brings pro grammer and software
developer a convenient developing environment. Since it is slower than native
programming language, Java is not suitable for low level programming or real
time processing. On the other hand, it is perfect for net working application
programming.

= Java Servlet APl : Servlets are the Java platform technology of choice for
extending and enhancing Web servers. Servlets provide a componenbased,
platformrindependent method for building webbased applications, without the
performance limitatins of CGI programs.

= Java Server Pagelt uses a format similar to HTML tags. It includes special tags
for including Java scriptlets. Direct usage of component beans help to separate
web design and application logic. JSP will be compiled to Java object coaled
can be start service on Java enable Web Server.

= Windows NT Server 4.0 with [IS 4.0: Windows NT Server is a quite common
commercial product Microsoft Windows NT Server 4.0 is a multipurpose
operating systemspecialized on Server operationdS is a common Web server
for NT servers. It supports SSL server authentication and capability of add new
module for Web services.

= Oracle 8I: A popular database server. TravelNet make use of this DBMS as data
storage. Oracle8i, the database for Internet computing, ¢ hanges the way
information is managed and accessed to meet the demands of the Internet age,
while providing significant new features for traditional online transaction
processing (OLTP) and data warehouse applications. It provides advanced tools to
manageall types of data in Web sites, but it also delivers the performance,
scalability, and availability needed to support very large database (VLDB) and

missioncritical applications.
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= Servlet Exec 2.2 :ServletExec is a Servlet engine. Itis a high -performance,
reliable, inexpensive web application server and Servlet engine that implements
the Java Servlet APl and JavaServer Pages (JSP) standards, components of the
Java 2 Platform, Enterprise Edition (J2EE) suite of standards defined by Sun
Microsystems. Servl&ixec runs on all major web servers and operating systems.

= Borland Visibroker 4.0: VisiBroker is a complete CORBA 2.3 Object Request
Broker (ORB) that supports the development, deployment, and management of
distributed object applications across a variety of hardware platforms and
operating systems. In addition to VisiBroker (the ORB), three other components
are available with this product. They include
* Naming Service
* Event Service
» Gatekeeper

= Mondex Merchant Utility: A utility provide a function for me rchant to sign a
payment request and verify a payment result. This is the essential function for
Mondex payment.

. Hardware

= Web Content Server:Pentium 1l 300MHz, 96MIB memory. A midend machine
is needed for a web server to handle requests concurrentgiadlp our system
request handler is Java Servlet. A Pentium 2 300MHz is just meet our demand. It
is a server with a static Internet address. The Internet name is
ntsvr4.cse.cuhk.edu.hk.

= CORBA Server: A number of Sun Ultra workstations, 128 -MB, 100Mbps-
network speed with Unix Operating System. A nice environment for distributed
network.

= Mondex iReader, Test Card: Test card has a certain value inside for testing
purpose no actual value. IReader is a device for reading data from Mondex Cards.

This device wil be connected to a COM port of a machine.
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C. Client Requirement

= Netscape 3.0+ or Internet Explorer 4.0+: Travel Net client only needs a simple
web browser. It is recommended that client browser is SSL enable because the
client will submit critical informati on through the Internet. This unprotected
transmission is very insecure. If information is being hacked, hacker may use this
information for illegal shopping.

= Mondex customer plugin: A plugin program must have to be install in the client
machine. It will ke invoked when a Mondex payment is issued from merchant.

= Mondex iReader: Used to read and process with Modex card.

D. Program Listing

Module Sub module Number of Number of
Lines characters
Login.jsp 90 3518
LoginBean.java 110 2428
UserSessionBean.java 53 1003
User Profile Register.java 238 8981
Management ViewUserlInfo.java 178 7036
Updatelnfo.java 153 5582
Logout.java 20 464
Sub Total 842 29012
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Shop.jsp 120 3427
ShopBasketBean.java 44 1383
ViewBasket.jsp 152 5730
CheckOut.java 250 9327
Travel Shop mondex.jsp 90 3580
Mondex.java 78 1930
Result.java 265 9248
mondex.bas 72 2299
Sub Total 1071 36924
Stock.idl 17 391
StockMgrimpl.java 20 547
Stock Management ["SiockServer.java 25 747
Stockimpl.java 107 2931
StockBean.java 62 1841
Sub Total 231 6457
AM.idI 27 1144
AirlineManager.java 498 13716
SearchFlight.java 510 21009
Airline Service RserveFligitjava 353 13596
AirlineServer.java 53 1843
AirlineServicelmpl.java 484 14124
Sub Total 1925 65432
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ItineraryManager.java 482 13211
ltinerary Management Addltinerary.java 84 2539
Viewltinerary.java 293 14074
Removeltinerary.java 43 1236
Sub Total 902 31060
Hotel Information hotelresv.jsp 175 7881
Hotel.jsp 60 1748
Sub Total 235 9629
Supplemantary Mail.java 39 1471
Classes Html.java 20 523
Database.java 45 1373
Sub Total 104 3367

Total Number of lines = 5310
Total Number of Characters = 181881
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