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1. INTRODUCTION

1.1 Background

With the fast growing of Internet accessin Hong Kong and everywhere else, network security
comes up to be amajor concern in doing business on the web or protecting individual or company
privacy. The security issues on distributed systems have been widely discussed. Basically the
security requirement of an organization covers the aspects including user identification,
authentication, data encryption and decryption as well as protection which finally resultsin building
and protecting a private network securely against any intrusion and loses. However, it was stated in
news (15April 1999, the Oriental Daily News about “Hackers") that less than 50% of small to
medium size companiesin Hong Kong adopts any security measure such as firewall, with aview to
protecting their network sites against any external attacks or intrusion. It seems that most of these

companies are not aware of the severity of their security problems.

Asamatter of fact, one of the most effective ways of securing an internal network is using firewall.
Many large organizations gaining access to the Internet would have their firewall built up. Once a
firewall system isbuild up, hard testing has to be started before the live-run, to seeif thefirewall is
effectivein protecting the internal network. Testing on firewall isimportant and would be made as

part of an audit or assessment on the firewall.

In this project, the common security issues and interesting topic are researched, in order to get a
clearer picture of how the security problemsin the web are usually dealt with. Furthermore by
setting up afirewall system with the Linux TIS firewall package and arouter, it is expected that a
secured firewall could be implemented with al the necessary security featuresin this project.
Furthermore, is there any tradeoff between higher security and network performance? How much
performance gainsor loss if afirewall isused for security concern? This paper examined the impact

on performance of firewall by doing sometesting on the firewall system.

In fact, Security ismore or less a“ people problem" since most of acompany’s real security
problems will be related to the company’ s staff and their attitudes, not to the technical security. In
thisway, if acompany hired a hacker, the company may be exposed to the possible dangerous
people. In addition to sounded technical security, proper and well known * usage guidelines’ for the
network isimportant in ensuring the network security level. Also good procedures for handling

calls from users asking for passwords to be renewed and for handling private information have to be
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carefully established. The procedures, practice and guidelines of an organization have to be
evaluated from time to time, to ensure they are conformed to organization security policy and
standard. In this project, various security policies were covered in more detailsin the section of
literature review. Also they were implemented in thefirewall system of this project. Security and

performance tests are used to determine how effective the policies are in securing a private network.

Finally with all the support from the security and performance testing results, it isinteresting that a
security to firewall performance relationship matrix is proposed and presented. Further works on

studying the many combination of various security levels and firewall performance were suggested.

1.2 Purpose of Study

This project is to study the security issues on distributed systems. By desk research on the various
security related topics such asidentification, encryption and decryption, and by some experiments
on firewalls, an in-depth approach about securing an internal network with firewall will be
presented in the project. Moreover, different firewall policies and configurations will be attempted
to determine the impact from added security on the firewall performance with respect to data

transfer. The objectives of this research are specified as follows.

l. To survey on the various distributed systems security related topics such as encryption and
decryption schemes, network authentication protocols and firewall in the literature review.

Il. To evaluate the security control and performance of different firewall configurations by
doing some testing on firewall with different firewall security levels and proxy services.

I1. To investigate the impact of different levels of firewall security and measures on the
performance of firewall system and try to quantify the performance difference.

V. To determine how well the various firewall systems in guarding the private network against
some potentia external attacks and scanning from network scanners such as 'nessus.

V. To examine and try to deduce a relationship between security and performance from the
testing resullt.

1.3 Assumptions

- Asthefirewall system for this project is set up as asmall intranet attached to the department
network, it is assumed that the computer LAN isthe Internet and the department’ s complex
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network is good enough to play asthereal Internet. All the testing would be done under

such atesting environment in the department laboratory.

The firewall system for this project would be built up by using the limited resource from the
department, it is supposed to be smulated as areal firewall as possible. However, it may
not be the same as the real working firewall under certain extent, at least the intranet may
not be comparableto an rea interna network, and the department users may not be

perceived asthe various Internet usersincluding the network hacker.

The network intrusion would be simulated as the real cases as possible in order to audit the
firewall system. Some publicly available network scanners would do attacks and network
scanning on firewall from outside and they would be adopted in the testing for this project.
It is believed that the scanners adopted in the project would be effective in determining any
possible the vulnerabilities and security flaws of the firewall from outside.

The security level of the firewall system is assessed according to no published security level
on computer systems. However it is setup with appropriate network components and
security measures needed to implement the seven security levels and policies suggested in
this project, without seeking any professiona assistance or expertise. Based on only my
personal assessment and opinion, the assessment may be somewhat subjective, but is

assumed to be adequate.

This project aimed at exploring the difference of network performance among different
security levels. It is assumed that the performance figures measured under a particular
firewall policy was accurate and suitable for comparison, even no effort was made to

validate the figures and there was no need to do so.

In live cases, tests and experiments to be done are usual ly used in auditing, assessing and

determining the security level of a secured firewall. However, on the other way around, the tests can

be used to determine the performance of the firewalls of different security levels. For this project, it

is assumed that the security level of aparticular firewall is predefined with some security measures

and firewall policies, testing is only used to ensure that the actual security implementation is

expected. Theterm “firewall policy”, “configuration”, “level” are always referred to a particular
firewall setup.
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2. LITERATURE REVIEW

2.1. CRYPTOGRAPHY

In the old times, cryptography was developed by military to conceal the content of secret message
from enemies which could not understand the message even they got it without akey. Nowadays,
computer isthe main tool for cryptography and distributed communication system depends alot on
cryptography to assure communication authenticity and message integrity. In other words,
cryptography is applied in dealing with that various security threats encountered such as address

spoofing attack in the Internet communications.

2.1.1 Symmetric and Asymmetric Cryptosystems

In general, a crytosystem comes with two important procedures, encryption and decryption [19].
Cryptosystems can be divided into two classes, the symmetric and asymmetric. For symmetric
cryptosystem (also called shared key or private key cryptosystem), encryption and decryption key
are the same and must be kept secret. For asymmetric cryptosystem (also called public key
crytosystem), the encryption key is different from the decryption key. The encryption key can be
made public whereas the decryption key has to be kept secret.

Encryption is the function, which encrypts arbitrary messages with encryption key while decryption
function isto recover the message into its original form from its encrypted form by using the
decryption key. Encryption and decryption satisfy the relation as:
M is message space, Ke X Kp isthe set of encryption and decryption keyg[19].

OmOM : 0K, kN OKeX Kp : {{m}a}k=m

k, k™ are the decryption and encryption respectively. {m} ., can be used as a signature on message
m by P which is supposed to be the only principal knows k.;. Asseen inthe aboverelation, P's
signature on m can be verified by anyone with the knowledge of k.
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2.1.2 SYMMETRIC KEY ENCRYPTION

l. Data Encryption Standard (DEYS)

DES is one of the most popular private key algorithms. It is developed by IBM and became an
official U.S. government standard in 1976. The U.S. government forbids export of hardware and
software product that contains DES implementations even though the implementations of DES are
widely available outside U.S.[20]. Kerberos uses DES dgorithm to encrypt data for various
transactions.

DESisvery fast, at least 100 times faster than RSA a gorithm when implemented in software, and
even 1000 times faster when implemented in hardware where DES uses S-boxes and simple table

look-up functions, while RSA depends much on very-large-integer arithmetic.

The key of DES can be just about any 64-bit number. The effective length is regarded as 56 bits.
Thereisonly one way to break DES, through an exhaustive search of the keyspace with 2/56 total
possible keys which have to take 2000 yearsif one millions keys are tried for every second.[20].

Although DES is very secure, many attempts had been tried to break it. One group known as DES
Challenge (DESCHALL) was set up to meet the challenge. They used the techniques called brute-
force with many computers participating to try every possible decryption key, located at

http://www.frii.com/~rcv/deschall.htm.

. International Data Encryption Algorithm (IDEA)

XugjiaLai and James Massey of the Swiss Federal Institutes of Technology developed it. IDEA
uses block size of 64 bites and cipher feedback operation, which made the algorithm stronger. It
spreads out the content of a plain-text over many ciphertext bits, thus hides the statistical structure
of the plain text completely.

The key length is 128 bits, the longer the key, and the better the algorithm. Due to the use of 64-bit
block size, IDEA works fine for FTP by which large amount of datais transferred, but performs

poorly with Telnet,

Thereis secure file encryption program uses IDEA developed by Fauzan Mirza, called Tiny IDEA
(http://www.dcs.rhbnc.ac.uk/~fauzan/tinyidea.html).
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(. CAST
Carlide Adams and Stafford Tavares developed it. CAST uses ablock size of 64 bits and a 64-hit

key. Alsoit uses 6 S-boxes with 8-bit input and 32-bit output data. The encryption agorithm has 8
rounds, half of the plaintext block is combined with some key material using afunction “f* and then
XORed with the other block in each round, the left one to form a new right block and the old right
one to form the new left block. The function “f of the algorithm can be described as follows[ 20]:

1. Divide a 32-bit input into 4 8-bit quarteri.e. a, b, c, d

2. Divide the 16-bit subkey (the 64-bit key is divided into 4) into 2 8-hit halvesi.e. ef.

3. Process athrough S-box1, b through S-box 2, ¢ through S-box 3, d through S-box 4,

e through S-box 5 and finally f through S-box 6.
4, XOR the 6 S-box outputs together to get the final 32-bit output.

* S-box (selection box) is a set of highly nonlinear functions, which are implemented in DES as

lookup tables.

After the 8 rounds, the two halves will become a ciphertext. For further reference, check
http://www.cs.wm.edu/~hallyn/des/sbox.html

V.  Skipjack
It was devel oped by the NSA for the Clipper chips, which isacommercial chip for encryption using

Skipjack algorithm. This encryption agorithm uses an 80-bit key and there are 32 rounds of

processing in each encryption or decryption operation.

Actually not much is known about this algorithm because it is regarded as secret by U.S.
government [20]. For further reference, check

http://www.cpsr.org/cpsr/privacy/crypto/clipper/skipjack_interim_review.txt or

http://www.austinlinks.com/Crypto/non-tech.html for more about Clipper wiretap chip.

V. RC2/RC4
It was designed by RSA Data Security, Inc. and isavery fast algorithm. Evenitisregarded asa

strong a gorithm, some independent group had taken about 8 days to break the exportable version of
Netscape's SSL which uses RC-4-40. It has key of 40 bits and 128 hits. It has been using by
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Microsoft in their communication service for dial-up and VPN connections using Microsoft Point to
Point Encryption.

VI.  TheBlowfish Encryption Algorithm
Blowfish was designed in 1993 by Bruce Schneier as afast, free aternative to existing encryption

algorithms. Since then it has been analyzed considerably, and it is owly gaining acceptance as a
strong encryption algorithm. Blowfish isasymmetric block cipher that can be used as adrop-in
replacement for DES or IDEA.

It takes a variable-length key, from 32 bitsto 448 bits, making it ideal for both domestic and
exportable use. Blowfish isunpatented and license-free, and is available free for al uses. A Java
implementation of Blowfish is available as part of Cryptix-Java.

(http://www.counterpane.com/blowfish.html)

A reference implementation of Blowfish (ECB, CBC, CFB, and OFB modes) is available at
ftp.psy.uq.oz.auy, fractal.mta.ca, or ftp.ox.ac.uk.

VIl. ThelCE Encryption Algorithm
ICE is a64-hit private-key block cipher, similar to DES. The code implementsthe class IceKey,

which carries out encryption, decryption, and key changes, using the ICE algorithm.

The agorithm and source code are public domain. (http://www.cs.mu.oz.au/~mkwan/ice).

2.1.3 ASYMMETRIC KEY ENCRYPTION

This key encryption helps to eliminate the problems of distributing key to users. However, the keys
used for the algorithm are usually large, with 100 or more digits. Asaresult it incurs key
management and computing overhead problems.

l. RSA
It was developed by 3 scientists, Ron Rivest, Adi Shamir and Leonard Adleman in 1977. It iswell

known as widely used in public key cryptosystem. The keys of RSA are devised as follows.
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- Choose 2 large primes say p and g, and then find their product n = pq.

- Choose another number e, whichis<n, but relatively primeto (p-1)(g-1), then find it
inverse, d, mod(p-1)(g-1). Thatised = 1.

- eisthe public exponent and d is called the private exponent.

- The public key pair is(n, €). The private key isd. The factor p and g must be kept secret.

RSA is combined with MD5 hashing function to sign a message in the RSA-MD5 Signature Suite.
For details, please refer to http://www.w3.0rg/TR/1998/PR-D Sig-label -19980403/RSA-M D5-
1 O.htm.

. Digital Signature Standard (DSS)
It isastandard for digital signaturing by U.S. government. This standard specifies a Digital

Signature Algorithm (DSA) which can be used to generate a digital signature. Digital signatures are
used to detect unauthorized modifications to data and to authenticate the identity of the user who
generates the signature. In addition, the recipient of signed data can use adigital signaturein
proving to athird party that the signature was in fact generated by the signer of the data. Thisis
known as non-repudiation since the signer of data cannot, at alater time, repudiate the signature.

For more details, please refer to:
http://www.eff.org/pub/Privacy/Digital money/Anonymity/Digital money/Anonymity/Digital sign
ature/fips_dss proposed.standard

For the Bulletin of DSS, please refer to:
http://www.eff.org/pub/Privacy/Digital money/Anonymity/Digital money/Anonymity/Digital sign
ature/nist_dss.bulletin

[I1.  Message Digest Algorithms—MD2, MD4 and MD5
Message Digest is the representation of text in the form of asingle string of digits, created using a

formula called a one-way hash function. Encrypting a message digest with a private key creates a
digital signature, which is an electronic means of authentication. In order to avoid intruder attach
any false message onto any other person’ s valid message or signature, it should not be possible to
find two or more than two messages that hash to a same value. The hash function MD5 was
designed specifically to have the property that finding a match mentioned above isinfeasible. (
http://webopedia.internet.com/TERM/m/message digest.html )

The MD5 Message Digest Algorithm is the latest version of the MDs and is considered to be more
stable.
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For more details about MD5, please go to the URL below:
- http://www.cert.org/security-improvement/implementations/i002.01.html
- http://www.alternic.net/rfcs/1300/rfc1321.txt.html

Source code and additional information are available via FTP from ftp://info.cert.org/pub/toolsyfmd5

There had been the security weakness found in Windows NT, which involved the security of the
MD4. To crack the password on Windows NT, there are the utilities available on the Internet. (
PWDDUM P — from http://www.masteringcomputers.com/util/nt/pwdump.htm and NTCRACK —
http://www.masteringcomputers.com/util/nt/ntcrack.htm. )

If running Internet Explorer, which also exposes security flaws, one can try the cracking tools by
accessing http://www.efsl.com/security/ntie .

For other information about security cracking, please go to
- http://www.lullaby.demon.co.uk/rtech/pi/nt.htm

- http://mssg.rutgers.edu/l angroup/online/nt/hack.htm

V.  known as Secure Hash Standard/Secur e Hash Algorithm (SHS/SHA)

SHA, also SHS, was developed by U.S. government. It is capable of producing a 160-bit hash value
from an arbitrary length string. The structure of it issimilar to MD4/MD5. Because SHA produces
25% longer message digest than MD does, it is 25% slower but 25% more secure to brute-force
attack than MD function.

V. Certificates

A public-key certificate is a data structure used to securely bind a public key to attributes, which are
the identification information such as name, permission. A standard for identification is contained
within the international standards for directories. For example X.509 certificate binds a public key
to adirectory name [19]. Privacy Enhanced Mail (PEM) also employs X.509 certificates.
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On the other hand, A digitd certificate is viewed as an electronic "credit card” that establishes your
credentials when doing business or other transactions on the Web. A certification authority (CA) is
responsibletoissueit. It contains your name, a serial number, expiration dates, a copy of the
certificate holder's public key (used for encrypting and decrypting messages and digital signatures),
and the digital signature of the certificate-issuing authority so that arecipient can verify that the
certificateisreal. Some digital certificates conform to a standard, X.509. Digital certificates can be
kept in registries so that authenticated users can look up other users' public keys. [26

Several well-known Certificate Servers are listed as follows;

- Netscape's: http://home.netscape.com/comprod/server _central/support/fag/certificate fag.htmi#1

- OpenSoft’ s: http://www.opensoft.com/products/expressmail/overview/certserver/ which is based
on Distributed Certificate System (DCS).
- Thawteis aleading global provider of digital certificates and digital certificate services for

secure SSL web servers, email clients and browsers. (- http://www.thawte.co.za/contents.html )

Encryption / Decryption Tools/ Scheme
There are many different kinds of commercial tools for encryption and decryption on the market.

For example, the Pretty Good Privacy (PGP) (

http://web.its.smu.edu/~dmcni ckl/miscell/warnzimm.html ) for e-mail privacy, CodeDrag (

http://www.fim.uni-linz.ac.at/codeddrage/codedrage.htm ) for genera data encryption and

decryption. Furthermore, Netscape's Secure Sockets Layer (S9) isa popular encryption scheme
that is now widely mentioned and adopted. Also Microsoft’s encryption tool, Private
Communications Technology (PCT) protocol iswell known as another kind of protocol for secured

communications.
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2.2 AUTHENTICATION

2.2.1 What is Authentication?

It isidentification plus verification [19]. Identification is defined as the procedure by which one

claimsits certain identity while verification is the procedure by which the identify of the one

claimed isto be checked. For distributed communications, the reliable authentication depends

heavily on verification procedure, which in turn greatly relies on effective cryptography and

authentication protocols.

In adistributed system, there are mainly three kinds of authentication [19], they are:

- Message content authentication — verifying that the content of a message received isthe
same as when it was sent.

- Message origin authentication — verifying that the sender of areceived message is the same
one specified in the sender field of the message.

- General identity authentication — verifying that a principal’ sidentity isas claimed. Any
entity in a distributed system, which we can distinctly identified, is regarded as principa
such as a Certification Authorities CA or aclient X.

2.2.2 Authentication Protocol

Thisisthe protocol, which carry out authentication involving message exchange. For more detail reference,

please refer to [24, 19] aswell as http://www.w3.org/Peopl e/ Raggett/security/A uthenti cation.html

Two Popular Authentication services, Kerberos and SPX, are covered in the followings.

I Kerberos[19,20,21]

Kerberosis apopular authentication service and it adopts the symmetric cryptosystem together
with trusted third-party authentication servers.

K erberos uses two main protocols, the credential initiaization protocol and the client-server
authentication protocol, which the clients used to request services from a server. These two

protocols are discussed in the followings.
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The credential initialization protocol authenticates user login and installsinitia tickets at

the login host. The processes are as follows.

Assumptions:

uU: User who want to into ahost H H: Host

T: Timestamp of ticket L : ticket'slifetime
Shared key ky of U : ky = f(password )

Stepl: U H ‘U

User U initiates login by entering its user name U.

Sep2: H - Kerberos :U, TGS
Thelogin host H forwards the login request to a Kerberos server.

Sep 3: Kerberos : retrieve ky and kygg from database
. generate new session key k
: create ticket-granting ticket
tick TGS — { U, TGS, k , T, L}kTGS
Kerberos server retrieves the user record of U and generates the ticket-granting ticket.

Sep 4. Kerberos— H . {TGS, k, T,L, tick TGS}kU

With the ticket-granting ticket, Kerberos server returns the ticket-granting ticket, together with its
identity, user name U, session key k, timestamp T, lifetime of ticket T, encrypted with the public key
of U, back to U.

Sep5 H - U . * password ?“
H asked U for its password.

Sep6: U - H : passwd
and U responses with its valid password.

Sep7: H : compute p = f(passwd)
: recover K, tick g5 by decrypting
{TGS, Kk, T, L, tick 1gs } xu With p.
As p issupposed to be equal to ky = f(passwordy) .
. if decryption fails, abort login; otherwise retain
tick tgs and k
: erase passwd from memory

The client-server authentication protocol is used by the clients usersto request services from a
server. The steps of authentication are as follows.

Sep 1. C- TGS .S, tiCkTes,{C, Tl}k
Client C (the user U above) presentsits tick-granting ticket to the ticket server (TGS) to request a
ticket.

Sep2: TGS : recover k fromtick 1gs ={U, TGS, k, T, L}xras by
decrypting with krgs
: recover T1 from {C, T1}y by decrypting with k
: check timeliness of T1 with respect to local clock
generate
anew session key Kk’
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. create server ticket ticks ={C, S, k’, T, L' }xs
If decryption is successful and T1 istimely, TGS creates aticket ticks for server S.

Sep3: TGS - C A{S K, T, L, ticks }«

TGS presents C with the ticks for server S, the new timestamp and lifetime of new ticket

Sep 4 C : recover k', ticks by decrypting with k

Sep5 C- S s ticks, {C, T2}y

C presents the server Swith ticks and a new authenticator.

Sep6: S : recover k' fromticks={C, S, k', T', L'}«s, by decrypting
with kg

: recover T2 from {C, T2}, by decrypting with k’
: check if T2 istimely with respect to thelocal clock.
The protocol requires loosely synchronized local clock for the verification of timestamps T?.

Sep7: S-C A{T2+ 1}
Server S send back C with the encrypted new timestamp to assures C of the server’sidentity.

SPX [19]

SPX adopts the both the symmetry and asymmetric cryptosystems technol ogy to enhance

security in open-network. [19 ].Thisis used for Telnet authentication ( http://intranet.www-

kr.org/REC/rfc/rfc1412.html ).

It isamajor component of Digital Distributed System Security Architecture. It has a credential
initialization protocol, a client-server authentication protocol and an enrollment protocol that
registers new principals. Only the first two protocols will be discussed in more detailsin this
paper. SPX has aLogin Enrollment Agent Facility (LEAF) and Certificate Distribution Center
(CDC) that correspondsto Kerberos servers and TGSs. LEAF is used in the credential
initialization protocol. CDC is an on-line depository of encrypted private keys of principals and
of public-key certificates for and principals and certification authorities. There are also the
hierarchically organized certification authorities (CAs) which are to issue public-key certificates
and to operate offline and are selectively trusted by principas. Global trust is not needed in
SPX. Each principal Ptypically trusts only a subset of all CAs, referred to as the trusted
authorities of P. In fact, the scalability of the system is greatly enhanced without the global

trust and on-line trusted components.

The SPX credential initialization protocol is performed as followings.

Assumptions:
U: User H : Host

Page 17 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

passwd : password entered by U user T : Timestamp

L : lifetime of aticket n:anonce

h1, h2 : publicly known one-way functions k : asession key (DES)

ky : public key of U ky ™ : private key of U
Kiear : public key of LEAF server Kiear * : private key of LEAF

ka : public key of atrusted authority A of U
LEAF : Login Enroliment Agent Fecility = CDC : Certificate Distribution Center

Sepl: U H : U, passwd
User enters ID and password at Host H.

Sep2: H - LEAF t U, {T, nhl(passwd)} k gar
H applies the one-way function h1 to the password U entered and sends the result, with the
timestamp T and anonce n, in amessage to LEAF.

Sep 3. LEAF - CDC 'U
Upon receiving the mes@age from H, LEAF forwards a request to CDC for U’ s private key which is
stored as arecord ({ky *} h2(password U) » N1(password )) in CDC.

Sep4: CDC - LEAF {{ku™ } re(passworauy » h1(password y) b, {K} wear
CDC returns LEAF with the requested private-key record using atemporary session key k.

Sep 5. LEAF  recover k by decrypting with k_gar
: recover {ky '} ha(password Uy @Nd hl(password ) by
decrypting with k
: verify hl(passwd) ??= hl(password )
: id not, abort

After decrypting the message and getting the data, LEAF would check if the decoded message stored
at CRC is equd to the decoded one entered by use. If not, the login session is aborted. Assuming that
the h1(password,) and the user passwd is not revealed to anyone.

Step6 LEAF - H :{{kuil} h2(pes;wordu)}n

LEAF passes host H the private key of user U.

Sep 7: H  recover ky ™ by decrypting first with n and then with
h2(passwd)

: generate (RSA) delegation key pair (kg ,Kq.1)
: createticket tick ={ L, U,Kq } xu

The host H recovers the private key of U with n and the encoded passwd. Then it generate a pair of
delegation key and create the ticket ticky,

Sep8: H - CDC :U
H requests the public-key certificate for atrusted authority of U from CDC.

Sepg CDC - H . {AlkA}kU—l
CDC replies with the certificate. If U trusts more than one CA, multiple certificates can be

returned to CDC.

In addition, the SPX client-server authentication exchange protocol between client C and server S
is performed as followings.

Assumptions:
C’s public-key certificate be signed by AC, where AC denotes atrusted authority of S
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S'spublic-key certificate be signed by AS, where AC denotes atrusted authority of C

Sepl: C - CDC 'S
C requested S's public-key certificate from CDC.

Sep2: CDC - C { S ks}rasa
CDC returns the requested certificate C then can decrypt it with K 55 (the public-key of AS obtained
by C when it is executed the credential initialization protocol) and verify it.

Sep3 C- S :T,{k}ks,tiCkc,{kd_l}k

ticke (refersto theticky in the credential initialization protocol ) and the private delegation key kq ™
(generated in step 7 of the credentia initiaization protocol), with anew session key k, aresent to S.
Only S can recover k from {k} s , and so recover kq ™ from {ky ™ } using k. Possession of tickc and
the knowledge of the private delegation key ky ~ constitute sufficient proof of the delegation from C
toS.

Sepd S CDC :C
Srequests C's public-key certificate from CDC, which is used to verify tickc later

Sep5 CDC - S {C, ke } kac ™
CDC returns the requested public-key certificateto S

Sep6: S : recover k from {k} s
: recover kg ™ from {kg ™ }«
: recover kg from tickc
: verify that kq and kg ~* from adelegation key pair

Susesthe C's public-key certificate to verify tickc

Sep7. S~ C AT+ 1}
Sreturns{T + 1} to C to complete the mutual authentication between C and S.

For SPX, it eliminates on-line trusted authentication servers and the extensive use of hierarchical
trust relationships, and so are intended to make SPX scalable for very large distributed systems.
However, it isrelatively new and isto be researched more extensively.

Besides these two service there are also the Pretty Good Privacy PGP Signature Authentication, for

which thereis the International PGP Home page: http://www.pgpi.com/. Moreover, Netscape

Communication Secure Socket Layer (SSL) protocol [7] iswell known asit was designed to protect
confidential data sent by Web browsers. For more information, please refer to
http://home.netscape.com/newsref/std/SSL.html , and http://pauillac.inria.fr/~doligez/ssl/ .

For challenge, please go to http://www.portal.com/~hfinney/sslchal.html .
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2.2.3 Authentication Methods

Much discussion on the authentication for distributed computing had been made in the past and its

methods are varied. Here below are the several simpler ones for our reference [22].

Password Authentication

Thisisusualy the first line of defense against unauthorized access, using alogin name and
apassword. In fact, further protection on password should be made such as encrypted
password, instead of sending password as plain text for login authorization. It is because the
protocol of password authentication is easily defeated using eavesdropping. If a hacker has
access to the transmission media, the password message can be listened and recorded by
him/her for later intrusion into the host system. One-time password (OTP) and smart card

authentication are considered as another secure alternatives.

Address Resolution

Thiskind of authentication relies on the address of the packet at the network level, packet
with authorized address is supposed to be routed correctly to the destination. However, a
vader can lieto a host about his address by changing the address in the packet of data sent
to host. In TCP/IP protocol suite the address of communicating entity is easily forged, with

duplicating IP numbers on a subnet with machines masguerading as the other machines.

Trusted Host Authentication

If using Data Encryption Standard(DES) and the public key distribution, certificate
hierarchy is the only trusted entity for identifies verification and public key acquisition.
Thisrelies ver much on atrusted root that everyone (at least the sender and receiver)
believes it to be trustworthy. However, the trusted host can have duplicates on the network,
thus authentication is still possible. On the other extreme, mutua trust among clients would
existsif the clients themselves trusting each other can distribute public keys on their own.

Public Key Encrypted Authentication

Thiskind of authentication usually goes with the one-way hash function, used one time.
For example Kerberos and SPX systems. For details, please refer to the public key
encryption scheme discussed previously. Even it seemsto be a secure enough approach, it
also exposes weaknesses. But the details of it would not be covered in this research.
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Biometrics Authentication
By using the personal physical features such as human retina or fingerprint, for authentication.
However, the week point isthat it relies on adevice that converts the physical feature of a
person into bits. Moreover, this kind of information cannot be changed for the person, the
system will no longer secure if the information is compromised by vader. Consequently,

security relies on a secure communication media used for the transfer of the person’s biometric

password.
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2.3 FIREWALLS

With increasing number of companies connecting to the Internet, on-line security becomes more
and more important. Firewalls were designed to protect the private networks from assaults and
unauthorized access from the Internet. Because afirewall server functionsin reducing the zone of
risk to asingle point of failure, it is designed to be the only door open to the Internet and datatraffic
must go through it in order to go to the Internet. Asaresult the firewall server becomes the
bottleneck for any transactions and communications between the Internet and the LAN, also it isthe

entry point of any assaults from the Internet into the LAN.

2.3.1 Firewall Definitions

Logicaly, afirewall is a separator, arestricter, an analyzer that are used to protected the internal
network against any attack. We can image it as a castle used to prevent us from the outside attacks,
or it isablanket that protects use from fire. It mainly serves the following goals [28]:

- to restrict people to entering at a carefully controlled point;

- to prevent intruders from getting close to your other defenses;

- to restrict people to leaving at a carefully controlled point.

Because of the above purposes, afirewall is often installed at a point where the protected internal
network connectsto the Internet. All the traffic from the internal network is supposed to pass
through the firewall. Basically it isaset of components that restricts access between a protected
network and the Internet, or between other sets of network. When in physical implementations,
there are many different configurations of firewall. As often as not, afirewall is composed of a set
of hardware components such as arouter or a computer, or some combination of routers, computers
and networks with appropriate software installed. The specific firewall configuration for an internal

network will depend alot on the security policy, budget as well asthe overall operations of asite.

Simply speaking, afirewall is asystem, either software or hardware or both, that enforces access
control policy between two networks. It is the manifestation of a company security policy [27].
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2.3.2 Firewall components [23]
It describes main the physical components of afirewall system.

Screening Router

A screening router is a basic component of most firewalls and it can be acommercia router
or a host-based router with some kind of packet filtering capability. Typical screening
routers have the ability to block traffic between networks or specific hosts, on an IP port
level. Some firewalls consist of NOTHING more than a screen router between a private

network and the Internet..

Bastion host

It usually isacomputer running proxy software that is exposed to the world outside the
internal network to be protected. A bastion can be used in al the firewall configurations
except the ‘ screened network’ in which a proxy server is not used [27].

Another kind of bastion host is called a victim machine (or asacrificia lamb). A victim
machine isthe victim as al the communication or attacks are supposed to directed to it
becauseit is the first machine for the internal network exposed to the outside world. Only
the information that is supposed to share freely with anyone and only minimal service
should be placed in the victim machine.

A bastion host is a system identified by the administrator of firewall as acritical strong
point in the network’ s security, to keep intruders out of the internal network. Also the
security of abastion host is a matter of concern, it may undergo regular audits and have

modified software.

Dual Homed Gateway

It isasystem or host bastion placing between the private network and the Internet, and
disabling TCP/IP forwarding. This kind firewall isimplemented without a screening router.
This system or host called a dual homed gateway, is, by definition abastion host. The hosts
on the private network, aswell as the host on the Internet, can communicate with the
gateway, but thereis no direct traffic between the two networks [23].
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Screened Host Gateway

Screened Host Gateway is the most common type of firewall configuration. Thisis
implemented by using a screening router and a bastion host. As often as not, the bastion
host is on the private network and the screening router is configured such that the bastion
host isthe only system on the private network that is reachable from the Internet. The
screening router is configured to block traffic to the bastion host on specific ports, alowing

the authorized services to communicate with the LAN.

Screened Subnet

Thisisan isolated subnet is created and it is situated between the Internet and the private
network. Typically a screening router which implement varying levels of filtering, is used to
block the traffic across the screened subnet. A screened subnet is configured such that both
the Internet and the private network can access to the hosts on the screened subnet, provided
that the traffic from the networks can go through a screening router. In some firewall
configurations, a bastion host will be added to the screened subnet to support interactive

terminal sessions or application level gateway.

Application Level Gateway (or Proxy Gateway)

Much of the software on the Internet works in a stored-and-forward mode such as mailers
and USENET. Application level gateways are the service-specific forwarders or reflectors,
which usually operate in user mode rather than at a protocol level. In fact, running this kind
of forwarding service isimportant to the security of the whole. For example, the sendmail
hole that was exploited by the Morris Internet worm is one of the security problems an
application level gateway can present. Some kinds of applications gateway are interactive,
such asthe FTP and Telnet gateways, which run on the Digita Equipment Corporation
firewalls. In general, the crucia applications level gateways are run on bastion hosts[23].

Hybrid Gateways

Thiskind of gateway is somehow different from that mentioned above. For instance, the
hosts connected to the Internet, but accessible only through serial lines connected to an
ethernet terminal server on the private network. Such kinds of gateways may take
advantage of multiple protocols, or tunneling one protocol over another. Routers might
maintain and monitor the compl ete state of all TCP/IP connections, or examine traffic to try
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to detect and prevent an attack. The AT & T corporate firewall isahybrid gateway
combined with a bastion host.

2.3.3 Firewall Technology

There are two main firewall technologies, they are packet filtering and application level proxy

servers. Basically they differ in many aspects and are discussed in the following parts.

. Packet filtering
Packet filtering is the process of allowing and denying any flow of traffic between two networks,

based on the information found in the header of each data packet, such as the source/destination 1P
address and the port/service number. It is used in setting some rules to accept or deny the

communi cations between two networks,

As often as not, it makes use of apacket filtering router (or packet filtering software running on a
screening router or a computer) to control data transfer between internal network and the Internet.
All traffic into and out of the internal network must pass through the router for data scanning.
Usually we call the type of router, which is used in a packet filtering firewall as screening router.

Thereis no direct traffic between the 2 networks, with a screening or a bastion Host in between

Bastion Host

PRIVATE

< |G | —— P NETWORK

Figure 1. Atypical packet filtering system, by using bastion installed with packet filtering software
Or a screening router
The main information arouter need for packet screening are:
- IP source address (found in packet header)
- IP destination address (found in packet header)
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- Protocol ( if the packet isaTCP, UDP or ICMP Packet, found in packet header)

- TCP or UDP source port number (found in packet header)

- TCP or UDP destination port number (found in packet header)

- TCP ACK flag (useto indicate it the packet is the first packet in a connection or isa
response to another packet, found in packet header)

- ICMP message type (found in packet header)

- The interface the packet arrives on

- The interface the packet will go out on

According to al the above information, we can do the packet filtering by source /destination IP
address, by inbound or outbound service, by port and so on. The screening router will compare the
header information with atable of rules set by the network administrator to determine whether or
not to send the packet on to its destination. If no rules allow a packet to be sent, the router should
discard the packet.

When configuring arouter, we should always make it as simple as possible, The more complex the
filtering router and its configuration are, the more likely that we will make mistakesin its
configurations. When setting rules for packet filtering for afirewall, we should generally find out
whether the purposes of the firewall is either:

“permit any service unlessit is expressly denied” or

“deny any service unlessit is expressly permitted”.

The latter oneis safer and should be always applied if aninternal network security isimportant.

When we have to set up the packet filtering rules, we may set up atable to illustrate the allowed or
disallowed packet as the followings.

Rule | Action Local External Local External Descriptions
Host Host Port Port
1 Deny ! Trouble-Host ! ! Block packet form Trouble-
Host
2 Pass SMPT-Mail ! 25 >1023 Allow packets to our mail
Gateway
3 Deny ! ! ! ! Block everything else

Obviously, the 1% rule blocks all the packet coming from the trouble host, the 2™ rule allow the
inbound connections from any external host using port above 1023 to the internal SMPT mail server
at port 25. For al other cases not met by rule 1 and 2, connections from outsides will be blocked
with the 3% rule.
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When we put the above rules into commands added in a screening router, for example, Cisco router,
the rules will be set as the one described below:

Assume that the internal mail server is 132.23.60.0 and an external trusted host is 185.12.30.1, the
external internal is“serial1”

Rule 1: Allow inbound connections from an external trusted host to our mail server. Reject any others.

access-list 101 permt ip 185.12.30.1 0.0.0.0 132.23.60.0 0.0.0255
access-list 101 deny ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255. 255. 255
interface seriall

access-group 101 in

Rule 2: Allow outbound connections from our mail server to the external trusted host. Reject any
other outbound connections.

access-list 102 permt ip 132.23.60.0 0.0.0255 185.12.30.1 0.0.0.0
access-list 102 deny ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255. 255. 255
interface seriall

access-group 102 out

Rule 3: Deny all servicethat list connectionsin with the designated port numbers.

access-list 101 deny tcp any any range 6000 6003

A router or acomputer with routing packages for packet filtering?
In general, we can either implement packet filtering by using a single-purpose router or a general-

purposed computer dedicated to routing and packet filtering.

If thereis alarge number of networks or multiple protocols to be handled, a single-purpose router is
suggested. It is because the routing packages for general -purpose computer may not have the speed

or flexibility to accommodate the necessary interface boards as a router does.

But when do we use a computer for packet filtering? It is used when we arefiltering asingle
Internet link and we need no more than IP packet routing between two or three Ethernets. In this
case, it will be more economical to use a cheaper computer installed with the routing and filtering
packages. Some commercial firewall packages combine packet filtering with proxying on a machine
which acts like a screening router. In addition, the packet filtering software had been included in
Linux in the kerndl since Linux version 1.3X.

Static versus dynamic packet filtering [30]
Static packet filtering is the first generation packet filtering, it is‘static’ because any desired method
of connecting between theinternal and external network must be left open at al timesto allow
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desired traffic. It introduced the weakness of making static packet filers open to awide range of
attacks preying on the security of hosts on the internal networks.

Dynamic packet filtering is the second generation of packet filtering. It opens and closes doors in the firewall
based on the header information in the data packet. Once a series of packets has passed through the door to
it's destination, the firewall closes the door. Clearly dynamic packet filer isincorporated with the

enhancement to address the weakness of the static packet filter.

. Application level proxy servers
Thisis an application-level technology and the devices used are called “ application gateways’.

Application gateways are in fact, computers running proxy server software.

In common term, aproxy is one thing act on behalf of another thing. In a proxy system, the hosts
that have access act as proxies for the machines that don’t, doing what these machines want done. A
proxy server is a software that acts on behalf of an application, to try to access or communicate from
one network to another. Applications on both theinternal and external network sides can

communicate with the proxy server, but they cannot communicate directly.

With proxying, the user clients program talks to its proxy server instead of directly to the rea
server, which resides out in the Internet. The proxy server recelves communications from one side,
evaluate the request to make sure the communications is authorized to proceed. If the
communication is an authorized one, the proxy server will initiate a connection to the
communication’s destination and relay the packetsto the destination. However, a proxy system is
only effective when they are used in conjunction with some method of restricting IP-Level traffic

(such as screening router) between the clients and the real servers outside.

/v Proxy
Server
Actual ] (ina W~ Actua
connections Bastion connections
Hnch)
7 ¢ x
Client — Real
A user Server
User'sillusion [ »
( Internal O —— (External
Network) Host)

Figure 2: Proxy: the actual connection is from client — proxy server —real server;
Theillusion of the clients: the client —real server. [10].
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Some services support proxying without a proxy server, especialy for the “store-and forward”
services such as SMTP, NNTP and NTP. For example, the email messages for SMTP are received
by a server, then stored util they can be forwarded to another appropriate server or email messages
destination. Asamail isusualy send through many intermediate servers (the mail gateways)
between the source and destination mail servers, each of the intermediate servers act as a proxy

server for the sender.

There are pros and cons of using proxy servers and they are listed as the followings.
Pros of Proxying:
- Allow users to access Internet services ‘directly’

- Good at logging

Consof Proxying
- Lag behind between the introduction of service and the availability of proxying server for it.

- Require different serversfor each service
- Require modifications to clients, procedures, or both
- Don't work for some service

- Don't protect from all the protocol weaknesses

Both type of the firewall technologies have well-known pros and cons. As seem from the above
sections, they differ in many aspects such as ease of configuration, degree of encryption and so on.
The comparison of these two firewall technologiesis summarized in Appendix H for further

reference.

2.3.4 Firewall Configurations
A firewall can be configured as simple as using a screening router, or as complicated as setting up a

screened subnet with internal and external routers. In fact, we would come up with different kinds
of firewalls, which have unegqual strengths and weaknesses by using the same components and
arranging them in different configurations. Generaly, there are four kinds of firewalls, oneiscalled
packet filtering firewalls, the other ones are application-level firewalls, circuit-level firewalls
and hybrid firewalls.

Moreover, there are many different configurations of application-level firewalls, the specific
configuration to be adopted depends on the level of integrity and security to be implemented for a
LAN or Intranet. Here below we will mainly cover the basic and popular firewall configurations.
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Packet filtering firewalls

- Screened Network ( Firewalls using Screening Routers)
Thiskind of firewalls uses only the screening router to achieve packet filtering, to let authorized
communications and reject those authorized. Below is the typical firewall configuration using a

screening router.

INTERNET

Scr eeni _
e Firewall
A ; /:\
L
b
L
L
i i Internal
i | Networ k
i I (or Intranat)
< v —
DL [ gl
!
'r ........... P

&
Figure 3: Firewall using screening router

With this kind of configuration, there is adirect communication permitted between multiple hosts
on theinterna private network, and multiple hosts on the Internet. In other words, any host on the
private net side can open connections to any host one the Internet side as long as the connections
satisfies the screening rules set up in the router which help to filter those unwanted communications.
The interna network topology cannot be hidden from outsiders as each host can be accessed from
any hosts on the Internet.
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If the router’ s administrative password is compromised, the entire internal network islaid opento
attack easily. In cases where is screening router' s screening rules are set up with errors without
immediately attention from network administrator, the damage to the internal network is beyond
expectation. Asthereis no logging capability, damage control is difficult. Network Administrators
need to examine every host for traces of break-in regularly. It will be even harder to trace or

discover the in case of total destruction of the firewall.

Even it ispopular, it is not the most secure solution as it is permeable and permits quite free Internet

access from any point within the internal network. It is not recommended in protecting the sensitive

and secret information. It issuitable for small sites with easy screening rules, in which the internal

network is supposed to be known to public for information sharing.

Zoneof risk:  number of hosts on the internal network, the number and type of servicesthe
screening router permits. For each service provided via peer-to-peer connection, the
Size of zone of risk increases sharply.

Pros & cons of this category of firewalls are listed as followings.
Pros:
- Simple to implement and relatively inexpensive

- Provide high level of performance

- Transparent to users

- Vulnerable to attacks aimed at protocol higher than network level. As only the network
level protocol isunderstood by it;

- More difficult to configure and verify, more opportunity for system mis-configurations,
security holes and failures;

- Cannot hide the private network topology and therefore expose the private network to the
outside world;

- Limited in auditing capabilities as well aslogging facilities;

- Cannot support al the Internet applications with packet filtering firewalls
(because some services are operated through protocol higher than network layer);

- Don’'t support some of the security policy’s clauses such as user-level authentication and
time-of-day access control.

Application-leve firewalls
It provides access control at application-level layer and acts as an application-level gateway

between two networks. Becauseit is capable of working at application layer, it can examine the
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traffic in details, resulting in amore secure firewall, even more secure than the packet filtering

firewal.

Telnet, FTP,HTTP Y

Running deamon in the application space

Application Application Application
Presentation Transport Transport
Session Session Session
Transport Presentation Presentation
Network Network Network
DataLink DataLink Data Link
Physical Physical Physical
Server side firewall application Client side

Gateway

Figure 4: Application layer gateways working at application layer [14]

Application gateways examine al application layers and bring context information into the rgject or

accept decision process, thus improve on security.

It provides logging facilities to monitor the information such as source, destination network address,

application type, user identification and password, size of information transferred, the start and end

time of access and on. Also it may provide auditing tools to manipulate the log files.

Pros:

Cons:

Capable of defend against al attacks at application-level protocol;

Much easier to configure than packet filtering firewalls as it don’t require the knowing of
details about lower level protocals,

Hiding the private network topology;

With auditing and logging facilities to get useful information for trace of attacks and audits;
Supporting user-level authentication and time-of-day access control and many other
security policies.

Slower than packet filtering firewalls due to the scrutiny of traffic;

Intrusive, restrictive at certain extent. Asit require to use specialized software, or to change
user behavior to achieve palicy objectives,

Not transparent to users.
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In fact, there are variations of application level firewall configurations. Only the most common
types of application level firewalls are covered. The dual-homed gateway, the screened host and the
screened subnet are regarded as the application-level firewalls and they will be described in more
details below.

- Dual Home Gateways
Thiskind of firewallsis called a Dual Home Gateway becauseit is established with a dual home host

computer which has at least two network interfaces. The dual home host can act like arouter; it routes the
data from oneinterface to another one. But the direct routing of 1P packets from one interface to another
interfaceis disabled in order to avoid the direct communication from the internal private network with the

Internet.

The Dual-Homed Gateway would provide services by acting as a proxy server to provide
application gateway such astelnet or FTP. Otherwise, it can allow usersto log into the system of
the dual-homed host directly to accessthe Internet. Here below is atypical configuration of adual-

homed gateway.
INTERNET
)
Y,
No direct
traffic
between the
two Firewall
networks

G
Figure5: A typical Dual homed-host firewall
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There aretwo network interfaces, 111.111.111.111 is connected directly to De-Militarized Zone
(DMZ) whichisin turn connected to Internet. The 2.2.2.2.2 is connected to the internal network.

In other words, this kind of firewalls must have two IP network numbers.

There are two common alternatives to setup the firewall, as follows.
l. A Bastion Host with two network cards, one network interface card (NIC) connected to the
private LAN and the other one connected to the Internet. (As seenin Figure 5)
Private LAN --- NIC1 - Bastion Host - NIC2 --- - Internet

Il. A Bastion Host with one network card and a modem with PPP to the Internet

PPP connection

Private LAN --- NIC - Bastion Host - Modem Internet

Zoneof risk: - the gateway host, during normal operation, —sinceit isthe only host
reachable from the Internet.
- entire private network if the firewall is destroyed, users accountsis
compromised.

Pros:

- Separate the protected network from the outside world completely. Hide the names and IP
addresses of the site systems from Internet system as with no DNS information being
passed out from the internal network

- Provide logging capability that helps in detecting attack (proxy server)

- Use for authentication servers as well as proxy servers

- Slower than packet filtering firewalls due to the scrutiny of traffic.

- Have problem if adding services which the proxy server cannot handle

- The gateway being the single point of failureif it isthe only component of firewall

- All security lost if IP forwarding is enabled in cases such as operating system reinstal lation,
by human mistakes.

- Screened Host Gateways
For a Screened Host Gateway, there us usually a bastion host and a screening router. The primary

security from packet filtering is done with the screening router. The bastion host sits on theinternal

network. The screening router is configured in such away that the outside hosts on the Internet can
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only open connections to the bastion host and the bastion host is perceived as the only system on the
internal network. The hosts on the Internet must connect to the bastion host in order to accessthe
internal network or services. Asaresult, it is necessary that a high level of host security is
maintained in the bastion host.

In real practice, the traffic from the Internet is directed to the screening router first. For those traffic
satisfied the rules set in the screening router, it is forwarded to the bastion host or application
gateway. All those traffic addressed to machines other than the application gateway, are rejected.
For that permitted traffic arrived at the application gateway, the proxy server software on the
gateway would examine the traffic again by using its own rules, and pass the permissible traffic to
theinternal network. For the application gateway, or the bastion host, only one network interface
card isrequired to connect to the internal network.

INTERNET

|
|
Screent ng
RoutetJi

v Internal
__~__— Network

Internal host A TS T | Internal host B Internal host C

Host

IAnnliratin

Figure 6: A screened Host Firewall

The configuration of thiskind of firewall is dightly different with different packet filtering
configurationsin the screening router. Packet filtering configurations may adopt either one of the
choices below.
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It permitsinternal host such as the host C in the figure 6, to connect directly to hosts on the
Internet for certain services through the screening router. It is used, because some services do

not support proxy.

It forces theinternal host such astheinternal host A & B, to use the proxy services viathe
bastion host to connect to the Internet indirectly. It blocks all the connection requests from
internal host to hosts on the Internet.

In fact, a screened host gateway can achieve a higher level of security than we could get with either
arouter only or the bastion host (or application gateway) only.

Zoneof risk:  the bastion host and the screening router

Pros:

- It is rather secure and easy to implement.

- If either component (the router or the application gateway) fails, the other component till
affords some measure of protection.

- Therules of screening packets are less complex when compared with that for screened

network configuration.

Cons:
- The screening router and the application gateway need to be carefully configured, in order

to make them work correctly.
- Asthe system is so flexible that users may take shortcut to make connections directly to the
routersto avoid proxy server. Thisled to impossible logging of such kind of traffic if the

router is not capable of logging network traffic.

- Screened Subnet
If the screened host architecture firewall is added with an interior screening router, it becomes a

Screened Subnet Firewall. The external router, the bastion host together with and the interior router
created a subnet, and are usually called the Demilitarized Zone (DMZ). This approach forces all the
services through the firewall to be provided by applications gateways. Also it takes the advantage of

routing to reinforce the existing screening.
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Figure 7. atypical screened subnet with interior and exterior routers

The exterior screening router together with the application gateway or bastion host functionslike a
screened host firewall. With an addition of an interior screening router, further protection between
the application gateway and the internal network is ensured. It is because the internal traffic is till
safe with the interior router in case hackers break into the exterior router and the application
gateway only. This configuration makes the attack more difficult as intruders must manage to get

through all the three protection layers before going into the internal network [28].

In order to make the protection of internal network more effective, the number of service allowed
between the bastion host and the internal network has to be limited to just permit those are really
needed to get into the network, for example, SMTP, DNS and so on. Further limitation can be
imposed on alowing the services only to and from particular hosts, for instance, the SMTP would
only be limited to connection between the bastion host and the internal mail servers. It supportsthe
stance “which is not expressly permitted is prohibited” the best.
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Zoneof risk:  Itissmall, with the bastion host or hosts and screening routers that make up the
connections between the screened subnet, the internal network and the Internet.

Pros:
- It provides larger protection than other configurations of firewalls. If the screened subnet

firewall with inter-networking routing blocked is attacked, the attacker must reconfigure the
routing on the three network (the Internet, the screened subnet and the internal net), without
disconnecting or locking himself out, and without routing changes being noticed. Thisis

very difficult, although not impossible.

Cons:
- It's most expensive when compared with others configurations. The number of machines,

routers, software modules involved is also larger than that in other configurations.
- The screening rules set for the two rules and the bastion hosts will be very complicated and

not be easy to maintain.

Hybrid firewalls (Hybrid Gateways)
In order to take the advantage of the packet filtering and application gateways, some vendor

introduced hybrid firewalls that combine both packets filtering with application-level
techniqueg20].

However thiskind of firewall still relies on packet filtering mechanism to support certain

applications, it still incurs the same security weakness introduced by packet filtering firewall.

Circuit-level Firewalls
Thiskind of firewall applies security mechanisms when a TCP connection is established. It

validates TCP and, in some products validates TCP and, in some products, User Datagram Protocol
(UDP) sessions before opening a connection or circuit through the firewall. Also it inserts generic
transport-layer proxy into connection and there will have no further packet filtering after connection
establishment [34]. But the state of the session is monitored, and traffic is only allowed while the
session is still open.

Thisis more secure than packet filtering but allows any kind of data through the firewall while the
Session is open, creating a security hole. Thisis better than packet filtering but still falls short of
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total security. If this gateway does not support UDP, it cannot support native UDP traffic such a
domain name service (DNS) and SNMP [35].

Other Firewall configurations
With al the basic firewall components and configurations in mind, we can come up with different

variations on the common configurations of firewall to suite different company’ s security policy.

For example using more bastion hosts to separate traffic for different servicesin the screened
subnet.

More common variation of the basic firewalls will be covered in followings[20].

Mor e bastion Hosts (for a screened subnet)

Interna Network < Interior Router =
(Bastion Host for FTP/WWW — bastion Host for SMTP/DNS)
= Exterior Router < Internet

This can avoid the single point of failure of the proxy server. If one bastion host is unavailable
or overloaded, the other one can switch to act as a fallback system for the activity of failed
bastion host.

Merged the exterior and interior routers
Internal Network < (merged interior and exterior router) < Internet

Basti orlLost

With thiskind of firewall, some traffic would flow directly between the Internet network anél
the Internet, the bastion hosts would handl e the other traffic.

M erged the bastion host and exterior router

Internal Network = Interior Router = (Bastion Host merged with exterior router)
< Internet

Asamatter of fact, adual-homed gateway can be used as both the bastion host and the exterior
router. For example, if the bastion host is connected to Internet via PPP connection or dial-up
SLIP connection, the communication packages for PPP or SLIP would run on the dual-homed
host. The dual homed host acts as both the bastion host and exterior router in this case.

However, it is no good to merge the interior router with the bastion host, asit would
compromise the overal security.
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V. Use multiple exterior routers
If there are multiple connections from the private net to the Internet through different service
providers, or connections to Internet plus connections to other sites, an exterior router with

multiple interfaces or multiple exterior routers, may have to be adopted.

VI. Usemultipleinterior routers
Unless severd interior routers have to support several internal networks, multiple interior router
should not be considered asiit is difficult to configure and maintain the complex screening rules

for multiple interior router

VII. Have multiple perimeter networks
Different perimeter network (the firewall) would be connected to the Internet and other supplier
networks separately. In other words, separate firewall system is connected to different Internet
Service Providers (1SPs).

VIII. Usedual-homed host and screened subnet

Private LAN = Interior Router = Screened Subnet = dual-homed gateway
= Exterior router = Internet

The security of private network would increase significantly if putting the dual-homed host
and screened subnet together.

The exterior router still provides the first-hand packet filtering, the dual-homed gateway,
would provide finer control on the connections than packet filtering. It provides multi-

layered protection but requires rather complex and careful configurations.
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2.3.4 Firewall Design, Implementations and other

Considerations
There are many design and implementations considerations we should take when afirewall isto be

set up. For more references material and discussions, please refer to
Firewall Mailing List: http://lists.gnac.net/firewalls/
- Firewall FAQ: http://www.cis.ohio-state.edu/hypertext/fag/usenet/firewal ls-fag/fag.html .

. Internet Servicesto be configured at Firewall

Once the firewall hardware and configuration are ready, we have to think about the service to be
provided in the firewall and the LAN. A variety of Internet services are provided in the market
and most of them are widely adopted in the Internet. However, an improper use of the Internet
service would deteriorate the security of the whole internal network. So the services have to
configured properly in order to work together with the firewall, to make it work as safe as

possible.

In fact for each kind of the Internet service, there are two way to use. First, the service runs
directly on aclient in theinterna network, through the screening router, to communicate with
any hostsin the Internet. Second, the service can be aproxy service available at the proxy
server for the private LAN. Users can approach the proxy servers for the service. Herebelow is
the common Internet services provided for firewall system. For moreinformation, please refer
to [19,20].

l. E-mail : Simple mail transfer Protocol (SMTP), Post Office Protocol (POP), and
Multimedia I nternet mail Extensions (MIME)

. File transferring issues : File Transfer Protocol (FTP), Trivial File Transfer Protocol
(TFTP), Unix-to-Unix Copy Protocol (UUCP)

I1. Terminal Access: Telnet

V. News : Network News Transfer Protocol (NNTP)

V. The World Wide Web (WWW) and the HTTP Protocol

VI. Information look up service : Finger, whois, talk, Domain Name System(DNS)

VII. Timing service : Network Time Protocol (NTP)

VIII. I(:ile ;}/stem : Network during normal operation, during normal operation, File System
NF
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[1. Authentication and access control needed at the Firewall
We can make use of the effective authentication methods and access control to provide accessto

authorized users and discourage those unauthorized network attacks.

Different authenti cation Mechanism such one-time passwords, time-based passwords,
challenge-response schemes and encrypted password would be considered when setting up an
effective authentication system for a LAN. Also the authentication server in TISFWTK isalso

commonly used in enhancing the system security. For details, please refer to part I.

How to select afirewall?
When constructing or purchasing afirewall, several major standards, many other aspects about

further requirements have to be considered serioudy in order to have the most suitable firewall
for acompany LAN. We have to ask how the following features the company security policy
would like and how important the features are, to a network’ s functionality and good
performance. Once the following characteristics of firewall are graded in priority, the future
firewall characteristics are clear.
Security Assurance
Is there the assurance that the relevant firewall technology fulfillsits specificationsand itis
properly installed? Is the firewall product certified by the National Computer Security
Association (NCSA — http://www.ncsa.com/ ) ? Doesit have one Communication Security
Establishment (CSE) evaluation?

Privilege Control

The degrees to which the product can impose user access restrictions. How much access
restrictions a user would be imposed on when using the firewall?

Audit Capabilities

The capability to monitor network traffic, to get to know the unauthorized access attempts, to
generate logs and to provide statistical reports and alarms.

Flexibility

Isthe firewall open enough to accommadate the security policy of the company? Doesit alow
changes in features and procedures in the light of the new Internet applications?
Performance

Thefirewall product should be fast enough such that the screening of packets at firewall server
transparent to users. The volume of data throughput, the transmission speed should be consistent

to the company bandwidth to the Internet.
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Scalability

Thefirewall should be scaleable to adapt to the multi-platforms and i nstances within the protected
network. The operating systems (OSs), machines and security configuration isto be modified anytimeto
adapt to any changes.

Ease of Use

Ideally there isthe Graphic User Interface (GUI) to facilitate the installing, configuring and
managing tasks.

Transparency

The more transparent the firewall is to users, the less confusing the firewall isto users, and the
more likely users will support and user the product.

Customer support

The extent to which a vendor supports customers needs, for example, providing prompt access
to technical expertise or on-line help for technical solutions about firewall operations, and

support for installation, use and maintenance,

Tobuild afirewall or set up thefirewall using the firewall package outside
For those company with rich IT expertise and interna resource, building a firewall with

tailor-made security features for the special needs of the company would be the best choice.

For those company without in-house IT professional, they must have to outsource the set-up

and maintenance of firewall to outside vendor.

Even for company with itsIT people, an in-house firewall can be more expensive. If all the
costs associated with building afirewall, in term of time required to build and document, to
maintain, to add features as required, are added together, accounting may show that it is

more economical to buy afirewall outside.

In addition to the dimensions mentioned in the above section about firewall selection, it is
necessary to answer the questions as follows, before the decision to buy or purchase a
firewall is made. These questions are suggested in [20]

- How will the firewall be tested?
- Who is responsible in verifying that the firewall performs as expected?
- Who will do the general maintenance of the firewall, such as backups and repairs?
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- Who will install updates such as new patches, new proxy servicesto the firewall?
- Can security-related-problems be checked and corrected in atimely manner?

- Who will do the users support and training

If the answers for most of these questions are disappointed and the limited internal resource
cannot satisfy the needs from building an in-house firewall, purchasing acommercia

firewall is aso agood aternative.

V. How tobuild afirewall?

I ssuesto consider about

- Physical security of the firewall / network
- Access control

- Authentication

- Encryption

- Security Auditing

General steps or guidelines for setting-up a simple firewall system:
Select the hardware required

Install the necessary software (NOS and so on)

Connect and configure your machine on the network
Test it out

Add security (through firewalling software)

o o b~ wDd P

Set up and configure the proxy server

VI.  How to select thetype of firewall products on the markets?
If you decided to buy afirewall product, there are many choices available in the market with

various characteristics such different ease of administration, access control and degree of
authentication. Some product even comes with intrusion detection system, security scanning
system and log monitoring capability for easier firewall maintenance. A detailed research on
the products had to be made to seek the one which best suite the company security policy and
needs. There are books and many literatures talking about the various commercial firewall
products published as books and found on the web. Please refer to [19,20,21] for more details
about the selection.
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VII. How to maintain firewalls?
Here below are the points of maintenance that should be checked out regularly in order to keep

the firewall working properly.

Preventative and Curative Maintenance[20]

g » w0 DN P

Back up all the firewall components regularly

Be careful when adding new management accounts and services on the firewall

Watch the log reports of traffic passing through the firewall periodically.

Monitor the system to determine any attack or unexpected changes to the system.

Be alert for abnormal conditions of your firewall because they are the signals that

the system may be under attack.

To Do list in case of an incident

Don't panic, document everything if possible

Access the situation - to check if theidentify of the attacker, if thereis any
damages to the system, the seriousness of the break-in, if the attack an
inside threat, the current status of the hacker and so on, as soon as possible.
Cut off the link —to stop the intrusion if possible, and to do or not depends
on your environment. However, can you afford shutting down the server, or
shutting down some services only?

Analyze the problem — add up all the information you got, think carefully
the action you are about to take and try to understand the problem.
Hopefully you already identified the security hole or the root cause of the
problem and will be fixing it. But make sure the fix of the problem won't
create another security hole.

Take action —implement the emergency response plan if possible and if
needed. If the problem cannot be rectified in ashort period of time, advise
a reasonable timeframe for the restoration and bug fixing of the system.
Also notify CERT (info@cert.org) and exchange the information with them.
Catch the Intruder —even it is very difficult to do. Try to catch the hacker
attack through shell script, logging facility.

Review Security to seeif it requires any improvement and if there is any
hole needed to be cover with the experiences from attack before.

Recycle the firewall —to update and cover new services under the firewall
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2.3.5 Firewall security Policy
The functions of a good and efficient firewall have to prove with an effective security policy. For

instance: Some common policies are covered below.

- Firewall design policy
It adopts either the stance of
Permit any service unlessit is expressy denied or

Deny any service unlessit is expressly permitted.

For the first policy, all services are allowed to pass into the Internet network by
default, except for those determined to be disallowed. It exposes the private
network to more threats coming from the bad services.

For the second policy, all services are denied by default, except for those services
that was determined to be permitted. The system administrator gets more control
about the services access.

- Service access Policy
It is concerned about the procedures and regulations of user accessto the network

resource, the dial-in policies and how users can effectively and correctly use the
network services. It should strike a balance between protecting the private network

and providing users access to the network resources.

- Information Policy
The LAN administrator or web master must determineif they intend to provide

information accessto the public. If the site can provide some information to public,
apolicy to determine the access to the server must be developed and included in the
firewall design. Security on the information server isahbig concern. It should not
compromise the security of other protected sites that access the server.

- Dial-in and Dial-out policy
Remote access system would create big security threatsif it were not under control.
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The unauthorized access that a dial-in capability generated is athreat to the security
of asite. A user’sdid-out capability might become an intruder dial-in threat. This
dia-in and dial-out capability must be considered in the firewall design. Any
outside users must be forced to pass through the advanced authentication of the

firewall before they can accessthe internal network resource.

- Flexibility policy
In fact, al the above policy must be flexible enough to meet the new services and

changing risk faced on the Internet. However, a security policy almost never
changes, but procedures should always be reviewed to incorporate any new

environment changes and challenges.

2.3.6 Intrusion Detection System

Intrusion detection is considered by many to be the logical complement to network firewalls[16].
Due to the failures of firewalls to adequately protect network assets from computer-based attacks,
intrusion detection tools, i.e. Intrusion Detection System (IDS) had been developed to evaluate the
degree of tolerance to intrusion and help in discovering vulnerability and various security problems

of asystem.

One may wonder how I1DS could complement firewalls, which are supposed to be good enough in
protecting a private network against outside attacks. Simply speaking, why do we need IDS? In
fact, the function of firewallsis not really sufficient in protecting private network, the reasons are as
follows [15].

1 Not all accessto the Internet occurs through the firewall.
Those "back doors" of sinternal system, such as authorized modem connections between
one outside system and the internd system, would pose risk and vulnerabilities beyond our
imagination. Also firewalls cannot mitigate those risk associated with such back doorsit do
not aware of.

2. Not all threat originates outside the firewalls
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Firewalls only examine traffic across the boundaries between the internal network and the
Internet. If insiders make any security violation or atacks inside theinternal network , there

isno way for firewall to uncover it.

3. Firewalls are subject to attack themselves
There are some common attacks and strategies for circumventing firewalls, such as using
tunneling to bypass the firewall protection. Tunneling is the encapsulation of amessagein
one protocol (which might be disallowed by firewall), inside a second message.

Most of the Intrusion Detection System (IDS) collect various information from target systems and
networks, analyze the information for symptoms of security problems. It can also allow usersto
specify real-time responses to any malicious and destructive attacks. In general, intrusion detection
and vulnerability assessments are two major tasks performed by IDS to achieve the goals of

security.

2.3.7 Intrusion Detection Methods

Intrusion detection techniques can be categorized into "misuse detection” and "anomaly detection™.

Misuse detection methods attempt to model attacks on a system as specific patterns, then
systematically scan the system for occurrences of these patterns. The process involves encoding any
previousintrusion or malicious behaviors and actions. The cons of this approachisthat it will only
detect the attacks for which they are trained to detect. Novel attacks or variants of common attacks
would easily go undetected [13]. Most of the commercia IDS are using this approach to scan for

known attacks.

Anomaly detection methods assume that intrusions are highly correlated to abnormal behavior
exhibited by either a user or an application. The basic ideaisto baseline normal behavior of the
object being monitored and flags behaviors that are significantly different from this baseline as
abnormalities, or possible intrusions. Unlike misuse detection, this approach is capable of detecting
novel attacks against software systems, variants of known attacks, and deviations from normal
usage of programs regardless of whether the sourceis aprivileged interna user or an authorized

external user.
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However, there are drawbacks for this method. First, well-known attacks may not be detected,
particularly if they fit the established profile of the user. Once detected, it is often difficult to
characterize the nature of the attack for forensic purpose. Also amalicious user who knows he or
sheisbeing profiled can change his or her profile slowly over timeto essentially train the anomaly
detection method to learn his or her malicious behavior as normal. The application of learning
machine or neural network technology may be applied for training the detection algorithm.
However, ahigh false positive rate may result for a narrowly trained anomay detection algorithm,

or a high false negative rate may result for a broadly trained detection approach. [13]

2.3.8Vulnerability Assessment

In addition to intrusion detection, vulnerability assessment is aso carried out by most if the IDS.
Unlike intrusion detection, vulnerability assessment is the processto determine any system
weakness that might allow security violations. It seems to be a precaution measure taken to avoid
any real occurrence of attacks and minimize damages due to attacks. Similar to intrusion detection,
vulnerability assessment could be divided into two main strategies, the active and passive strategies

for performing system examinations.

Passive strategy is host-based mechanisms that inspect system configuration filesfor unwise
settings, system password files for weak passwords, and other system objects for security policy
violations. While active strategy isin deed network-based assessment, which reenacts common

intrusion scripts, recording system response to scripts[15].

The vulnerability assessment tools such as ISS, produce results about the situation of system
security at apoint in time. It functions not to reliably detect an attack in progress or any trace of
attack happened in an internal system, but could determine whether a specific attack is possible or
not.
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3. METHODOLOGY

3.1 Setting up firewall with different security levels

In order to determine the impact from different security levels on network performance, different
firewall security policies were proposed such that the firewall system for the project was

qualitatively set up phase by phase with various security levels.

Starting with the four basic components of building afirewall, i.e. policy, advanced authentication,
packet filtering as well as application gateway [20], the security of the firewall system is supposed
to be built up, gradually in seven phases by using seven different firewall policies, under a constant
experimental environment. During the process, some security aswell as performance testing would

be done on the firewall system of different security levels.

In other words, different security levels are defined by incorporating different firewall policies,
security measures and firewall components. For this project, thereisatotal of seven configurations
and security policies of firewall defined with seven different security levels. It’ s supposed that the
more secured the firewall is, the poorer it performs. The security levels established in the project
would be validated against the specifications stated in the security policiesin security tests. The

setup details are covered in the next section "Firewall configuration and policy setup”.

3.1.1 Hardwareand software components

1. Router

- Thisrouter would connect the firewall server (or proxy server under security policy 3to 7)
to the Internet (the department network). Basically, only traffic to the firewall server
(pc89250) would be accepted, otherwise, the router would discard it.

- It restricts access from the Internet to the private network as well asinternal access requests
for using the Internet services.

2. Firewall server

- It isaPentium 133 PC, with 32M RAM, connected to the protected network of 10Mb
network throughput, and is directly connected to the router. The MTU (Maximum Transfer
Unit) for it is 1500, adefault MTU size for Ethernet.
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- The operating system of it is Linux, and it isinstalled with Linux FWTK (Firewall Toolkit)
package.

- It's also the application proxy server for amost all kinds of serviceswith proxy available,
such as TELNET, FTP, HTTP under firewall policy 3,4,5,6 and 7.

- It isthe single entry point for outsiders from the Internet, to access the private network.

- It would route the traffic from the router to the internal network, and from the internal
network to the router properly.

- Thereis only one NIC connecting to the internal network.

3. HOME —aLinux client beside thefirewall server

- ItisaLinux PC called "HOME" located behind the firewall and inside the protected
network. It isinstalled with X Windows, FTP/TELENT/HTTP and other client programs
running on it.

- ItisaLinux PC, installed with x-window and a program called “expect” for the ftp data
transfer through the proxy server, such that the ftp and http proxy could be transparent to
users when doing ftp data transfer in policy 3,4,5,6,7.

- Users are supposed to use the Internet services at HOME, freely and directly without going
through any manual proceduresto login firewall server.

312 Security zonesin thetesting network

There are three security zones identified [18] as.

Private Zone
Theinternal area of the testing network which is protected from the Internet with afirewall. Thisis
also caled a private network.

DNZ (De-Militarized Zone)

Thisareais not secured by thefirewall. Usually Internet servers are located here such as Web
Servers, News Servers, DNS Servers and so on, as these servers are supposed to be accessible easily
and could be rebuilt or reinstalled easily in case of being attacked and spoiled. However, this zone is
not included in any of the testing for this project.
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Hostile Zone
It isin fact, the outside network, the cloud of the Internet. In this project, it isthe department's

network.

The FTP or HTTP requests would be made at 'HOME' to outside servers, through the firewall
systemsin the testing LAN. Here below isthe testing bed setup for this project.

Internet / department network

Outside
Attackerl
Firewall pc89250
‘W i ﬁ ! :
< N—"|
Attacker 2 i
HOME -Linux

Figure 8: Test Bed Configuration
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After the firewall system isincorporated with a certain security level, say level 1, two major kinds
of testing would be carried out. The first type of testing is 'security and penetration testing'. The
reason to have thistesting is neither to determine if there are any attack or scanning activities on the
firewall, nor to invent a new method to intrude the firewall. In fact, this kind of testing isto measure
the security levels of the firewall system in the project, or in the other words, to validate the security
level of the firewall systems and make sure the upper security levels are more secured than the
lower levelsin this project. The scanning reports together with the system information gained from
some hacking techniques could tell us more than enough about how secured the firewall system was
in the security testing LAN.

The second type of testing is 'performance testing’. With the firewall system defined with a
specified security level, thistype of testing is to quantitatively measure how the interna network
performance, is affected.

3.2 Security testing
Some security check-up and penetration testing would be applied in testing the security of

firewall. Penetration test uses techniques designed to defeat and bypass security mechanismsin
order to determine the effectiveness of such mechanisms. Asamatter of fact, it is difficult to
simulate the real network attacks with the testing LAN and the school network as the Internet.
However, the vulnerability of a specified firewall setup to certain intrusion or attacks could be
checked with network scanning tools or some techniques which intruders use for hacking and
attacking firewall. Most of these attacks in fact, make use of a particular system weakness or
vulnerability such as a system bug. As aresult, the success of such network attack depends very
much on the system and firewall setup correctness as well as the reliability of the running
software at the firewall and the protected network.

Currently, thereis a number of scanning tools available in the Internet (please check
http:/sites.inka.de/linalfreefire-l/tools.html for more details), some of the tools such as 'nessus,

'saint' would simulate real network attack and intrusion on the target system in order to break
into the system. The following scanning and monitoring tools are very useful and have been
employed (except 'tripwire) in this project, to check and ensure the security level of a particular
firewall setup. Once any vulnerability is reported in atest phase, effort would be made in the
next test phase to remedy and rectify the problem or potentia security hole.
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321 Network Scanning/M onitoring toolsfor Firewall Testing

Here below are some of the free Internet scanners adopted in playing attacks against the firewall,

testing and ensuring the security level of each firewall policy is up to its specification stated in

the firewall policies.

Moreover there are some more tools, which can be downloaded for the firewall testing,

monitoring as well asintrusion detection. For more resources details, please refer to the

following web address.

¢
¢

http://www.cs. purdue.edu/coast/firewal | S/fw-body.html#testing
http://www.sans.org
http://www.geek-qgirl.com/ids/index.html

For host attacking / scanning:

SAINT - Security Analysis Tool (the updated version of SATAN)

It isthe "Security Administrator's | ntegrated Network Tool" and remote network security
auditing tool. Initssimplest mode, it gathers as much information about remote hosts and
networks as possible by examining such network services as finger, NFS, NIS, ftp and tftp,
rexd, statd, and other services. The information gathered includes the presence of various
network information services aswell as potential security flaws—usually in the form of
poor setup or incorrectly configured network services, well-known bugsin system or

network utilities, or poor or ignorant policy decisions.

It reports and analyzes the data gathered from scanning and produce useful information of
- 1. System vulnerabilities
- 2. Host Information
- 3. Trust (It follow the web of trust between systems, trust through remote login.)

which are very useful information for attackersto launch their attacks. Please refer to
http://www.wwdsi.com/saint/ for more information.

Nessus
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Thisis originated from a project called Nessus. It has been developed and started by

Renaud Deraison of cvs.nessus.org with www site at http://www.nessus.org/. It isafree,

open-sourced and easy-to-use security scanner asthe aim of the Nessus project isto provide
the Internet community afree, open-sourced and easy-to-use security auditing tool. The first
version of it was rel eased to the public on the 4th April 1998.

It performs port scanning and network intrusion on the targets. Below is the window pop-up

when attack or port scanning from an outside host on the firewall pc89250 isin process.

ER Y [= &= E3

Fortscan
Stop

pc@azs0 attack : |
plugin :

Stop the whole test

Basically ‘nessus’ would check the target system for any vulnerabilities and try to simulate
the real attacks, it's operations (or called plugins programs) can be classified as the
following major categories. Please refer to Appendix D for more details about nessus.

Major Nessus plugins:

CGlI abuses

Remote file access

Denial of Service

Misc

- authenabled

- default system accounts

- Services

- FSP Daemon

- guess operating system

- HP Laserjet printer has no password

- HP Printer Remote Print

- icmp broadcast check

- icmp netmask request

- icmp timestamp request

- HP JetDirect TCP/IP problems: display hack
- HP JetDirect TCP/IP problems: single thread
- lIpdisactive
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- Motorola Cable router vulnerability
- QueSO - Guess the Remote Operating System
- rexecd check
- SSH Insertion attack
- Standard System holes
- TCPChorusing
- TCP Sequence Prediction
- wingate
- X11-Checker
- Gain root remotely
- Backdoors
- Finger backdoors check
- Rootkit
- Hidesource
- NIS
- Finger abuses
- Firewdls
- FTP
- RPC programs
- Sendmail tests

Asat 1 August 1999, there has been 209 plugins. Please refer to the Appendix B for thelist of
plugins avail able.

B. For System security checking and monitoring

1. COPS(Computer Oracle and Password System)
It performs risk assessment, scanning on various aspects of system configurations. Then it
produces a vulnerability report on the systems, it is somewhat like ISS (Internet System

Scanne).

COPSisacollection of programs that each attempt to tackle a different problem area of
UNIX security. The checking of COPS performsin the testing, are listed as follows. Please
aso refer to http://www.fish.com/cops/ for more informatiom.

file, directory, and device permissions/modes.
poor passwords.
content, format, and security of password and group files.
the programs and files run in /etc/rc* and cron(tab) files.
existance of root-SUID files, their writeability, and
whether or not they are shell scripts.
a CRC check against important binaries or key files to report any changes therein.
writability of users home directories and startup files (.profile, .cshrc, etc.)
anonymous ftp setup.

ghrwpnpE

© N>
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9. nrestricted tftp, decode alias in sendmail, SUID uudecode problems, hidden shells
inside inetd.conf, rexd running in inetd.conf.
10. mi scellaneous root checks -- current directory in the search path, a"+" in

/etc/host.equiv, unrestricted NFS mounts, ensuring root isin /etc/ftpusers, etc.

11. dates of CERT advisories vs. key files.

12. the Kuang expert system. Thistakes aset of rules and tries to determine if your
system can be compromised (for a more completelist of all of the checks, look at
the file "release.notes” or "cops.report”; for more on Kuang, look at at
"kuang.man™.)

As stated by COPS “this checks the dates that various bugs and security holes were

reported by CERT against the actua date on the file in question. A positive result doesn't

always mean that a bug was found, but it is a good indication that you should look at the
advisory and file for further clues. A negative result, obviously, does not mean that your
software has no holes, merely that it has been modified in SOME way (perhaps merely

"touch"'ed) since the advisory was sent out.” As amatter of fact, al of the checks above

only warns users about the existence of a potential problems, this tools would not correct or

exploit any problemsit finds.

Also thistoolsis effective in checking those common configuration problems which is
likely to be made by human mistakes.

BSB Monitor

Thisis asimple network monitor which scans the network periodically for an overview
over the whole network and it can scan each TCP port e.g. database serversfor its status. It
produces an HTML formatted report about the status of the network servicesin use. Also it
can send an SMSto a user’ s mobile phone when one of the critical servicesis down by
using a script ‘aerter’ that acts as a gateway to a pager service. For more information,
please refer to http://www.bsb-software.com/downl oad/bsh-monitor/ .

Tripwire

-1t has been developed by the COAST project and is afile integrity assessment tool, a utility
that compares a designated set of files and directories against information stored in a
previoudy generated database. This utility flags all the differences, including added or
deleted entries. Thisisto ensure a set of filesremain free of unauthorized modifications if

tripwire reports no changes. Please refer to http://www.tri pwiresecurity.com/ for more details.
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Besides, there are a so some other useful network scanning tools available such as argus,
but not included in this project. For more details, please refer to the web address

http://www.tripwiresecurity.com/index.html .

322 Testing Proceduresand Details

The network scanners would be run for each different firewall setup with a particular security
level. Once any security hole or warnings, was found in a particular test phase incorporated with
aspecified security level, it would be eliminated or rectified in the next test phase by adding
some more security controls such as screening rules to discard any problem traffic.

The seven security levels of the firewall are to be progressively incorporated and increased from
level 1tolevel 7 for testing. Thisisachieved theoretically by setting up different firewall policy
and practically configuring the firewall system to achieve the requirements of the various
firewall policies.

Thetesting on the firewall security is supposed to be a proof for validating a particular security

level of the firewall system.

3.3 Performance testing

Performance tests would be done on the firewall to measure the rel ative performance
degradation of mainly two services'HTTP and 'FTP' of the firewall. It would simulate real
usage of the firewall by directing various loads of FTP and HTTP traffic through the firewall.
The data transfer requests would be initiated inside the private network toaFTPor HTTP
server in the hostile zone (the internet).

The performance would be evaluated by using one-performance indicator, "latency”. Latency is
the time required by a system to complete a single transaction, from start to finish [1].

The addition of datainspection at firewall would lengthen the time required for data
communication, and thus increase the network or transaction latency. Experimentally, this

indicator would be measured by executing a bunch of transactions sequentialy inasingle

Page 58 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

thread and the result would be obtained by the taking the elapsed time used for processing each

transaction.

In other words, latency of atransaction refersto the amount of time it takes to open 1 or more
than 1 connection from the client to the server, request datafrom the server, download the data
from the server to the client, and finally close the connection from the client to the server. If
authentication is taken during the process of data download, the overhead due to it would be
automatically included in the latency of atransaction. Transaction time or latency would be
measured in second only for this paper. Strictly speaking, the transaction time isthe total
processing time including the transfer time, connection setup and tear-down time as well as any

overhead for authentication if any, it may involve many NRTT (Network Round Trip Times).

The reason to have FTP and HTTP services included in testing is that only the service with
relatively heavy traffic load would be considered in this performance test. Asaresult, the low-
bandwidth service TELNET would not be included. E-mail, which is a store-and-forward
service, would not be considered also due to its queuing nature and variability of mail protocol.
For this project, only FTP and HTTP are the primary services to be measured.

Furthermore, as the testing would invol ve the connection from the internal network to the
outside network, the experiments would be carried out during the period no body is using the
testing LAN for testing, in order to minimize therisk of interference of interna traffic. Even

though the interference from external traffic is difficult to control.

331 Tools

A tool called "workload" together with some shell scripts would be adopted in synthesizing the
desired traffic workload. For details about "workload", please find it in the archives of the
firewall-performance mailing list, on ftp.greatcircle.com in /pub/firewalls-
performance/digest/v01.n011.Z.

332 Assumptions

It is supposed that the variables in the testing environment involved when evaluating the
performance of the firewall are consistent and would not play an important role in the variance
of some of the results. The variables are the bandwidth of the network, connection setup time on
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initiating host and the receiving host, the workload of the testing machines, stray noise on the

network and so on.

In fact, the testing is mainly to find out the difference of performance with different security
level, but not to accurately measure the actual performance details about the network. Aslong
as dl thetesting are carried out in the same testing LAN, using the same hardware, under the
same environment, they could still be applied. As aresult, the comparison of performance

among different firewall configurations would till be valid.

3.3.3 M easur ement

Test scenarios are designed in the following sections for testing the firewall performance by
using FTP and HT TP session tests.

During the experiments, data transfer requests would be issued at a ftp client, "HOME" |ocated
inside the private network. The requests would be passed to the firewall, which is responsible to
communi cate with the outside servers and contact the outside servers for the processing of data
download requests.

If no proxy service is adopted, the clients beside the firewall could go directly into the outside
network through the NAT (Network Address Trandation) done by IP Masguerader. Also ftp and
http requests could be initiated directly from the clients to outside servers for data transfer. This
is the case when the firewall system isimplemented with policy 1 and 2.

On the other hand, if the firewall isincorporated with proxy services for datatransfer, the ftp and
http requests would be handled differently. When using proxy server, the ftp-gw or http-gw
proxy process for datatransfer in the experiments of the project are used. Thisisthe case when

the firewall system isimplemented with the firewall policy 3,4,5,6 and 7.

Clients beside the proxy server, i.e. the firewall, pass the ftp data transfer requeststo the FTP
proxy gateway and wait for the proxy server to pass the result back to them. As the proxy server
becomes the middleman or agent between the service clients and the outside server, extra
overhead for traffic handling isincurred. In this project, when testing with FTP protocal, a
program called "expect” was used to automate the logon process to the proxy server for data
download. Likewise, for HTTP dataretrieval request, the firewall server would act as the http
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proxy server for all the clients beside the firewall under firewall policy 3 to 7. But the clients can

use the outside proxy server for http data transfer when under firewall policy 1 and 2.

At least 10 trials for each set of test scenarios were run and at least 3 valid set of data set would
be used for analysis. The average and the best value (minimum for total time) for each test case
would be considered in analysis. The highest or extreme values of result (which deviated from
the other measurements of the same reference point) would be discarded with aview to

minimizing the noise from the use of other users aswell as interference from outside traffic.

3.3.3.1. HTTP session tests

Testswould be carried out to transfer large amount of datausing HTTP to see how the firewall
performs under different firewall policies. A simple HTTP session script is written to perform
HTTP GET protocol requests. The HTTP tests examined the environment of high volume of
connections and comparatively small data size in atransaction. Ten test events are designed and

described as follows. Please note that there is 3 connection requests made in a transaction.

Event No of sequential No of sequential Total Datasize
transaction(s) connections

1 1 3 395K ~0.38M
2 10 30 3.8M

3 20 60 7.6M

4 30 90 11.4M

5 40 120 15.2M

6 50 150 19M

7 60 180 22.8M

8 70 210 26.6M

9 80 240 30.4M

10 90 270 34.2M

11 100 300 38M

This design is to determine how the network performance would be affected when progressively
larger and larger workload of traffic is to be handled from event one to event ten. To download
the total of 395K document, 3 'GET' requests are made in event 1 because 3 GET requests are
executed in atransaction. By the same token, 30 '‘GET" requests are made to download the 3.8M
document in event 2.

For each of the above event, the workload of transferring data from an outside ftp site back to the

private network would be synthesized for 'no. of sequential transaction' times sequentially. For
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example, event 7 would run a script which uses "lynx" program to retrieve total document of
0.38M from an outside web site (say www.cse.cuhk.edu.hk) back to the private network in each

transaction, and this script runs sequentially for 60 times. The starting time and ending time

would be jotted down right before the data transfer is executed and after it is stopped running.

Thetotal average and minimum values of transactions would be chosen for calculating the fina
result of network latency under a particular firewall security level. The results achieved under

the seven different firewall levels would be compared.

3.3.3.2. FTP session tests

Test would be carried out to make FTP transfers. Bulk data transfer would be attempted and each
bulk transfer involves 5M datain scenario A. Scenario B would try asmaller data size of 1M. In
addition, the ftp tests examined the scenarios of low volume of data download and high volume
of connections, i.e. scenario C. For the ftp tests, thereisonly 1 connection in each transaction

executed sequentialy. Test runs under various scenarios are described in the tables below.

Scenario A:
Event No of sequential connections Total document total size
1 1 5M
2 2 10M
3 3 15M
4 4 20M
5 5 25M
6 6 30M
7 7 35M
8 8 40M
9 9 45M
10 10 50M

Unlike the HTTP session test, the number of sequential connection is progressively
increased by one only due to the large data size of 5M involved in each transaction of data
transfer. The datafiles are placed in the pub directory of the ftp site of the university, i.e.
ftp.cs.cuhk.edu.hk.

Scenario B:
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Instead of using such aslarge data size of 5M employed in scenario A, a smaller data size of

1M isused in this scenario.

Event No of sequential connections Total document total size
1 1 1M
2 2 2M
3 3 3M
4 4 4M
5 5 5M
6 6 6M
7 7 ™
8 8 8M
9 9 oM
10 10 10M
Scenario C:

An even smdller data size of 38.5Kbytesis used and more data connection would be
attempted in the testing of this scenario.

Event No of sequential connections Total document total size
1 1 38.9K
2 5 194.5K
3 10 389K
4 20 778K
5 40 1.52M

The above three scenarios are used to determine if the data size, no. of connections of data

transfer would influence the network performance under a particular firewall policy.
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4. FIREWALL CONFIGURATION AND POLICY
SETUP

Seven firewall configurations would be attempted in order to have some testing on firewalls of
seven security levels, implemented with seven different firewall policies respectively. They would
be tested and compared with regards to performance and some other security related aspects. The

hardware and software components of the testing LAN was mentioned in section 3.1.1.

4.1 Firewall policy and screening rules setup

Theoretically, the firewall policies stated below could be to implement different security levels. The
policy oneisthe least secured, policy 7 isthe most secured. By the same token, the security
implemented with policy x+1 would be higher than that with policy x.

Practically during the testing of the project, once a particular security policy is set up, it would be
checked to see if it could deliver all the expectation specified in the policy. The procedures of
validating if the rules or services set into the firewall system is so trivial and would not be covered
in details. For example, if the rule "deny icmp packets’ is specified, the command "ping" executed
on the firewall server from outside would result in failure. Starting from security level 1 to 7, the
setups, proxy services and screening rules for each of the firewall policy were validated to ensure

they delivered the expected security features and control, and thus the expected security level.

4.3.1 Firewall Policy 1

i. Palicy
- Permit any service unlessit is expressy denied
- Provide the maxi flexibility/access for both internal and external users.

ii. Screening rules at router
- Allow all other traffic from the Internet to destination with IP = firewall server.
- Allow access from interna network to the Internet

ii. Proxy services
- Nil

Page 64 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

(There is the least possible protection from the router with setup 1.)

4.3.2 Firewall Policy 2

i. Palicy
- Permit any service unlessit is expresdy denied (same as configuration 1)
- Disallow some problem service accesses from outside, but still provide flexible/easy access

from outside, but no restriction on access from internal network to the Internet.

ii. Screening rules at router

- No ip source routing

- No ip spoofing (e.g. traffic from mail server to pc89180)

- Deny DNS(TCP) traffic from outside

- Deny TFTP(UDP) from outside to port 69

- Deny link (TCP) from outside to port 97

- Deny SunRPC(UDP) & NFS(TCP) from outside to port
111 & 2049

- Deny Ipd(TCP) from outside to port 515

- Allow ALL others from outside to the pc89180 and email

- Allow ALL traffic from the internal network to outside

ii. Proxy services
- Nil

Other features,

- IP sourcerouting is disabled in the Linux kernel.

- IP spoofing is prevented by the rules set into pc89250 as shown above.

- Disabling of the selected servicesis achieved by the rules set into the router as shown
above.

- IP Masquerader is set up such that the workstations inside the private network could
access the outside net, with IP being translated at the gateway.
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4.3.3 Firewall Policy 3

i. Palicy

- Permit any service unlessit is expressy denied (same as configuration 2)

- An additiona protection is added with ‘ proxy service' enabled in the firewall server.
Specific traffic is further shielded and screened with the proxy server installed.

- Any traffic going into the private network would be pre-screened at the router first, then it
would be passed into the proxy server for further authentication and screening. Security
level is raised because both the router and proxy server examine network traffic.

ii. Proxy services
- TELNET/FTP/HTTP/RLOGIN

4.3.4 Firewall Policy 4

i. Palicy
- Permit any service unlessit is expresdy denied (same as configuration 1)
- Allow even more restricted access from outside, and deny from selected bad HOST s from

outside.

i. Screening rules at router

- No ip source routing

- No ip spoofing (e.g. traffic from mail server to pc89180)

- Deny DNS(TCP) traffic from outside

- Deny TFTPD(UDP) from outside to port 69

- Deny link (TCP) from outside to port 97

- Deny SunRPC(UDP) & NFS(TCP) from outsideto port 111 & 2049
- Deny Ipd(TCP) from outside to port 515

- Deny openwindows (TCP & UDP) from outside to port 20

- Deny X Windows (UDP & TCP) from outside to port 6000
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- Deny ICMP traffic from outside

- Deny outside bad HOST access from arange of 1P
- 137.189.88.128 - 137.189.88.191 (sparc28 - sparc9l) for testing purpose
- 137.189.88.65, (solar25) for testing purpose
- 195.92.23.251, (block from desired sites)

195.92.23.250,
208.232.1.130,
208.232.1.127,
207.44.192.2,
209.133.111.124,
209.235.107.136,
207.89.178.*,
12.10.107.5,
199.60.229.31,
203.85.221.120

but these IP would not conflict with any outside servers which the

firewall depends on)
- Allow ALL other TCP/UDP traffic from outside to the pc89180 and email
(ONLY TCP/UDP traffic, deny all others)

- Allow ALL traffic from the internal network to outside

ii. Proxy services
- TELNET/FTP/HTTP/RLOGIN

4.35. Firewall Policy 5

i. Palicy
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DENY any service unlessit is expressy permitted. (or we say "that is not expressly
permitted is prohibited")

Deny all access from outside by default, but allow access from inside and provide the best
possible servicesto theinternal network, by permitting some selected services going into

the network.

Although this policy is different from the previous one, it is expected that it could implement the

same protection as the previous one and so the rule setting would be different.

Screening rulesat router
No ip source routing
No ip spoofing

Permit ALL traffic from private network (internal hosts) to outside
Deny ICMP traffic from outside

Permit ANY TCP traffic from outside to port :
<> 97,

<> 111,

<> 2049,

<> 515,

<> 20,

<> 6000

(Permit TCP excluding link, SunRPX, NFS, Ipd, & openwindows and x-windows)

Permit ANY UDP traffic from outside to port

<> 69,

<> 111,

<> 20,

<> 6000

(Permit UDP excluding TFTPD, SunRPX, openwindows, X-windows)

Permit any outside hosts access from arange of IP EXCLUDING the bad ones as :(the
following host IPs should be the ones used before)

Page 68 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

- 137.189.88.128 - 137.189.88.255 (sparc28 - sparc9l) for testing purpose
195.92.23.251, (block from desired sites)
195.92.23.250,
208.232.1.130,
208.232.1.127,
207.44.192.2,
209.133.111.124,
209.235.107.136,

207.89.178.*,
12.10.107.5,
203.85.221.120

- Deny All other traffic from outside (make sure NO unwanted traffic entering the internal

network)

ii. Proxy services
- TELNET/FTP/HTTP/RLOGIN

4.3.6. Firewall Policy 6

i. Palicy
- DENY any service unlessit is expressy permitted.

- A more restricted policy to permit outside access to certain port numbers range only.

i. Screening rules at router
- No ip source routing
- No ip spoofing

- Permit TCP traffic from outside ar port < 1024 to pc89250 at port < 1024 (Permit BSD 'r'
commands, rlogin, rsh..)

- Permit TCP traffic from outside at port >1023 to pc89250 only at port 23, 24
(Permit TELNET to port 23 and 24 only)
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Permit TCP traffic from outside at port > 1023 to only port 20,25)

(Permit incoming FTP/SMTP traffic from outside)

Permit TCP from outside at port > 1023 to pc89180 at port 80

(Permit HTTP from outside at port > 1023 to pc89250 at port 80)

Permit IP from outside to port 3001, 3002 (reserved from future use)

Permit NTP(UDP) traffic from outside at port > 1023 to pc89180 at port 123

Permit DNS(TCP+UDP) only from host "beryl, i.e. 137.189.89.250" to port 53

Permit any outside hosts access from arange of |P EXCLUDING the bad ones as:
137.189.88.128 - 137.189.88.255 (sparc28 - sparc9l) for testing purpose
195.92.23.251, (block from undesired sites)

195.92.23.250,

208.232.1.130,

208.232.1.127,

207.44.192.2,

209.133.111.124,

209.235.107.136,

207.89.178.*,

199.60.229.31

12.10.107.5,

203.85.221.120

(If these IPs are blocked at the router, theinternal users could no longer access the web sites
of the bad ip addresses above.)

Deny All other IP traffic from outside
Allow ALL traffic from the internal network to outside

Proxy services
TELNET/FTP/HTTP/RLOGIN

Firewall Policy 7.
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Palicy

DENY any service unlessit is expressy permitted.

Provide the least flexibility and servicesto the internal users, but incorporate maxi
protection on the LAN. The internal users are no longer freely access any Internet services

as some users are restricted to access of authorized hosts.

Screening rulesat router

No ip source routing

No ip spoofing

Deny ICMP traffic from outside

Permit ANY TCP traffic from outside to port :
<>97,

<>111

<> 2049,

<> 515,

<> 20,

<> 6000

(Permit TCP excluding link, SunRPX, NFS, Ipd, & openwindows and x-windows)

Permit ANY UDP traffic from outside to port

<> 69,

<> 111,

<> 20,

<> 6000

(Permit UDP excluding TFTPD, SunRPX, openwindows, X-windows)

Permit any outside hosts access from arange of |P EXCLUDING the bad ones as stated in

the previous firewall configuration (policy 6).

Permit authorized outside hosts to pc89250, they are:
- 137.189.88.65, (solarl5)

137.189.88.73, (solar23)

137.189.88.153 (sparch3)

137.189.88.154 (sparch4)

Page 71 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

137.189.91.165, (venture)

137.189.91.190, (cucsl8.cse.cuhk.edu.hk)
137.189.90.151 - 137.189.90.159 (linux1 to Linux9)
137.189.91.189, (sapphire)

137.189.91.188, (garden)

137.189.91.187, (beryl.cse.cuhk.edu.hk)
137.189.91.192, (www.cse.cuhk.edu.hk / fortress)
137.189.89.136, (pc89136)

137.189.91.191, (obsidian.cse.cuhk.edu.hk - FTP server)

For Testing:

137.189.172.198, (www.jlm.cuhk.edu.hk)

143.89.40.4, (www.cs.ust.hk)

137.189.6.37, (www.cuhk.edu.hk/spring.csc.cuhk.edu.hk)
147.8.179.15, (www.cs.hku.hk)

144.214.5.246, (www.cityu.edu.hk)

- Deny All other IP traffic from outside
(so maybe need to delete 'access-list 101 permit ip any host 137.189.89.250)

- Deny TFTP (UDP) from pc89250 at port 69 to outside
- Deny TELNET from pc89250 to linux6 (137.189.90.156) - for testing

- Allow ALL traffic from the pc89250 to outside

i Proxy services:
- TELNET/FTP/HTTP/RLOGIN

4.3.8 Summary of firewall configurations

In short, the security features incorporated in the firewall system so asto realized the pre-defined

security level could be up summed up as follows.

Security
level /

No of Proxy Additional Flexibility to users/

SCreening services | authentication with | Ease of accessfrom

Security Level
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Palicy rules set available | proxy servicesused outside

intothe | at firewall by clientsbeside

router ? thefirewall?
1 0 x x The most flexible The least secured
2 7 x x Lessflexiblethan1 | More secured than 1
3 7 v v for FTP, Telnet.. | Lessflexiblethan2 | More secured than 2
4 26 v v for FTP, Telnet.. | Lessflexiblethan 3 | More secured then 3
5 29 v v for FTP, Telnet.. | Lessflexiblethan4 | More secured than 4
6 37 v v for FTP, Telnet.. | Lessflexiblethan5 | More secured than 5
7 43 v v for FTP, Telnet.. The least flexible The most secured
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5. ANALYSIS OF RESULTS AND DISCUSSIONS

5.1 Security Testing

In this project, the security level of the firewall system are divided into 7 categories, each levd is
implemented with a particular firewall policy for security control. The particular details of each of
the seven firewall policies are described in section 4. The security level implemented by the firewall
policy were tested and validated against those stated in the policy and checked to see if any other
security holes found. Even the security policies defined in the project, are implemented with the
qualitatively different security levels, it still needs some security testing to quantify the security
level and validate the result system of a particular firewall policy.

Starting from the lowest security level, security testing helpsin uncovering any security problems or
vulnerabilities found in the security level. For any problem found, it would be solved by
incorporating more security measures, when proceeding to the next few security levels. Thusthe
security testing in this project, in fact, helpsin improving the security of the firewall system, from
one security level to another one.

All the port scanning, attacks run by network scanners were performed on a Linux PC (either
Linux1 or pc89136) located in the outside external network. It is supposed that attacks from outside
of the private network can more reliably tell us how difficult the outside attackers can intrude the
private network.

In fact, each type of the network scanner reports specified the result of scanning and attack on the
firewall, and any vulnerahilities or warnings found. So when combining all the results gained from
running different network scanners used in the project, it is no longer difficult to understand why

intrusion can be possible when the firewall is not secured.

Here below is the specific information adopted when running the network scanners.

- SAINT,
The 'Heavy+' scanning level was used when scanning on the firewall under every firewall
configuration. Please refer to Appendix E for the type of attacks and scanning details and
results.

- NESSUS
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All the attacks and port scanning options were selected when running the network scanners.
Please refer to Append D for more detailed about the nessus reports after running the scanner
targeted on the firewall pc89250.

- BSB - Monitor
It helps in the monitoring the services of the firewall. The details of it would not be covered.

Please refer to Appendix E for the snap shots of its operation and details.

- COPS
Asthe firewall configuration was changed frequently from one policy to another one, mistake
would be easily made when modifying firewall settings. It mainly runs on the firewall and
helped to check if there was any problem with the configuration of the firewall. Please refer to
Appendix F for the log files and results. So far no problems were reported when running COPS
the firewall implemented with the various firewall policies.

5.1.1 Summary of results

After the security testing and checking on the firewall system in different phases, the results are
summarized as follows. (note: vul means vulnerability)

Security | Palicy Vulnerability Security warnings ./ result Vul +
Leve Used Detected / action taken asremedies warnin
(plsrefer counts
to sec 4)
Level 1 1 SAINT: Excessfinger info SAINT: 4 trusted hosts - the DNS | 10

servers (berly, sapphire, garden,

SAINT: Vulnerable services— cucs) and their vulnerable services

Sendmail gives out information using | areidentified
EXPN / VRFY

The operating system of the
NESSUS: remote host appears to be

- Security holes - rlogin serviceis
activated.

- Security holesrsh servicesis
activated.

NESSUS: Security holes - the firewall
host answered to an icmp ECHO
query, which is not agood thing.

Potential Risk : IP spoofing, IP source
routing and Syn flood attack (asthey

some kind of UNIX

Sendmail supportsthe EHLO
greetings and ESMTP and aloe
EXPN command- can be a
security flaw.

The firewall host answered to
anicmp TIMESTAMP
request. Thiswill give away
the remote host current time to
an attacker, and may help him
to bypass time based
authentication protocols.
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are not avoided by setting rulesin the
router)

The servicesrunning at the
firewall can still be detected
e.g. ftp(21/tcp). Also some
unknown port numbers e.g.
(3464/tcp, 531V/tcp) were
reported

Level 2 SAINT: Excessfinger info SAINT: 4 trusted hosts - the DNS
servers (berly, sapphire, garden,
SAINT: Vulnerable services — cucs) and their vulnerable services
Sendmail gives out information using | areidentified
EXPN / VRFY
NESSUS:
NESSUS: - Theoperating system of the
- Security holes - rlogin serviceis remote host appears to be
activated. some kind of UNIX
- Security holesrsh servicesis - Sendmail supportsthe EHLO
activated. greetings and ESMTP and aloe
EXPN command- can be a
NESSUS: Security holes - the firewall security flaw.
host answered to an icmp ECHO - Thefirewall host answered to
query, which is not agood thing. anicmp TIMESTAMP
request. Thiswill give away
the remote host current time to
an attacker, and may help him
to bypass time based
authentication protocols.
- Theservicesrunning at the
firewall can still be detected
e.g. ftp(21/tcp). Also some
unknown port numbers e.g.
(3464/tcp, 5311/tcp) were
reported/
Level 3 SAINT: Vulnerable services — SAINT: 4 trusted hosts - the DNS

Sendmail gives out information using
EXPN / VRFY

NESSUS:

- Security hole - rlogin is activated.

- Security hole - rsh servicesis
activated.

NESSUS: Security holes - the firewall
host answered to an icmp ECHO
query, which is not agood thing.

Action taken: Deny ICMP traffic
from outside, such that ‘ping’ on
firewall would result in failure by
setting 1 more screening rule into the

servers (berly, sapphire, garden,
cucs) and their vulnerable services
areidentified

NESSUS:

The firewall host answered to
anicmp TIMESTAMP
request. Thiswill give away
the remote host current time to
an attacker, and may help him
to bypass time based
authentication protocols.
Sendmail supportsthe EHLO
greetings and ESMTP and aloe
EXPN command- can be a
security flaw.

The auth service provides
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router. sensitive information to
intruders: it can be used to find
out which accounts are
running which servers.

- Theservicesrunning at the

firewall can still be detected
e.g. ftp(21/tcp). Also some
unknown port numbers e.g.
(3464/tcp, 531V/tcp) were
reported/

Leve 4 4 SAINT: Vulnerable services — SAINT: 4 trusted hosts - the DNS
Sendmail gives out information using | servers (berly, sapphire, garden,
EXPN / VRFY cucs) and their vulnerable services

areidentified
NESSUS:
- Security hole - rloginisactivated. | NESSUS:
- Security hole - rsh servicesis - Theauth service provides
activated. sensitive information to
intruders: it can be used to find
out which accounts are
running which servers.
- Theservicesrunning at the
firewall can still be detected
e.g. ftp(21/tcp). Also some
unknown port numbers e.g.
(3464/tcp, 5311/tcp) were
reported/
- Sendmail supportsthe EHLO
greetings and ESMTP and aloe
EXPN command- can be a
security flaw.

Level 5 5 SAINT: Vulnerable services — SAINT: 4 trusted hosts - the DNS
Sendmail gives out information using | servers (berly, sapphire, garden,
EXPN / VRFY cucs) and their vulnerable services

areidentified
NESSUS:
- Security hole- rlogin isactivated. | NESSUS::
- Security hole - rsh servicesis - Sendmail supportsthe EHLO
activated. greetings and ESMTP and aloe
EXPN command- can be a
security flaw.
- Theservicesrunning at the
Action taken: firewall can still be detected
- Modify /etc/sendmail .cf setting e.g. ftp(21/tcp). Also some
(please refer to Appendix G for unknown port numbers e.g.
details) (3464/tcp, 5311/tcp) were
- Disablershin /etc/inetd.conf of reported/
the firewall. - QueSO hasfound out that the
firewall hosy OSis :Linux
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2.1.xx
Level 6 6 NESSUS: SAINT: 4 trusted hosts - the DNS | 3
- Security hole - rlogin is activated. | servers (berly, sapphire, garden,
(rlogin is still needed for users) cucs) and their vulnerable services
areidentified

Action taken: Deny al thetraffic

from the IP of the attackers NESSUS:

- Theservicesrunning at the
firewall can still be detected
e.g. ftp(21/tcp). Also some
unknown port numbers e.g.
(3464/tcp, 531V/tcp) were
reported/

Level 7 7 SAINT: No scanning can bedoneas | Nothing can be detected. 0
al thetraffic to the firewall are
rejected. (Pleaserefer to Appendix F
for the report result.)

NESSUS:: No result can be produced
as dl the traffic from the attacker
where this scanner is located.

5.1.2 Analysis

As expected or as pre-designed, the x + 1 security level is no less secured than the security level x.
When looking at the details of the firewall policy 4 and 5, these two policies are expected to be
more or less the same with regards to security level. They only differ in the basic policy features. So
itis expected that the number of vulnerabilities found for policy 4 and 5 would not differ alot from

each other.

Asamatter of fact, the testing result is not so representative if it is used to confirm the security
standard of a particular firewall policy. However, thetesting is an attempt to quantify the difference
of security between one security level and the others. Furthermore, it hel ps to build up the security
from one level to another by eliminating some security flaws and warnings found in the firewall of
lower level security.
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Please find in the Appendix C for al the raw data sets of the testing result and measurement details.

Testing results obtained from experiments done under the seven firewall security levels would be

presented and compared as follows.

5.2.1 HTTP session test
Please refer to HT TP testing scenarios described in section 3.3.3.1 and various firewall policies and

the definitions for various security levels described in section 4.3.

5211 Result

The tables below show the AVERGAE total transaction time (in second) and the BEST tota

transaction time (in second) for retrieving 395K documents through HTTP.

Note: Cfg x refersto the firewall confi

guration x with security level defined as level x.

No. of Cfgl Cfg2 Cfa3 Cfa4 Cfg5 Cfa6 Cfa7
seguential
connections
1x3 0.94 1.00 1.50 1.25 2.86 1.33 2.75
10x3 10.40 13.00 63.88 65.33 70.88 63.33 63.25
20x3 22.20 30.14 304.38 313.60 316.38 302.00 304.50
30x3 31.40 40.67 513.75 507.50 531.75 493.33 501.50
40x3 51.60 58.60 653.33 683.67 666.00 761.00 666.00
50x3 60.80 72.83 836.86 837.71 861.14 832.67 839.25
60x3 78.60 90.50 1,014.25 1,012.00 1,002.00 1,004.33 1,011.00
70x3 86.20 105.33 1,201.29 1,219.75 1,235.29 1,185.67 1,198.25
80x3 98.20 117.50 1,351.57 1,386.67 1,377.14 1,361.67 1,371.75
90x3 111.00 125.00 1,558.86 1,538.00 1,552.43 1,536.00 1,526.25
100x3 143.40 150.33 1,710.71 1,716.33 1,743.00 1,674.33 1,737.25
Table 1: The AVERAGE total HTTP transaction times in second
No. of Cfgl Cfg2 Cfa3 Cfag4 Cfag5 Cfa6 Cfg7
sequential
connections
1x3 0.50 0.50 1.00 1.00 1.00 1.00 1.00
10x3 7.00 6.00 61.00 64.00 62.00 63.00 63.00
20x3 14.00 18.00 300.00 305.00 299.00 298.00 293.00
30x3 14.00 31.00 507.00 479.00 499.00 489.00 496.00
40x3 47.00 48.00 555.00 652.00 660.00 761.00 666.00
50x3 30.00 61.00 830.00 750.00 833.00 824.00 835.00
60x3 67.00 75.00 1,008.00 895.00 959.00 990.00 1,007.00
70x3 35.00 83.00 1,196.00 1,189.00 1,200.00 1,173.00 1,169.00
80x3 92.00 108.00 1,303.00 1,360.00 1,344.00 1,343.00 1,339.00
90x3 36.00 110.00 1,554.00 1,515.00 1,524.00 1,508.00 1,429.00
100x3 120.00 128.00 1,617.00 1,645.00 1,692.00 1,662.00 1,686.00

Table 2: The BEST total HTTP transaction timesin second
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For the table of the best results (i.e. the HTTP total minimum transaction times), the best values
were selected, i.e. the minimum time of processing, asthe final result. Therefore the values under a

particular security level approximate the best-case performance results.

Total average transaction time VS no. of connection
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Figure9: The HTTP total average transactionstimes VS the no. of connection(s) under different
firewall security levels
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Figure 10: The HTTP total best transactionstimes VS the no. of connection(s) under different
firewall security levels
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The tables below show the network latency for processing each transaction of 395K bytes data.

Please note that each of the transactions made would involve 3 connections realized with 3SHTTP

requests for the transfer of 395K bytes data.

Note: x1 means 1 transaction and 3x 1 connections; x20 means 3x20 connections and so on.

No. of transaction(s) ( x 1 =1 atransaction)

X1 |X10 |X20 |X30 x40 |X50 |X60 |X70  |X80 X90  |x100
Cfgl 0.94| 1.04 1.11 1.05 1.29 1.22 1.31 1.23 1.23 1.23 1.43
Cfg2 1.00, 1.30 151 1.36 1.47 1.46 151 1.50 1.47 1.39 1.50
Cfg3 150 6.39| 15.22| 17.13| 16.33] 16.74| 16.90| 17.16 16.89| 17.32] 17.11
Cfg4 1.25| 6.53| 15.68| 16.92| 17.09| 16.75 16.87| 17.43 17.33| 17.09] 17.16
Cfg5 2.86| 7.09] 15.82| 17.73| 16.65 17.22| 16.70| 17.65 17.21| 17.25| 17.43
Cfg6 1.33] 6.33] 15.10| 16.44| 19.03|] 16.65 16.74| 16.94 17.02| 17.07| 16.74
Cfg7 275 6.33] 15.23| 16.72| 16.65| 16.79| 16.85] 17.12 17.15| 16.96| 17.37

Table 3: Latency calculated with average total HT TP transaction time transaction times in second

No. of transaction(s) ( x 1 =1 connection in atransaction)

x1 |X10 |X20 |X30 |X40 |X50 |X60 |X70  |X80 X90  |x100
Cfgl | 0.50 | 0.70 0.70 0.47 1.18 0.60 1.12 0.50 1.15 0.40 1.20
Cfg2 | 0.50 | 0.60 0.90 1.03 1.60 1.53 1.25 1.19 1.35 1.22 1.28
Cfg3 | 1.00 | 6.10 | 15.00 | 16.90 | 13.88 | 16.60 | 16.80 | 17.09 | 16.29 | 17.27 | 16.17
Cfg4 | 1.00 | 6.40 | 1525 | 15.97 | 16.30 | 15.00 | 14.92 | 16.99 | 17.00 | 16.83 | 16.45
Cfgb | 1.00 | 6.20 | 14.95 | 16.63 | 16.50 | 16.66 | 15.98 | 17.14 | 16.80 | 16.93 | 16.92
Cfg6 | 1.00 | 6.30 | 14.90 | 16.30 | 19.03 | 16.48 | 16.50 | 16.76 | 16.79 | 16.76 | 16.62
Cfg7 | 1.00 | 6.30 | 14.65 | 16.53 | 16.65 | 16.70 | 16.78 | 16.70 | 16.74 | 15.88 | 16.86

Table 4: Latency calculated with best total HT TP transaction time transaction times in second
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Average latency VS no. of connection for different firewall configurations
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Figure 11: The average HTTP latency of atransactions VS the no. of connection(s) under different
firewall security levels
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Figure 12: The best HTTP latency of a transactions VS the no. of connection(s) under different

firewall security levels

Page 82 of 168




MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

5212 Analysis

With the design of the high-volume connection and low data size (< 395Kb) file retrieval by using
HTTP protocol, the total data transfer or transaction times for the firewall policy 1, 2 and 3 differs
significantly. When compared with the result of security level 2 and3, the tests showed aremarkable
increase of latency and processing time with firewall security level 3, with connection > 1. When
proceeding from security level 3to 4, 5, 6 or 7, no obvious and consistent change of performance

could be found.

First, as expected that the firewall of lowest security level (i.e. level 1) performsthe best. Itis
because there is no packet filtering rules set into the router which does very little work outside of

routing traffic, extremely low overhead would be incurred in this security level.

Second, the tests showed that security level 2 performs better than security level one. This can be
explained by the addition of security in security level 2 implemented by setting 7 screening rules
into the router. Asthereisno rule set for packet filtering for the previous security level i.e. level 1,
even the addition of 1 filtering rule would incur traffic overhead as compared with the previous
security policy 1. In fact, the traffic may not go through all the 7 screening rulesin the router, but
the packet would be checked or parsed with at least 1 rule and then be passed to the firewall. The

difference of performanceis shown in the following figure.

TL transaction time VS no. of connections under firewall
configuration 1 & 2
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om |
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Third, as shown in the above figure, the significant increase of processing time with security level 3
is due to the incorporation of proxy services at the firewall. The additional security made by the
proxy server imposes overhead, which is comparatively significant to the total processing time and
latency of datatransfer. The proxy process run at the firewall (the proxy server) will analyses
application commands inside the payload portion of data packets and keeps logs of traffics as well
as specific activities. Thusit incurred higher overhead than simple packet filtering firewall, such as
the firewall incorporated with security level 2 in this project. Moreover, for each new connection to
the Internet, the overhead from proxy process would be introduced. Consequently the time for
HTTP transfer jumped up quickly when connection number isincreased from 1to 30. Itis
illustrated bel ow.

Comparioson on best processing time among
firewall policies 1,2 and 3

1,800.00
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Total processing time in second
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Interestingly, the curves of security 3, 4, 5, 6 and 7 seemsto be overlapped each others, whether
there is the performance gains or loss is difficult to conclude. In fact, the performances of security
level 4 to 7 could be explained by the way that security policies wereimplemented. The firewall
security levels 3to 7, are mainly implemented and controlled by configuring screening rulesin the
router. In fact, the security level of 3 (or x) istheoretically better than level 4 (or x+1) and the
security policy 3 (or x) is proved in the security testing that is it more secured than the security
policy 4 (or x+1). But the difference between the number of screenings rules used for the
implementation of firewall policy 3 (or x) and that for the implementation of policy 4 (or x+1) is
zero, which is not big enough to show up any significant impact on the performance.

When the no. of screening for security level 7 isincreased to 43, 26 more screening rule than level
3, itisfound that the performance values at some particular number of connection for security level
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7 islarger than that for security level 3. It isinteresting to note that there is clearly the performance
difference when the no. of screening ruleis added from 0 to 7 when security level proceeding from
1to 2. Butif therules are added again, the performance difference isnot obvious at al. This
phenomenon could be explained by way the router pareses the screening rules. Normally the router
parses the rules in sequential order for a match. The more the rules are parsed, the slower the traffic
would be. So the speed of traffic going through the router depends very much on the sequence of
the rules set into the router. When a particular traffic is matched by arule in the sequence, the fate
of the packet is determined and the rest of rulesisignored, no matter how many rules are set. In
other words, if the traffic is matched in the sequence of rules earlier, the faster the traffic goes
through the router. Asaresult, if the FTP traffic simulated in policy 3 to 7 is only parsed with the
same number of rules before their fatesis determined, it is no wonder why their performance are
very close to each others.

Consequently, even it is shown that the performance of security level x is better than that of x+1 a
little bit at certain test point or no. of connections, but on the whole the performance difference
among security level 3 to 7 is not obvious and is difficult to conclude.

Theirregular shape of the performance curvesfor firewall policy 3 to 7 also revealed that the
performance of them is easily affected by the outside interference and noise. However, it is nearly
impossible to predict and control the impact of outside traffic to our results, so it is difficult to

estimate how many trials should be run such that a smooth curve for each policy is resulted.

In short, for security policy 3 to 7, because of the impact from external traffic together with the
minimal performance difference among their security levels, no plausible evidence could be found
in this project that the performance of security level 3is better than that of level 4, that of level 4is
better than that of level 5 and so on. But with regards to the security features and control, the higher

security levels are actually more secured than the lower security levels.
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5.2.2 FTP session test
Please refer to FTP testing scenarios described in section 3.3.3.2 and various firewall policies and
security level definitions described in section 4.3.

As the connections for transferring different data sizes of file are supposed to be made sequentially,
the firewall was able to process all the transfer requests. All the connection requests are started at
the Linux PC "HOME" for consistent comparison.

5221 Result
Scenario A - Transfer 5M data per transaction

Total transaction time

The tables below show the total average and best transaction times taken to complete file transfers
in the scenario A.

No. of Cfgl Cfg2 Cfa3 Cfa4 Cfg5 Cfa6 Cfq7
Connection
1 11.13] 12.33 10.00 10.75 12.00 11.60 14.00
2 27.86 26.57 26.75 22.40 25.00 27.39 29.80
3 44.00 44.00 37.67 34.40 38.67 38.23 40.17
4 56.57 56.60 55.00 58.00 48.20 57.51 53.00
5 71.44 73.00 60.67 69.00 66.40 73.88 64.83
6 88.88 87.25 79.25 85.00 78.25 78.71 77.33
7 107.11| 103.86 91.00 95.00 91.67 96.08 90.83
8 118.75| 119.60 98.33 110.60 98.75 107.51 107.83
9 134.67| 134.00 126.00 129.60 116.60 130.27 133.83
10 144.33| 143.17 133.75 135.50 133.50 146.89 129.33
Table 5 : Average tota transaction figures
No.of [Cfgl Cfg2 [Cfg3 Cfq4 Cfa5 Cfa6 Cfq7
connections
1 3.00 12.00 8.00 9.00 9.00 9.30 13.00
2 24.00 23.00 23.00 19.00 20.00 26.65 27.00
3 39.00 42.00 35.00 27.00 38.00 29.22 32.00
4 52.00 52.00 44.00 49.00 43.00 53.92 49.00
5 65.00 67.00 55.00 64.00 62.00 71.30 57.00
6 75.00 85.00 73.00 81.00 75.00 72.06 72.00
7 92.00{ 100.00 76.00 87.00 87.00 95.26 76.00
8 106.00| 115.00 91.00 105.00 86.00 98.57 97.00
9 127.00| 127.00 119.00 121.00 114.00 125.37 114.00
10 140.00| 135.00 131.00 132.00 130.00 145.85 119.00

Table 6: Best figures with minimum transaction time of the result
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Figures below illustrate respectively the total average and minimum FTP transfer times for 5M data.

Total transaction time VS no. of connection for different firewall
configurations
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Figure 13 : Total transaction time on average for data transfer by FTP VS no. of connection

The Min total transaction time VS no. of connection for different
firewall configurations
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Figure 14 : Minimum total transaction time for datatransfer by FTP VS no. of connection
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The tables below show the average and best latency time taken to complete the file transfer in

scenario A
No. of connection(s) (x 1 =1 connectionin 1 transaction)
xI  [x2  [x3 x4 [x5  [x6 [X7 [X8 [x9 x10

Cfgl 11.13| 13.93| 14.67| 14.14] 14.29| 14.81] 15.30| 14.84| 14.96| 14.43
cfg2 12.33| 13.29] 14.67| 14.15] 14.60| 14.54| 14.84| 1495/ 14.89| 14.32
Cfg3 10.00f 13.38| 12.56| 13.75| 12.13| 13.21] 13.00f 12.29| 14.00| 13.38
Cfg4 10.75| 11.20| 11.47| 14.50f 13.80| 14.17| 13.57| 13.83| 14.40| 13.55
Cfgb 12.00f 12.50| 12.89| 12.05| 13.28| 13.04| 13.10| 12.34| 12.96| 13.35
Cfg6 11.60| 13.69| 12.74| 14.38| 14.78| 13.12| 13.73| 13.44| 14.47| 14.69
Cfg7 14.00| 14.90| 13.39| 13.25| 12.97| 12.89] 12.98| 13.48| 14.87| 12.93

Table 7 : Latency calculated from the total average transaction times of FTP 5M data

No. of connection(s) ( x 1 =1 connection in 1 transaction)

A 2 X8 x4 x5 [x6 Xz [x8 [x9  [x10
Cfgl 3.00f 12.00{ 13.00 13.00 13.00 12.50 13.14| 13.25 14.11 14.00
Cng 12.00f 11.50| 14.00 13.00 13.40 14.17 14.29| 14.38 14.11 13.50
Cfg3 8.00f 11.50( 11.67 11.00 11.00 12.17 10.86| 11.38 13.22 13.10
Cfg4 9.00 9.50 9.00f 12.25 12.80 13.50 12.43| 13.13| 13.44 13.20
Cfgs 9.00/ 10.00| 12.67| 10.75 12.40 12.50 12.43| 10.75| 12.67 13.00
Cfg6 9.30f 13.33 9.74| 13.48 14.26 12.01 13.61| 12.32| 13.93 14.59
Cfg7 13.00{ 13.50| 10.67 12.25 11.40 12.00 10.86| 12.13 12.67 11.90

Table 8 : Latency calculated from the total (best) minimum times of FTP 5M data

Figures below illustrate respectively the average and minimum latency of files transfer (FTP) 5M

data
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Latency in second s

Average latency per connection VS no. of connection used in a
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Figure 15 : Latency calculated from the AVERAGE TL transactionstimes VS no. of connection(s)
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Figure 16 : Minimum Latency cal culated from the (best) minimum times VS no. of connection(s)
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Scenario B - Transfer 1M data per transaction
Total transaction time

The tables below show the average and best total time taken to complete the file transfer in scenario
B (1M datatransfer).

No. of Cfgl Cig2 Cfg3 Cfg4 Cfg5 Cfg6 Cig7
connection
1 3.00 3.67 3.67 2.78 3.60 3.00 3.13
2 7.89 7.33 6.80 6.80 7.89 7.17 7.25
3 12.44 11.20 11.60 11.10 11.89 12.38 11.57
4 16.00 16.43 16.00 15.80 15.22 17.38 15.88
5 20.89 20.86 20.20 19.80 19.56 20.89 20.30
6 25.75 26.17 25.40 23.78 24.13 24.11 24.60
7 32.00 29.71 30.00 27.60 29.11 29.11 28.00
8 36.33 36.71 33.20 31.70 32.00 33.22 33.60
9 39.43 40.43 39.40 37.11 36.11 38.71 37.20
10 42.33 44.00 40.20 41.56 40.67 42.38 41.60
Table 9 : Average figures of total transaction times
No. of Cfgl Cfg2 Cfg3 Cfg4 Cfg5 Cfg6 Cig7
connection
1 2.00 3.00 3.00 2.00 3.00 2.00 2.00
2 6.00 5.00 6.00 6.00 7.00 5.00 6.00
3 11.00 8.00 11.00 10.00 10.00 11.00 11.00
4 14.00 14.00 14.00 14.00 14.00 15.00 14.00
5 19.00 18.00 18.00 19.00 17.00 18.00 18.00
6 20.00 24.00 21.00 21.00 20.00 21.00 22.00
7 30.00 25.00 28.00 25.00 27.00 27.00 26.00
8 35.00 33.00 29.00 31.00 28.00 30.00 31.00
9 35.00 38.00 36.00 35.00 32.00 37.00 34.00
10 39.00 40.00 37.00 39.00 37.00 38.00 39.00

Table 10: Best figures with minimum transaction time of the result

Figures below illustrate respectively the average and best (minimum) FTP files transfer times for
1M datatransfer.
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TL average transaction time VS no. of connection in a transaction
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Figure 17 : Total AVERAGE transactionstimesVS no. of connection(s) for IM datatransfer
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Figure 18: Total MINIMUM transactionstimes VS no. of connection(s) for 1M data transfer
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L atency for each transaction

The tables below show the average and best latency time taken to complete the file transfer in

scenario B

No. of Cfgl Cfg2 Cfg3 Cfg4 Cfg5h Cfg6 Cfqg7
connection
1 3.00 3.67 3.67 2.78 3.60 3.00 3.13
2 3.94 3.67 3.40 3.40 3.94 3.58 3.63
3 4.15 3.73 3.87 3.70 3.96 4.13 3.86
4 4.00 411 4.00 3.95 3.81 4.34 3.97
5 4.18 4.17 4.04 3.96 3.91 4.18 4.06
6 4.29 4.36 4.23 3.96 4.02 4.02 4.10
7 4.57 4.24 4.29 3.94 4.16 4.16 4.00
8 4.54 4.59 4.15 3.96 4.00 4.15 4.20
9 4.38 4.49 4.38 412 4.01 4.30 4.13
10 4.23 4.40 4.02 4.16 4.07 4.24 4.16

Table 11 : Latency calculated from the average figures above

No. of Cfal Cfg2 Cfag3 Cfq4 Cfa5 Cfg6 Cig7
connection
1 2.00 3.00 3.00 2.00 3.00 2.00 2.00
2 3.00 2.50 3.00 3.00 3.50 2.50 3.00
3 3.67 2.67 3.67 3.33 3.33 3.67 3.67
4 3.50 3.50 3.50 3.50 3.50 3.75 3.50
5 3.80 3.60 3.60 3.80 3.40 3.60 3.60
6 3.33 4.00 3.50 3.50 3.33 3.50 3.67
7 4.29 3.57 4.00 3.57 3.86 3.86 3.71
8 4.38 4,13 3.63 3.88 3.50 3.75 3.88
9 3.89 4,22 4.00 3.89 3.56 411 3.78
10 3.90 4.00 3.70 3.90 3.70 3.80 3.90

Table 12 : Latency calculated from the (best) minimum figures above

Figures below illustrate respectively the average and best (minimum) latency of file transfer (FTP)
1M data.
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Average latency for different firewall configuration VS no. of

connection
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Figure 19 : Latency calculated from the AVERAGE TL transactionstimes VS no. of connection(s)
for 1M data transfer
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Figure 20 : Latency calculated from the MINIMUM TL transactionstimes VS no. of connection(s)
for 1M datatransfer
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Scenario C - Transfer smaller data of 38.9Kb per transaction, large volume of
connections

Total transaction time

The tables below show the average and best total time taken to complete the file transfer in scenario
C (38.9K, large volume of connections data transfer).

No. of connection(s) ( x 1 =1 connection in atransaction)

No. of Cfgl Cfg2 Cfa3 Cfg4 Caf5 Cfg6 Cfg7
connection
1 0.05 0.80 0.80 0.83 0.80 0.67 0.88
5 5.60 5.50 6.60 6.67 6.40 7.33 6.63
10 11.60 11.00 14.80 14.67 13.20 14.33 14.00
20 24.60 24.17 28.80 29.67 27.40 28.67 28.11
40 49.00 43.33 59.40 59.67 56.25 56.50 57.67

Table 13 : Tota average transaction times V'S no. of connection in atransaction

No. of connection(s) ( x 1 =1 connection in atransaction)

No. of Cfal Cfg2 Cfq3 Ccfq4 Caf5 Cfg6 Cfa7
connection
1 0.05 0.50 0.50 0.50 0.50 0.50 0.50
5 5.00 5.00 6.00 6.00 6.00 7.00 6.00
10 11.00 10.00 14.00 14.00 13.00 13.00 13.00
20 23.00 22.00 28.00 29.00 25.00 28.00 25.00
40 48.00 33.00 57.00 58.00 53.00 55.00 56.00

Table 14: Tota best transaction time V'S no. of connection in atransaction

Figures below illustrate respectively the average and best (minimum) FTP files transfer times for
38.9K, large volume of connections data transfer.
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Total average transaction time VS no. of connection in a transaction
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Figure2l1: Total AVERAGE TL transactionstimes VS no. of connection(s) for 38.9KM data

transfer
Total minimum transaction time VS no. of connection in atransaction
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Figure 22 : Total MINIMUM transactionstimes VS no. of connection(s) for 38.9KM data transfer
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L atency for each transaction

The tables below show the average and best latency time taken to complete the file transfer in

scenario C (38.9K, large volume of connections data transfer) .

Cfgl Cfg2 Cfa3 Cfg4 Cafs Cfg6 Cfq7

38.9kx 1 0.05 0.80 0.80 0.83 0.80 0.67 0.88
38.9k x 2 1.12 1.10 1.32 1.33 1.28 1.47 1.33
38.9k x 3 1.16 1.10 1.48 1.47 1.32 1.43 1.40
38.9k x 4 1.23 1.21 1.44 1.48 1.37 1.43 141
38.9k x5 1.23 1.08 1.49 1.49 1.40 141 1.44

Table 15 : Latency calculated from the average figures above

Cfgl Cfg2 Cfg3 Cfq4 Caf5 Cfgb Cfg7

389k x 1 0.05 0.50 0.50 0.50 0.50 0.50 0.50
38.9k x5 1.00 1.00 1.20 1.20 1.20 1.40 1.20
38.9k x 10 1.10 1.00 1.40 1.40 1.30 1.30 1.30
38.9k x 20 1.15 1.10 1.40 1.45 1.25 1.40 1.25
38.9k x 40 1.20 0.83 1.43 1.45 1.33 1.38 1.40

Table 16 : Latency calculated from the (best) minimum figures above

Figures below illustrate respectively the average and best (minimum) latency of file transfer (FTP)
38.9K data
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Average latency for different configurations VS no. of connection
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Figure 23 : Latency calculated from the AVERAGE TL transactionstimes VS no. of connection

request(s) for 38.9KM datatransfer
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Figure 24 : Latency calculated from the MINIMUM TL transactions times VS no. of connection

request(s) for 38.9KM data transfer
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5222 Analyss

First, from the test results of scenario 1, 2 and 3, it is as expected that the latency for a particular
security level remains more or less a constant value, aswith 1 connection to 10 connections. Thisis
because the FTP connection request is run sequentially and one connection should not influence
another if more than 1 connections are attempted. However, just like the HTTP testing, it is not the
case with the scenario 3 in which the latency of connection was increased since connection number
islarger than 2 and it is much higher than that for connection 1. The irregularities of latency times
for aparticular security level is most probably due to the noise and interference from externa
traffic.

Second, we look at the difference of latency or tota transaction times among different security
level. Itisfound that the result values from low-volume connections testing, still remain more or
less a constant no matter the file sizeis 5M or 1M. 'Low-volume connection' means 1 to 10
connections, whereas 'high-volume connection' means 1 to 40 connections as implemented in this

project.

However, for high-volume connection and small data size tests, the latency values found under
firewall configuration 3 to 7, are clearly larger than that under firewall configurations 1 and 2. This
interesting result is similar to that found with HTTP protocol described in the previous section.

If the data size islarge, the transaction time for each connection would be comparatively longer, and
the overhead time added by proxying at the firewall would become insignificant with respect to the
long time taken to complete a transaction.

On the contrary, if datasizeis small, the transaction time for each new connection would be shorter
and the risk of collision and outside interference would be smaller. If the number of connectionsis
high with small data size, the additional overhead coming from the proxy process would become
significant when compared with the small value of latency. Also the overhead time from proxy
processisincurred whenever each new connection is made. If the connection no. is high, the data
traffic collision rate grows, the accumulated overhead from the connections would be high and this
accumulated overhead would weigh alot when compared to the total transaction time or latency
without the overhead. In thisway, with small file size and frequent connections to the Internet, the
network performance would be affected if the firewall policy 3 or above is adopted. In other words,
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the using of proxy server for more security at the firewall (asimplemented in the firewall policy 3 to

7 inthis project) would have to scarify the network performance.

Third, it isalso clear that the performance difference among the firewall policy 3to 7, isnot large.
Just like the results from HTTP tests, the fluctuations of the performance curves for firewall policy
3 to 7 appear very often in testing al the 3 scenarios of datatransfer with FTP protocol. They imply
that the overhead added by 'more security' or ‘higher security level' does not outweigh the influences
from outside traffic interference and noise. Asaresult, it isvery difficult to determine how big

difference of the performance impact among the implementations of firewall security policy 3to 7.
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5.3 Relationship of Security to Performance

With the findings mentioned above, it is interesting to relate the security of firewall defined in this
project with the performance results. Here below is a simple matrix used to illustrate the security-

performance relationship.

0,7) 7
.0 A 2 3 4 5 .6 v .8 9 1

7

6

Security 5
Index 4
(Rating 3
from 2
1to7) 1

(01 Performanceindex (Rating from Oto 1) (1,2

Figure 25: Security-performance matrix

Notes for the coordinate x,y : (where x isfromQto 1, yisfrom1,7)

poorest performance, highest security
best performance, highest security
poorest performance, lowest security
best performance, lowest security

RPORO
NI

Traditionally, the security-performance relationship is expected to be the path of the 2-heads
"arrow" on the matrix above. That is, the better the firewal |l performs the poor the security. By the

same token, the poor the firewall performs the better the security.

Asrefer to the design of the security testing, the seven security levelsimplemented in this project
can be assigned with a security index from 1 to 7. As concluded from the results of the testing, the
average latency values from the performance tests could be used to calculate the performance
indices. In thisway, each of the performance testing could be put into the security-performance

Page 100 of 168



MRL9903 Security Issues on Distributed Systems, by Lorrien Lau

matrix proposed above. The security-performance relationship found in each of the testing for this

project could be depicted with the security-performance matrices described below.

5.3.1 For performancetestsof HTTP data transfer with 395K data

The performance indices were calculated by using the average latency as follows.

The Average Latency for the transfer of 395Kb data using HTTP protocol

xI  x10 x20 x30 x40 x50 x60 x70 x80 x90 x100 | TL

Cfgl 0.94 1.04 111 105 129 122 131 123 123 123 1.43] 13.08
Cfg2 1.00 1.30 1.51 136 147 146 151 150 147 139 0.50| 14.46
Cfg3 1.50 6.39 1522 17.13 16.33 16.74 1690 17.16 16.89 17.32 17.11| 158.69
cfg4 1.25 6.53 15.68 1692 17.09 16.75 16.87 17.43 17.33 17.09 17.16| 160.10
Cfg5 2.86 7.09 1582 17.73 16.65 17.22 16.70 17.65 17.21 17.25 17.43| 163.60
Cfg6 1.33 6.33 1510 16.44 19.03 16.65 16.74 16.94 17.02 17.07 16.74| 159.40
Cfg7 2.75 6.33 15.23 16.72 16.65 16.79 16.85 17.12 17.15 16.96 17.37| 159.90

(Please refer to section 5.2.2.1 for the detail anaysis of it)

Thetotal latency for al the transactions under configuration 1 is used as the reference point X asit
is assumed that the performance of firewall configuration 1 is the best and is assigned with
performance index 1. So the calculation of theindicesis asfollows.

X =13.08

Configuration 1: 1/(13.08/X) =1
Configuration 2: 1/(14.46/X) = 0.9
Configuration 3: 1/(158.69/X) =0.08 ~ 0.1
Configuration 4: 1/(160.10/X) =0.08 ~ 0.1
Configuration 5: 1/(163.6/X) =0.08 ~ 0.1
Configuration 6: 1/(159.4/X) =0.08 ~ 0.1
Configuration 7: 1/(159.9/X) =0.08 ~ 0.1

In thisway, the testing results in the project achieved the security-performance relationship:
(1.1), (0.9,2), (0.1, 3), (0.1,4), (0.1,5), (0.1,6) and (0.1, 7)
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6
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Index 4
L4
(Rating 3 s
From 2
L2
1to7) 1
0,1 Performanceindex (Rating from 0 to 1) (1,
Figure 26 Security-performance matrix
5.3.2 For performancetestsof FTP datatransfer with 5M data
The performance indices were calculated by using the average latency as follows.
The Average Latency for thetransfer of 5M data using FTP protocol
x1 X2 x3 x4 X5 x6 X7 x8 x9 x10
Cfgl 11.13 13.93 14.67 14.14 1429 1481 1530 14.84 14.96 14.43
cfg2 12.33 13.29 14.67 14.15 1460 1454 1484 1495 14.89 14.32
Cfg3 10.00 13.38 1256 13.75 12.13 13.21 13.00 12.29 14.00 13.38
Cfg4 10.75 11.20 11.47 1450 13.80 14.17 13,57 13.83 14.40 13.55
Cfg5 12.00 1250 12.89 12.05 13.28 13.04 13.10 12.34 1296 13.35
Cfg6 11.60 13.69 12.74 14.38 14.78 13.12 13.73 13.44 14.47 14.69
Cfg7 14.00 1490 13.39 13.25 1297 12.89 1298 1348 14.87 12.93

(Please refer to section 5.2.2.1 for the detail andysis of it)

TL

142.51
142.57
127.69
131.23
127.51
136.64
135.65
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Thetotal latency for al the transactions under configuration 1 is used as the reference point X asit
is assumed that the performance of firewall configuration 1 is the best and is assigned with

performance index 1. So the calculation of theindicesis asfollows.

X =142.51

Configuration 1: 1/(142.51/X) =1
Configuration 2: 1/(142.57/X) =1
Configuration 3: 1/(127.69/X) =1.12~1
Configuration 4: 1/(131.23/X) =1.09~1
Configuration 5: 1/(1275UX)=112~1
Configuration 6: 1/(136.64/X) =1.04~1
Configuration 7: 1/(135.65/X) =1.05~1

Interesting, the testing results in the project achieved the security-performance relationship:
(1.2),(1,2), (1, 3), (1,4), (1,5), (1,6) and (1, 7)

0.7) 7
o0 1 2 3 4 5 6 7 8 9 1
7
L7
6
L6
Security 5 s
Index 4
L4
(Rating 3 L
From 2
L2
1to7) 1
0, Performanceindex (Rating from 0 to 1) (1,1

Figure 27: Security-performance matrix
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5.3.3 For performancetestsof ftp datatransfer with 1M data

The performance indices were calculated by using the average latency as follows.

The Average Latency for thetransfer of IMb data using FTP protocol

Cfgl Cfg2 Cfg3 Cfg4 Cfg5h Cfg6 Cfqg7

1Mx1 3.00 3.67 3.67 2.78 3.60 3.00 3.13
1Mx2 3.94 3.67 3.40 3.40 3.94 3.58 3.63
1Mx3 4.15 3.73 3.87 3.70 3.96 413 3.86
1Mx4 4.00 4.11 4.00 3.95 3.81 4.34 3.97
1Mx5 4.18 4.17 4.04 3.96 3.91 4.18 4.06
1Mx6 4.29 4.36 4.23 3.96 4.02 4.02 4.10
1Mx7 457 4.24 4.29 3.94 4.16 4.16 4.00
1Mx8 454 4.59 4.15 3.96 4.00 4.15 4.20
1Mx9 4.38 4.49 4.38 4.12 4.01 4.30 4.13
1Mx10 4.23 4.40 4.02 4.16 4.07 4.24 4.16
TL 41.29 41.43 40.04 37.94 39.48 40.10 39.23
Perf 1.00 1.00 1.03 1.09 1.05 1.03 1.05
index

(Please refer to section 5.2.2.1 for the detail analysis of it.)

Thetotal latency for al the transactions under configuration 1 is used as the reference point X asit
is assumed that the performance of firewall configuration 1 is the best and is assigned with

performance index 1. So the calculation of theindicesis as follows.

X =41.29

Configuration 1. 1/(41.29/X) =1
Configuration 2: 1/(41.43/X) =1
Configuration 3: 1/(40.04/X) =1.03~1
Configuration 4: 1/(37.94/X) =1.09~1
Configuration 5: 1/(39.48/X) =1.05~1
Configuration 6: 1/(40.10/X) =1.03~1
Configuration 7: 1/(39.23/X) =1.05~1

The result of it is similar to the testing of 5Mb data transfer using FTP protocol.

In thisway, the testing results in the project achieved the security-performance relationship:
(1.2), (1,2), (1, 3), (1,4), (1,5), (1,6) and (1, 7)
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Figure 28: Security-performance matrix

5.3.4 For performancetestsof FTP datatransfer with 38.9K

The performance indices were calculated by using the average latency as follows.

The Average Latency for the transfer of 38.9Kb data using FTP protocol

Cfgl Cfg2 Cfag3 Cfa4 Caf5 Cfgb Cfa7

38.9kx 1 0.05 0.80 0.80 0.83 0.80 0.67 0.88
38.9k x 2 1.12 1.10 1.32 1.33 1.28 1.47 1.33
38.9k x 3 1.16 1.10 1.48 1.47 1.32 1.43 1.40
38.9k x 4 1.23 121 1.44 1.48 1.37 1.43 1.41
*+ 38.9kx5 e 123 + 108 ¢ 149 . 149 o 140 - 141 1.44
TL: 4.79 5.29 6.53 6.61 6.17 6.41 6.45
Perf. index 1.00 0.90 0.73 0.72 0.78 0.75 0.74

(Please refer to section 5.2.2.1 for the detail anaysis of it.)

Thetotal latency for al the transactions under configuration 1 is used as the reference point X asit
is assumed that the performance of firewall configuration 1 is the best and is assigned with
performance index 1. So the calculation of theindicesis as follows.
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V(@4.79/1X) =1

1/(5.29/X) =0.9

1/(6.53/X) = 0.73 ~ 0.7 (ignore the 2™ decimal digit)
1/(6.61/X) = 0.72 ~ 0.7 (ignore the 2™ decimal digit)
1/(6.17/X) = 0.78 ~ 0.7 (ignore the 2™ decimal digit)
1/(6.41/X) = 0.75 ~ 0.7 (ignore the 2™ decimal digit)
1/(6.45/X) = 0.74 ~ 0.7 (ignore the 2™ decimal digit)

In thisway, the testing results in the project achieved the security-performance relationship:
(1.2), (0.9,2), (0.7, 3), (0.7,4), (0.7,5), (0.7,6) and (0.7, 7)

7
6

Security 5
Index 4
(Rating 3
From 2
1to7) 1

©.7)
0 1 2 3 4 5 6 7 8

(1,7)

L7

L6

L5

L4

L3

L2

0,1 Performanceindex (Rating from 0 to 1)

Figure 29: Security-performance matrix

(1.1)
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6.LIMITATIONS

1 Outsideinterferenceto performancetesting

With aview to simulating the data transfer process as close to real cases as possible, tests were run
under real working environment, which is not disconnected ourselves from the rest of the world.
Documents or datafiles used in datatransfer by using http or ftp protocols are all located at the
outside public ares, i.e. the ftp server of the CS department (ftp.cse.cuhk.edu.hk) and the pc89136.

However, the testing environment, in this way, would become out of our control.

In order to minimize therisk of interference from outside traffic on the results, most of the testing
were carried during the night times and the quiet times of the day of testing. But it is still difficult to
know the condition of outside traffic and how busy the public ftp server is, results with abnormal
and inconsistent values under the same configuration would sometime obtained (as seen in the
pattern of raw datavaluesin Appendix C). In this case, many more tests have to be repeated in
order to obtain a smoother curve. In thisway more effort has to be made in eliminating the

interference from outside traffic.

Certainly the time for testing in this project is not enough and repeated testing in achieving smooth
curves for the comparison of network performance among security level 3to 7, isa problem.

2. Security level definition for firewall

In this project, it is attempted to define the 7 levels of security by the implementation of 7 different
firewall policies, which are supposed to impose different levels of restriction and security controls
on the network. However, "security” itself is very difficult to ensure and defined. Not only
technically sound design and protection, human co-operation to conform the published guideline
and policiesis very important in achieving the expected "security level". Any minor security
loophole could ruin al the effort previously paid in guarding the firewall system and downgrade
security level easily. Even though "security level" could be quantified as an index and be measured
with respect to "tolerance to some particular attacks', it isonly true at thetimeit is tested. It is due
to the fact that the Internet changes very often, new bugs, new Trojan horses, technologies as well
as hacking techniques evolves over the time quickly, no one can guarantee that your well-designed
and protected system is 100 % secured today, would not be broken into by intruders tomorrow. In a
nutshell, more considerations have to be made in defining an achievable and reliable security level.
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7.FUTURE WORK

With regards to the data sets and the limitations mentioned above, possible research opportunities
are asfollows.

1 More repeated testing on different size of data

In this project, only data size of 1M, 5M and 38.9K for data transfer using ftp protocol and of 395K
for dataretrieval by using http protocol are attempted. It isrecommended that more different size of
data and number of connections requests are tested. This is to determine the threshold val ue about
the data size and number of connection, above these values the network performance would be
significantly affected. Of course, it may have to be associated with a particular firewall
configuration or feature such that the result could be more meaningful.

In this project, time for testing isreally limited and for sure it isinadequate for repesting the testing
many times util the smooth curves of results are obtained. So future work could be made on fine
tuning the testing parameters such as the data size, number of connections, data transfer protocols
used, and achieving a smooth curve on the results by performing intensive and more repeated
testing.

In order to eliminate the interference from outside traffic, testing of file transfer could be done under
amore stable network environment in which an isolated or aless busy the ftp or http server could

only be employed for the testing.

2. Security of seven levels

As seen in the result, concerning the difference of performance under security level 3to 7, itis
difficult islittle to conclude. In the future work, it is recommended that the 7 levels of security
should be redesigned such that their level of security would differ significantly from each others and
the incorporated security measures for the different 7 security levels should weigh more in security
checking on datatraffic. In other words, stronger authentication protocol for communication and
strong cryptography for protecting all transmitted confidentia data, including passwords, binary
files, and administrative commands, could be added.

For example, security level 3 should be adopted with a more advanced authentication protocol, such
as SSH 2, with the "secure ftp" for data transfer communication. SSH 2 is based on SSH (Secured
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Shell) and SSH2 is intended as a compl ete replacement for ftp, telnet, rlogin, rsh, rcp, and rdist,
please refer to http://www.ssh.fi/sshprotocol s2/specs.html for more details.

In thisway, the difference of security features among different secured level is enlarged, the
performance overhead should be more or less be affected. But of course, many factors such as
technology used, firewall configuration and setup, will also matter when measuring firewall

performance.

3. Security V'S performance rel ationship
Asdiscussed in section 5.3, an interesting security-performance matrix is derived and it shows us

some implication about how much combination of the security and performance could be.

7

L7
6

L6

Security 5 s
Index 4

L4

(Rating 3 L3
From 2

L2
Performanceindex (Rating from 0 to 1) (1,

Figure 30: Security-performance matrix
Notes for the coordinate x,y : (where x isfromQto 1, yisfrom1,7)

7  poorest performance, highest security
7  best performance, highest security
1
1

poorest performance, lowest security
best performance, lowest security

POPRO

The relationships colored with red, yellow, blue and green in the matrix have already been
implemented in this project. Research on the security-performance relationship of (1,7), (1.7), (0.0)
that were not covered in this project, is recommended in the future work.
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8.CONCLUSION

For dl of the testing on the firewall system implemented with the seven proposed firewall policies,
the performance of firewall has been analyzed and quantified. In the security testing, the security
levels were not only built up qualitatively with different security policies, but also tested and
validated by using some network scanning tools such that the higher level security deliversless

security control and is more secured than the lower security level theoretically and practically.

In the performance testing, for the scenarios of datatransfer of small data size and high volume of
HTTP or FTP connection requests, the firewall is capable of showing some performance difference
under the implementation of different firewall palicies. It isfound that the security level 1 which
was incorporated with no screening rule and the least security control as specified in the firewal |
policy 1, performed better than security level 2, which was more secured than level 1 with the
setting of screening rules. Likewise, security level 2 performed better than level 3, which was more
secured than level 2 and installed with proxy services at the firewall. For each connection request to
the Internet, the overhead from more security would be incurred. When there are frequent
connection requests to the Internet, the accumulated overhead for the completion of all the requests
would be substantial, especially when the data file for transfer is small.

However, since the implementation of security level 4, 5, 6 and 7, the impact from the interference
of outside traffic dominated the performance influences incurred by more security. Only
fluctuations of performance values for the security levels have been observed. Consequently, itis
difficult to conclude whether the security level of one policy is more or less secured than that of

others under firewall security policy 4, 5, 6 and 7.

As seen from the overall result of testing, it is obvious that the firewall performance will actually be
affected with more security only if the overhead incurred by the added security control and
measures is significant enough when compared with the normal transaction time without the added
security control. Aslong as the accumulated overhead, which isinduced from the addition of a
particular security control, could outweigh the interference from outside traffic and the traffic
processing time without the added security, performance degradation would result. Moreover, it can
be confirmed that the increased security have to scarify network performance with respect to data
transfer by using the FTP and HTTP protocols in the project.
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Furthermore, a security to performance matrix is proposed in the project. This matrix showed usthe
various combinations of security to performance relationship and could be used to illustrate the
traditional relationship of security and performance, that is, the better the security, the poor the
performance. Thisrelationship could be applied to the security level 1,2, and 3 implemented in this
project. Itismainly due to the overhead added by more security control with respect to higher level
of security. However, it aso depends very much on the way the added security isincorporated into
the system. For example, the security level 4 and 5, which were implemented by screening rules set
into arouter and did not obviously differ from one another in performance. Actually the numbers of
screening rulesused in level 4 and 5 are ver closg, it isvery likely that the added security in level 5

only incurred alittle more overheads than that of level 4.

These al are very interesting results and further studies using other security measures for the
definition of various security levels and the exploration of security to performance relationship in

the non-traditional aspects are recommended.
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10. APPENDICS

APPENDIX A - firewall policies implementation by
screening rules

1. Firewall Policy 1
i. Policy - Permit any service unlessit is expressly denied
- Provide the maxi flexibility/access for both internal and external users.

No screening rules are set into the router. The router is only responsible for routing traffic to the
firewall. Also no proxy serviceisset at the proxy server.

ipchainsrouteis et with therule:
i pchains -Ainput -s any -i ! ethO -j DENY

ii. Proxy Services: Nil

2. Firewall Policy 2
i. Policy - Permit any service unlessit isexpressy denied (sameas 1)
- Disallow some problem service accesses from outside, but
still provide flexible/easy access from outside, but no
restriction on access from internal network to the Internet.

Thelist of rules set into the router:

access-1ist 100 deny udp any host 137.189.89.250 eq tftp
access-1list 100 deny tcp any host 137.189.89.250 eq 97
access-1list 100 deny tcp any host 137.189.89. 250 eq sunrpc
access-1list 100 deny udp any host 137.189.89. 250 eq sunrpc
access-1list 100 deny tcp any host 137.189.89.250 eq 2049
access-list 100 deny tcp any host 137.189.89.250 eq | pd
access-list 100 permit ip any any

* 100 meansthe list list 100

Thelist of rules set into the firewall server, pc89250:

i pchains -A input -s 192.168.168.0/27 -i ! eth2 -j DENY
i pchains -A input -s 192.168.168.32/27 -i ! ethl -j DENY
! i pchains -Ainput -s any -i ! ethO -j DENY (renoved)

- IP source routing is disabled by the linux kernel.
- IP spoofing is prevented by the rules set into pc89250 as shown above.
- Disabling of the selected servicesis achieved by the rules set into the router as shown above.

- IP Masquerader is set up such that the workstations inside the private network could access the
outside net, with IP being translated at the gateway.
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ii. Proxy Services: Nil

3. Firewall Policy 3

i. Policy
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- Permit any service unlessit is expressy denied (same as configuration 1)

- An additiona protection is added with ‘ proxy service' enabled in the firewall
server. Specific traffic is further shielded and screened with the proxy server
installed.

- Thelist of rules set into the router remained as that of configuration 2.
- No more screening rule is added for it. Screening rule setting is the same as that for

configuration 2.
- Proxy servicesis enabled with TELNET/FTP/HTTPWWW/SMTP/DNSX-WINDOWS

4. Firewall Policy 4

i Policy - PERMIT any service unlessit is expressly denied (same as configuration 1)
- Allow even more restricted access from outside, and deny from selected bad
HOST s from outside.

ii. Policy Setting Details

List of screening rules set into the router (Total 26 rules)

Phase 4:

access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101

137.189. 89. 250

access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101
access-list 101

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

deny

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

udp
tcp
tcp
udp
tcp
tcp
tcp
udp
tcp
udp

host
host
host
host
host
host
host
host
host
host

any
any
any
any
any
any
any
any
any
any

137.
137.
137.
137.
137.
137.
137.
137.
137.
137.

189.
189.
189.
189.
189.
189.
189.
189.
189.
189.

89.
89.
89.
89.
89.
89.
89.
89.
89.
89.

250
250
250
250
250
250
250
250
250
250

eq
eq
eq
eq
eq
eq
eq
eq
eq
eq

137.189.88.0 0.0.0.128 host

host
host
host
host
host
host
host
host
host
host

195.
195.
208.
208.
207.
209.
209.

199.

92. 23. 250 host
92. 23. 251 host
232.1.130 host
232.1.127 host
44.192. 2 host

137
137
137
137

tftp

97

sunr pc
sunr pc
2049

| pd
ftp-data
20

6000
6000

. 189. 89. 250
. 189. 89. 250
. 189. 89. 250
. 189. 89. 250

137.189. 89. 250

133.111. 124 host 137.189. 89. 250
235.107. 136 host 137.189. 89. 250
12.10. 107.5 host 137.189. 89. 250

60. 229. 31 host

137

. 189. 89. 250

203. 85. 221. 120 host 137.189. 89. 250
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access-list 101 deny
137. 189. 89. 250

access- i st

101

deny
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ip 207.89.178.0 0.0.0.255 host

icnp any host 137.189.89. 250

access-list 101 permt tcp any host 137.189.89. 250
access-list 101 permit udp any host 137.189.89. 250
access-list 101 permit ip any any

- Proxy servicesis enabled with TELNET/FTP/HTTP/FINGER/RLOGIN

5. Firewall Policy 5

i. Policy - DENY any service unlessit is expressy permitted.
(or we say "that is not expressly permitted is prohibited”)
- Deny al access from outside by default, but alow access from inside and provide
the best possible services to the internal network, by permitting some selected
services going into the network.

ii. Policy Setting Details

List 101 handles traffic from the ROUTER to PC89250.
List 102 handles traffic from PC89250 to the ROUTER.

any: any host
host *.*.* *; the specific host.
eq: equa

*** Cisco Router append a"deny all any any" at the end of all
access-list group.

List of rules set into the router (Total 29 rulesincluding “deny all any any’)

Phase 5:
access-1list 101 deny icnp any host 137.189.89. 250

access-1list 101 deny ip 137.189.88.0 0.0.0.128 host
137.189. 89. 250

access-list 101 deny i p host 195.92.23.250 host 137.189. 89. 250
access-list 101 deny i p host 195.92.23.251 host 137.189. 89. 250
access-1list 101 deny i p host 208.232.1.130 host 137.189. 89. 250
access-1list 101 deny i p host 208.232.1.127 host 137.189. 89. 250
access-list 101 deny ip host 207.44.192.2 host 137.189. 89. 250
access-1list 101 deny i p host 209.133.111.124 host 137.189. 89. 250
access-list 101 deny i p host 209.235.107.136 host 137.189.89. 250
access-list 101 deny ip 207.89.178.0 0.0.0. 255 host
137.189. 89. 250

access-1list 101 deny i p host 199.60.229. 31 host 137.189. 89. 250
access-list 101 deny ip host 12.10.107.5 host 137.189.89. 250
access-1list 101 deny i p host 203.85.221.120 host 137.189. 89. 250

access-list 101 deny tcp any host 137.189.89.250 eq ftp-data
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access-1list 101 deny tcp any host 137.189.89. 250 eq 97
access-1list 101 deny tcp any host 137.189.89.250 eq sunrpc
access-1list 101 deny tcp any host 137.189.89.250 eq | pd
access-1list 101 deny tcp any host 137.189.89.250 eq 2049
access-1list 101 deny tcp any host 137.189.89. 250 eq 6000

* access-list 101 pernmit tcp any host 137.189. 89. 250
access-1list 101 deny udp any host 137.189.89.250 eq tftp
access-1list 101 deny udp any host 137.189. 89. 250 eq sunrpc
access-1list 101 deny udp any host 137.189. 89. 250 eq 20
access-1list 101 deny udp any host 137.189. 89. 250 eq 6000

* access-list 101 pernit udp any host 137.189. 89. 250

access-list 101 permit ip any host 137.189.89. 250
access-list 102 permt ip host 137.189.89. 250 any

access-list 101 deny ip any any
access-list 102 deny ip any any

- Proxy servicesis enabled with TELNET/FTP/HTTP/FINGER/RLOGIN

6. Firewall Policy 6
i. Policy - DENY any service unlessit is expressy permitted.
- A morerestricted policy to permit outside access to certain port numbers range
only.

ii. Policy Setting Details

Tota 37 screening rules.

Phase 6:

access-1list 101 deny icnp any host 137.189. 89. 250

access-1list 101 deny ip 137.189.88.0 0.0.0.128 host
137.189. 89. 250

access-1list 101 deny i p host 195.92.23.250 host 137.189. 89. 250
access-list 101 deny i p host 195.92.23.251 host 137.189. 89. 250
access-1list 101 deny i p host 208.232.1.130 host 137.189. 89. 250
access-1list 101 deny i p host 208.232.1.127 host 137.189. 89. 250
access-list 101 deny i p host 207.44.192.2 host 137.189. 89. 250
access-1list 101 deny i p host 209.133.111.124 host 137.189.89. 250
access-list 101 deny i p host 209.235.107.136 host 137.189.89. 250
access-1list 101 deny ip 207.89.178.0 0.0.0. 255 host
137.189. 89. 250

access-1list 101 deny i p host 199.60.229. 31 host 137.189. 89. 250
access-list 101 deny ip host 12.10.107.5 host 137.189.89. 250
access-1list 101 deny i p host 203.85.221.120 host 137.189. 89. 250

access-1list 101 deny tcp any host 137.189.89.250 eq ftp-data
access-list 101 deny tcp any host 137.189.89.250 eq 97
access-1list 101 deny tcp any host 137.189.89.250 eq sunrpc
access-1list 101 deny tcp any host 137.189.89.250 eq | pd
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access-1list 101 deny tcp any host 137.189.89. 250 eq 2049
access-1list 101 deny tcp any host 137.189.89. 250 eq 6000
* access-list 101 permit tcp any It 1024 host pc89250 It 1024

access-list 101 permt ip host 137.189.89.136 host 137.189. 89. 250
access-list 101 permt tcp any gt 1023 host 137.189.89.250 eq ftp
access-list 101 permt tcp any gt 1023 host 137.189.89.250 eq ftp-data
access-list 101 permt tcp any gt 1023 host 137.189.89.250 eq tel net

* access-list 101 permit tcp any gt 1023 host 137.189.89.250 eq 24 eq 513
eq 514

* access-list 101 permit tcp any gt 1023 host 137.189.89.250 eq sntp

* access-list 101 permt tcp any gt 1023 host 137.189.89. 250 eq donmin

* access-list 101 permt tcp any gt 1023 host 137.189.89.250 eq www

b

access-1list 101 deny udp any host 137.189.89.250 eq tftp
access-1list 101 deny udp any host 137.189. 89. 250 eq sunrpc
access-1list 101 deny udp any host 137.189. 89. 250 eq 20
access-1list 101 deny udp any host 137.189. 89. 250 eq 6000

* access-list 101 permt udp any gt 1023 host pc89250 eq 123
* access-list 101 pernmit udp any gt 1023 host pc89250 eq 53, 54, 80

access-list 102 permt ip host 137.189.89.250 any

access-list 101 deny ip any any
access-list 102 deny ip any any

- Proxy servicesis enabled with TELNET/FTP/HTTP/FINGER/RLOGIN

7. Firewall Policy 7

ii. Policy - DENY any service unlessit is expressy permitted.
- Provide the least flexibility and servicesto the internal users, but incorporate
maxi protection on the LAN. The internal users are no longer freely access any
Internet services as users are restricted to access of authorized hosts.

iii. Policy Setting Details

Thereistotal 43 rules set into the router

Phase 7

access-list 101 deny i cmp any host 137.189. 89. 250
access-1list 101 deny tcp any host 137.189.89.250 eq ftp-data
access-1list 101 deny tcp any host 137.189.89.250 eq 97
access-list 101 deny tcp any host 137.189.89. 250 eq sunrpc
access-1list 101 deny tcp any host 137.189.89.250 eq | pd
access-list 101 deny tcp any host 137.189. 89. 250 eq 2049
access-1list 101 deny tcp any host 137.189.89.250 eq 6000

access-1list 101 deny udp any host 137.189.89.250 eq tftp
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access-1list 101 deny udp any host 137.189. 89. 250 eq sunrpc
access-1list 101 deny udp any host 137.189. 89. 250 eq 20
access-1list 101 deny udp any host 137.189. 89. 250 eq 6000
access-list 101 permit udp any gt 1023 host pc89250 eq 123
access-list 101 permit udp any gt 1023 host pc89250 eq 53, 54, 80

access-list 101 permt ip host solarl5 host pc89250
access-list 101 permit ip host solar23 host pc89250
access-list 101 permt ip host sparc53 host pc89250

access-list 102 deny tcp host 137.189.89. 250 host sparc54 eq 23
access-list 101 permit ip host sparc54 host pc89250

access-list 101 permit ip host venture host pc89250

access-list 101 permt ip host cucsl8 host pc89250

access-list 101 permt ip host |inuxl host pc89250

access-list 101 permit ip host |inux2 host pc89250

access-list 101 permit ip host |inux3 host pc89250

access-list 101 permt ip host |inux4 host pc89250
access-list 101 permt ip host |inux5 host pc89250
access-list 101 permt ip host |inux6 host pc89250
access-list 101 permt ip host |inux7 host pc89250
access-list 101 permit ip host |inux8 host pc89250
access-list 101 permt ip host |inux9 host pc89250
access-list 101 permt ip host garden host pc89250

access-list 101 permit ip host beryl host pc89250

access-list 101 permt ip host www host pc89250

access-list 101 permt ip host pc89136 host pc89250

access-list 101 permit ip host ftp host pc89250

access-list 101 permit ip host 137.189.172.198 host pc89250
access-list 101 permt ip host 143.89.40.4 host pc89250
access-list 101 permt ip host 137.189.6.37 host pc89250
access-list 101 permit ip host 147.8.179.15 host pc89250
access-list 101 permt ip host 144.214.5.246 host pc89250
(inplicit: deny all, as "deny all ip" would be appended at the end
of list)

access-1list 102 deny udp host 137.189.89.250 any eq tftp
access-list 102 permit ip host 137.189.89.250 any

(Appended at the end of the list 101/102)

access-list 101 deny ip any any
access-list 102 deny ip any any

- Proxy servicesis enabled with TELNET/FTP/HTTP/FINGER/RLOGIN
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APPENDIX B — Plugin List of Nessus
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Appendix C — Raw Data Set

FTP - Sequential FTP Testing with 5.0M data
Config LFTP Seq

x15 3 12 x14 12 12 13 12 13 12
24 34 x32 26 30 27 x32 x32 28 26
43 x60 51 39 43 39 43 39 50 49
55 X65 X67 57 57 60 55 52 60 X65
72 70 70 77 70 x84 65 73 71 75
98 96 87 89 x100 75 95 88 x102 83
112 111 113 105 115 100 115 92 x138 101

116 118 120  x133 121 117 x133 106 117 135
x144 x149 141 x159 131 135 x144 127 134 140
x163 144  x148 x157 147 145 x148 144 146 140

Config2 FTP
Seq
12 13 X17 x16  x29 12 x17 x15
28 27 26 29 28 23 25 x37
42 43 X52 x55 42 47 47 43
57  X66 x62 59 57 x63 52 58
68 X85 79 77 X78 73 74 67
X97 87 x93 86 x96 85 x96 91
102 106 102 109 100 x119 104 104
115 122 X123 120 120 x123 121 x123
127 X134 129 138 138 138 x147  x174
143 144 145 x150 145 135 147 x151

Config3FTP Seq

x38 X120 x103 10 x110 13 9 8
x32 X243 x231 23 x203 23 31 30
x58 X333 X356 35 X336 x58 35 43
X77 X482 X468 60 x443 X63 44 61
x108 x212 X576 55 X387 63 64 X79
x115 x131 X684 79 90 75 x108 73
x159 x177 X863 96 94 76 98 X109
x185 x213 X985 103 91 x114 101 x109
X175 x225 X1037 119 130 x134 X135 129
X229 x208 X1102 x152 135 137 132 131

Config4 FTP Seq

x16 9 x101 11 x130 10 x15 13
X63.5 22 x218.8 25 x252 23 23 19
X268.7 27 x294.1 37 x351 43 36 29
x373.5 65 x353.5 64 x367 49 x67 54
x443.2 64 x481.7 x82 x597 74 68 70
x548.1 85 X616 87 x703 x88 87 8l
X658.5 96 X700 x106 X825 87 92 105
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x812.2 120 x1045 109 x730 111 108 105
x913.2 126 x1178 139 x143 121 123 139
x1010.9 x165  x1312 135 x122 141 134 132

Config5 FTP Seq (1x5M to 10x5M)

x129 x15 x15 14 13 9 x15
X212 x30 26 27 25 27 20
x344 x44 40 38 x42 x43 38
x510 43 x61 51 51 45 51
X636 69 64 68 69 x74 62
x598 80 x99 77 81 75 x92
X279 x109 87 94 x100 94 x99
x308 96 86 116 x120 x125 97
X365 x129 120 115 117 114 117
x392 134 133 130 136 135 133
Config 6 FTP Seq Average: Latency
15 9.3 10.5 11.60 11.60
26.8 28.71 26.65 27.39 13.69
40.18 45.3 29.22 38.23 12.74
56.6 53.92 62 57.51 14.38
74 71.3 76.33 73.88 14.78
72.06 79.06 85 78.71 13.12
95.26 96.09 96.9 96.08 13.73
98.57 114.56 109.41 107.51 13.44
137.43 125.37 128 130.27 14.47
145.85 147.55 147.28 146.89 14.69
Min lat 11.60
Avg lat 13.66

Config 7 FTP Seq

x16 15 x74 13 15 13
27 31 x78 30 31 30
41 44 40 32 44 40
55 52 55 55 52 49
65 63 69 72 63 57
78 78 81 72 78 77
96 97 95 76 97 84
102 114 112 97 114 108
114 155 118 126 155 135
130 119 146 133 119 129
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FTP - Sequential FTP Testing with 38.9Kb data
Config LFTP Seq - 0.3M

x0.05 0.05 0.05 0.05 0.05 0.05
X6 6.00 6.00 5.00 6.00 5.00
x11 11.00 12.00 12.00 12.00 11.00
x25 25.00 25.00 25.00 23.00 25.00
x1268 x1268 49.00 48.00 50.00 x650

Config2 FTP Seq - 0.3M

0.50 1.00 1.00 1.00 0.50 x1

5.00 5.00 5.00 5.00 7.00 6.00
12.00 11.00 11.00 x14 10.00 11.00
26.00 x47 24.00 24.00 22.00 24.00 25.00

Config 3 FTP Seq - 0.3M

1.00 1.00 0.50 1.00 0.50
6.00 6.00 7.00 7.00 7.00
14.00 15.00 15.00 15.00 15.00
29.00 31.00 28.00 28.00 28.00
57.00 63.00 59.00 59.00 59.00
91.00 92.00 89.00 x683 X682
X713 X712 X712 X X713

Config 4 FTP Seq - 0.3M

1.00 1.00 0.50
7.00 6.00 7.00
15.00 15.00 14.00
29.00 29.00 31.00
58.00 60.00 61.00

Config5FTP Seq - 0.3M

1.00 1.00 0.50 0.50
6.00 6.00 7.00 7.00
13.00 13.00 13.00 14.00
28.00 27.00 29.00 28.00

x176 64.00
x1554 X685 x864 x625
X711 X711 X708 x1313
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Config6 FTP Seq - 0.3M

0.50 1.00 0.50
8.00 7.00 7.00
13.00 14.00 16.00
28.00 28.00 30.00
58.00 x64 55.00

Config 7 FTP Seq - 0.3M

1.00 0.50 0.50 1.00 1.00 1.00 1.00 1.00 x
6.00 6.00 7.00 7.00 7.00 6.00 7.00 7.00 x
15.00 14.00 13.00 14.00 15.00 15.00 13.00 13.00 x 14.00
25.00 28.00 28.00 29.00 28.00 28.00 29.00 29.00 x 29.00
59.00 56.00 57.00 58.00 58.00 59.00 58.00 57.00 x58 57.00

FTP - Sequential FTP Testing with 1M b data
Config LFTP Seq -

M
X6 3 4 X6 2 4 3 3 3 2
9 7 10 6 7 9 x12 8 8 7
12 x18 15 12 13 11 13 13 11 12
x20 x19 15 16 14 x20 17 18 17 15
21 19 22 19 22 21 21 X26 21 22
24 29 27 27 20 24 x31 x31 28 27
33 30 34 x38 32 33 31 32 31 32
37 35 37 36 x42 35 35 39 35 38
x45 x45 41 40 39 35 43 41 x45 37
44 46 x48 41 x51 x47 41 x54 43 39
Config2 FTP Seq - IM
X7 3- x5 X6 4 4
7 x13 8 5 8 8 8
12 x16 8 13 13 10 x15
15 16 14 16 18 18 18
20 25 21 21 23 18 18
26 x28 27 27 26 24 27
32 25 30 25 32 28 36
35 34 39 33 42 38 36
42 38 40 39 43 39 42
46 42 40 46 46 46 42
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Config 3FTP Seq - 1M

X5 4 4 x5 3
6 6 7 7 8
11 11 13 11 12
17 17 14 17 15
21 21 21 18 20
27 27 26 26 21
28 32 30 30 30
33 33 34 29 37
37 38 42 36 44
42 43 37 38 41
Config4d FTP Seq - 1M
3 3 2 2 4 2 4 3 2 x5
8 8 6 6 6 6 7 7 7 7
10 10 12 12 12 11 11 11 11 11
19 x17 x17 15 14 15 x17 16 x17 x17
x21 19 x22 21 x22 x23 20 19 20 x21
22 25 x26 25 24 22 25 21 25 25
25 28 29 31 27 28 28 28 27 25
31 31 32 32 32 31 32 32 33 31
36 35 37 37 39 35 37 39 x40 39
39 41 43 45 42 41 40 41 42 x44
Config5 FTP Seq - 1M
6 3 3 3 3 4 3 4 3 4
x12 7 8 8 8 10 7 8 8 7
x14 11 13 16 11 10 13 11 11 11
x23 15 15 16 14 18 15 15 15 14
x22 19 22 20 18 19 20 17 20 21
x34 x28 23 25 25 24 25 26 20 25
x43 29 29 29 29 30 31 28 30 27
x47 30 28 33 31 32 33 32 33 36
x41 36 36 38 37 38 32 36 34 38
39 x44 39 41 42 41 37 42 45 40
Config6 FTP Seq - 1M (sample data 9 is not
used)
x5 3 3 2 3 4 4 X7 2
8 x9 8 x9 7 7 5 x10 8
13 11 13 12 12 x14 12 13 13
22 18 17 17 18 15 15 17
20 25 21 18 24 20 21 19 20
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24 26 26 22 21 27 24 25 22
28 28 27 30 27 28 34 33 27
30 40 35 30 36 32 34 32 30
38 x51 37 39 42 37 37 41 x57
44 38 45 40 x50 43 44 39 46

Config 7FTP Seq - 1M

3 x1 4 3 X6 2 4 3 3 3
X9 x11 X9 X9 X9 6 7 8 8 X9
12 x13 12 12 11 11 x13 x13 12 11
17 14 16 16 x19 15 16 x20 18 15
25 20 20 20 18 21 19 20 20 20
23 25 22 22 24 25 25 26 25 29
27 27 26 29 x34 32 30 26 27 28
33 36 34 36 33 35 35 32 31 31
42 38 39 36 38 36 34 34 36 39
39 40 43 43 43 40 42 43 42 41

HTTP - Sequential HTTP Testing - with ~ 395K data
Config 1 HTTP Seq

1 0.5 0.5 2 1 1 1 0.5
12 x13 12 7 x15 x4 12 9
17 27 25 x45 x29 x12 28 14
29 x40 38 X57 38 x12 38 14
47 58 52 x62 49 52 x58 X63
x82 77 52 X78 80 30 65 x26
67 96 86 70 x103 x24 74 x26
99 94 108 x110 x115 x28 95 35
102 97 x109 99 101 x37 92 x44

x151 125 142 x145 134 36 118 x44
120 149 140 147 x163 x41 161 X53

Config 2 HTTP Seq

1 1 1 0.5 0.5 1 2

6 15 12 11 16 20 11
41 27 35 28 29 18 33
44 53 42 34 31 40 X72

- 74 48 53 66 52 -
91 61 65 77 67 76 x122

X122 75 78 90 95 84 121

147 88 107 96 83 111 x150
141 120 109 108 119 108 x148
155 111 129 130 110 115 x158
167 128 150 131 145 181 x191
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x12 2 1

61 63 65
x329 305 305
x579 517 511
659 679

x867 840 838
x1030 1018 1008
1202 x1203 x1210
1373 x1389 1303
x2040 1554 1562

1617 x1727 x1803

Config 4 HTTP Seq

2
X75
x351
528
652
883
1055
1252
1399
1515
1683

67
316
479

819

1645

Config 5 HTTP Seq

2
62
302
499
660
835
1012
1201
1372
1524
1692

5
63
306
509
667
836
1010
1205
1378
1571
1724

Config 6 HTTP Seq

1
64
308
489 x3
761
838

96
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2 1
64 X66
x313 301
507 520
x840 830
1012 1019
1196 1197
1325 x1383
x1564 1560
1723 1661
1 1
68 64
320 310
488 525
X709
818 879
x1115
x1320
x1525
x1707
1652 x1909
1 4
65 66
306 300
516 514
671 667
835 838
1015 999
1200 1205
1372 1381
1559 1559
1711 1727

63
305
517
555
842

1018

1203
1389
1554
1727

1 2
65 64
305 313
511 507
671 684
838 840
1008 1012
1210 1204
1303 1385
1558 1564
1803 1723
1 x5
65 64
317 X339
x529 528
705 694
877 750
1049 1049
1220 1218
1401  x1409
1580 x1622
1761 1859
4 2
64 63
306 299
518 516
669 662
841 833
1009 1010
1208 1205
1389 1404
1557 x1656
1797 1830
2
63
298
496
836

1
66
301
520
672
830
1019
1197
1383
1560
1721

x4

64
305
497

838
895
1189
1360
1519
1698

X836
x1028
x1200
x1383

1565
x1831

63
300
495

824

x3
x81
300
x573

x937
x1159
x1320
x1540
x2059
Xx2565

2
64
313
597

X1698
959

X1508
1344
1532
1720

X7
120
399
585

1010
X1217
1423
X1619
X1849
X 2275
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1014 1009 990
1196 1188 1173
1384 1343 1358
1522 1578 1508
1686 1675 1662

Config 7 HTTP Seq

2 5 1 3

63 64 63 63
310 310 293 305
496 512 500 498

666

843 844 835 835
1011 1015 1007 1011
1169 1204 1251 1169
1410 1388 1339 1350
1598 1563 1429 1515
1825 1735 1703 1686

It is supposed that all the analysis of the testing could be obtained again by using al the above raw
data.
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Appendix D

Nessus

1

2.

Nessus Setup screen to specify the target system to attack or scan

Messusd host Target selaction I Flugins I FPrefs. I Scan options I Llserl
pTarget selection
F'r-imary targeti=l IpCEiEIZSD Fead file. . I
FAdze Brosts |1
Host expansion r Ferfaorm oo ORS zone transfer
Start the scan I Load repart I =it I

The screen to select type of port scanning on the target system

MHessLsd hDStITarget selzction I Flugias IF'rlafs, SCar options I Llserl

FScan oplticns
— Determine if hosts are alive befcre —esting thhem
Do = rever=se lodkup on the IFP bBefore testing it

— wweE ars oatsicde = fiew=all

Zort range I1—6EIEII:I
kA= thireads I
Eemote “ile to obtain |.-"eh:.'pa35v.'d

FCi sCcanner :

FF bownee sean e wor nuL e seang |

FMmap tc o conrecil scan 2

TCFP ac < port sc=nning TP MNULL port scarning

TCF SIr port scanmirg Fio COpYrisnt

T s mon port scenning =

UL poH Hinc Eolile FIOE o hingl

TZFP S%H port scanning

TCP kA5 port scanning This scanner is an aMcient «way to

WD P paort scamnning a2 potrtzcomning. 1t sonds o top pach
containing
no lac set, and get the answer ron
remole server.
IT te ra=mote port i=s closed, then th
nost
wrill se-ad 3 packet cantairing the T
flac sed

Staurt the scan I Load r EBecause “hisz check dces naot parfo
TEN P

Many attacks / plugins could be selected in the following nessus windows.
In this project, al the plugins./attacks would be chosen and used in attacking the firewall.
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El ™ = = ES

MMessusd host I Target selection Flugins | FPrefs. I Scan aptions I User

Flugin selection

Gl abuses I [&
Remote file access [
Drenial of Service

C n root re
Backdoors
M

finger abuses
Firensalls

FTP

RFC programs
Sendmail

nl

Salaris Automountd exploit [&
EIMND buffer owerrun

ErC overflow

FakeBO averflow

IFAZITs Imapd buffer overflow
IFAZITs Imonitor buffer overflow
i pp buffer 2l d

inn buffer overflow
mountd overflows
m3ZL debug remote explait
mISCIL DBEname remote explait
php—-cgi buffer averflow Fi

Start the scan Load report it

Nessus - attack or port scanning process window

& Messus portscanningfattack status ™ =] E3
Potscan |
St
pcg9zs0 attack : [ | —‘**«FLJ

plugin : Linux 2.1.59 - 2.2.3 : 0 length fragment bug

Stop the whole test
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Appendix E

A report produced by running SAINT on the firewall.

Results - pc892250.cse.cuhk.edu.hk

General host information :

Host e unknossen tsrpe

™NE THame:

Subnet 137.182 29

=4 Trusted hostf s)

Scanning lewel: all out

Last scan: TvWlon Jul 19 18:35:02 1999

MNetw ork Serwvices:
@ ETWITE server

Wulnerable Services:

@ Sendins L gives ont information using EXET
“T'roubleshooting @ Senduinal giwes ont information nsing WREY

Actorns:

@ Scan this host

Back to the SAITNT start page | Back 1o SAITNT Reparti ng and
Analysis

I W rderm I & o Results — pcS925. . I s 3.1 0a0PRE =uni

The result produced with BSB-monitor is showed bel ow:

[ ] [

File Edit “iew Go Communicator Help |
- . A ok = =1 = a4
Back  Forward Reload Home Search Metscape Print Security Stop

~.§ ~ Bookmarks & Location |[f113-/data/hshﬂnunltar/htducs/netwurkmfg? html /| gEl7 What's Related

#” tembers ¢ Webhail #* Connections ¢ BizJournal ¢ SmariUpdate ¢ hMkiplace

Network Monitor

Mernwork stams overviesw as of 99-7-19 21:4:31

Routers
©s7200-1.cse.cubk.eduhk Miain Router (Leased Line) ICHIP-Ping
Telnet Connection (goto)
137189 89 250 PCE9250 — connected to router IGIP-Pin,
Telnet Connection (goto)
Sexvers
137.189 89 250 Firewall Server POSS250 IChIP-Ping
File Tran(ff:rol)’rotocoll (gata)
Sendmail SMTP
Wo
hormne.cs.cuhk hk Workstation of home (Linusx) ICHP-Ping
web.cs. cublk.hk Workstation of wwwr (Linnx) IChIP-Ping
mobilel .cs.cubk.hik Workstation of mebilel {Unix) ICHIP-Ping
mobileZ.os.cuhk hk Workstation of mobileZ (Windows 98] [CMP-Ping

-
® Critical service is up

-

® Critical service is down

BSE-IMenitox 1.2, @ 1998 Daxke Krizic, BSE - Software

= | 100%
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Appendix F

Some of the reports produced during the testing of security and the screen snap shots are captured and
presented as follows.

For security level 2:

b

Hessus Report ™ =] E3

S @ pcsaz
CH @ 2uth

The

The

The

Security warnings
@ generaldicmp
g urity holes

Solution : reconfigure your firewall and deny icmp traffic from

B Security warnings

Solution : configure your firewallsfrouter and deny ICKMP TIPMESTARMMP requests
CH @ neneralicp
Security warnings

The operating system of the remote host
appears to be some kind of UM
B @shell (514scp)

Security hales

the remote haost is firewall protected.
Disahle the "shell” entry in inetd . conf
= @ login (513/tcp)
Security hales

50
(113stcp)

remote host answered to an icmp ECHO query, even though
it’s protected by a firewall, which is not a good thing

the outside

The remote hosts answered to an icmp TIMESTARMPE request.
This will give away the remote host current time to an
attacker, and this may help him to bypass time based

authentification protocols

rsh service is activated, even though

rlogin service is activated, even though
the remote host is firewall protected.
Disahle the “lagin® entry in inetd.conf

Save as... | St |

3

| A retarn

For securi

| B ot | B ot | 0B et | A et | RN Irianq B retarm | sl

ty level 3

Report generated by COPS

ATTENTI ON:

Security Report for Thu Jul 1 17:02:00 CST 1999

from host

**** root.

pc89250. cs. cuhk. hk, COPS v. Version 1.04+

Chk *k k%

* k k% dev Chk *k k%
**%*% js able.chk ****

VMr ni ng

/etc/security is _Wrld_ readable

* k k% I’CChk * k k%

***% cron.

Chk *k k%

* k% % groupchk * k k%

* k k% hOITE

Chk *k k%
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*x%% passwd. chk ****
**** user.chk **x**

* % %k % mscchk * % %k %

* *x kx % ftpchk * % k%

* kx k% paSSChk * k k%

* % %k % kuang * % k%

* *x kx % CI’CChk * k k%

* % %k % bugchk * %k % %

ATTENTI ON:
Security Report for Sat Jul 10 14:38:44 CST 1999
from host pc89250. cs. cuhk. hk, COPS v. Version 1.04+

Warning! /etc/security is _Wrld_ readabl e!

ATTENTI ON:
CRC Security Report for Sat Jul 10 14:38:26 CST 1999
from host pc89250. cs. cuhk. hk

replaced -rwxr-xr-x root root Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root r oot Jul
replaced -rwxr-xr-x root root Jul
replaced -rwxr-xr-x root r oot Jul

02: 22: 24 1999 /usr/ bin/captoinfo
02:22: 24 1999 /usr/bin/clear

02: 22: 24 1999 /usr/bin/infocnp
02: 22: 24 1999 /usr/ bin/infotocap
02:22: 25 1999 /usr/bin/reset
02:22:24 1999 /usr/bin/tic
02:22: 24 1999 /usr/bin/toe
02:22: 25 1999 /usr/bin/tput
02:22: 25 1999 /usr/bin/tset

added -rwWr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libcurses.so
added -rWr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libforma
added -rwWr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformso
replaced -rwr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformso.4
permss -rwr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformso.4
replaced -rwr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformso.4.2
permss -rwr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformso.4.2
added -rWr--r-- root r oot Jul 02:22:27 1999 /usr/lib/libformg.a
added -rwWr--r-- root r oot Jul 02:22: 26 1999 /usr/lib/libmenu.a
added -rWr--r-- root r oot Jul 02:22:26 1999 /usr/lib/libmenu.so
replaced -rwr--r-- root r oot Jul :22:26 1999 /usr/lib/libmenu. so. 4
permss -rwr--r-- root root Jul 02:22:26 1999 /usr/lib/libmenu.so. 4
replaced -rwr--r-- root r oot Jul 02:22:26 1999 /usr/lib/libmenu.so.4.2
permss -rwr--r-- root r oot Jul 02:22:26 1999 /usr/lib/libmenu.so.4.2

added -rWr--r-- root r oot Jul 02:22:26 1999 /usr/lib/libmenu_g.a

added -rWr--r-- root r oot Jul 02:22:23 1999 /usr/lib/libncurses.a
added -rWr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libncurses. so
replaced -rwr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libncurses. so. 4
permss -rwr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libncurses.so.4
replaced -rwr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libncurses.so.4.2
permss -rwr--r-- root r oot Jul 02:22:22 1999 /usr/lib/libncurses.so.4.2
added -rwWr--r-- root r oot Jul 02:22:24 1999 /usr/lib/libncurses_g.a
added -rWr--r-- root r oot Jul 02:22:25 1999 /usr/lib/libpanel.a

added -rWr--r-- root r oot Jul 02:22:25 1999 /usr/lib/libpanel.so

replaced -rwr--r-- root r oot Jul
permss -rwr--r-- root r oot Jul
replaced -rwr--r-- root r oot Jul
permss -rwr--r-- root r oot Jul
added -rWr--r-- root r oot Jul
added dr wxr - Xr-x root r oot Jul

02:22:25 1999 /usr/lib/libpanel.so.
02:22: 25 1999 /usr/lib/libpanel.so.
02:22: 25 1999 /usr/lib/libpanel.so.
02:22:25 1999 /usr/lib/libpanel.so.
02:22:25 1999 /usr/lib/libpanel _g.a
02:22:43 1999 /usr/lib/termnfo

B

NNNNNNNNNNNNNNNNDNDNNDNNNDNDNDNNNNNDNNNDNDNNDNDNNDNDNNNDNDN
o
N
N
N
NN

Not e, the warnings would be avoided by setting the right permnissons then.
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The nessusreport when only port scanningisrun on thefirewall.

e

Messus Report

pcS39=50

telnet (Z25A5tcp)
fip (=21 Ao
http — g (S O0Stc
Tfinger (Fastcpd

shell (514 pn
login £S1 S5t
unkrnowr (S0071 Stcppd

Save as 1 it |

J EE rlessus Set...llq Hessus ... @&l 5.1 0a0F. .. I _ s co

For security leve 4

Wth SAINT scanni ng
No vul nerability found

No service found

Unknown system of pc89250 - its subnet 137.189. 89
Internet domain found cse. cuhk. edu. hk (0/5)

2 Subnets :

4 Trused Hosts:

137.189.89 (0/1)
137.189.91 (0/4) No vul nerabl e host contai ned

( Hosts trusted by pc89250) -

DNS - Domai n Nane Services

subnet
gar den. cse. cuhk. edu. hk 137.189.91
cuucs18. cse. cuhk. edu. hk 137.189.91
beryl . cse. cuhk. edu. hk 137.189. 91
sapphi re. cse. cuhk. edu. hk 137.189.91

Wth COPS checking on firewall

ATTENTI ON:

Security Report for Thu Jul 1 17:02: 00 CST 1999
from host pc89250. cs. cuhk. hk, COPS v. Version 1.04+
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* k k* rootchk * k k k

* k% % devchk * % % %
**** js able.chk ****
Warning! /etc/security is _Wrld_ readable!
* %k k% rCChk * k% %

**%% cron.chk ****

* k% % groupchk * Kk k%

* k% % hon-echk * Kk k%
**x* passwd. chk ****
**** yser.chk ****

* %k k% mSCChk * Kk k%

* k kk ftpchk *k k%
*kk* paSSChk * k k%

* k% % kuang * %k k%

* k% % CrCChk * % % %

* k k* bugchk *k k%

For security level 6

Thisisthe report after running the network scanner 'nessus' on the firewall pc89250, under firewall
configuration 6. The“AUTH “ & “RLOGIN” warned below cannot be eliminated asit is for the flexibility of
the LAN. users. Also it isimpossible to ping the firewall form outside, the last warning can be ignored.

N = = =

= @ pcdazso

—Tfip (214cp)
— hittp (&0rtcp)
—Tfinger (F9°tcp)
@ auth (171 344cp)
Security warnings
The auth service provides sensitives informations
to the intruders : it can be used to find out
which accounts are running which servers.
Thiz may help attackers to focus on services that
are worth hacking (those owned by rootf)
If wyou do not use this service, disahle it in
fetorinetd. conf.

CH @ login (9134ACp)
Security holes
The rlogin service is activated, even though
the remote host is firewall protected.
Disable the ‘login® entry in inetd.conf
—ftp-data (20:cp)
F—unknown (37Acp)
— printer (51 5cp)
F—unknown (2049400
—unknown (E000ACH)
1 @ generalftcp
Security warnings
QeSO has found out that the remote host OS5 is
“Linux 2.0 =

It “may”™ be possible that the remote host crashed after the ping of death,
although it could not be verified

Save as.. I it
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With BSB monitor, the result is:

N = = B

File Edit View Go Communicator Help |
<« w A @& = &+ &
i Back Forward  Reload Home Search Metscape Print Security top
| w§” Bookmarks i Location: l[file:;"dat.af"bsb—monitor,f’htdocs;"network—cfg?.html ;| g7 What's Related
| ¢ Members ¢ Webhail ¢ Connections ¢ BizJoumal ¢ SmartUpdate ¢ Mkiplace

Network Monitor

Metwork stams overview ag of 99-7-19 21:4:31

[ Server | | Services |
Routers
ce7200-1 cse.cuhk eduhk Bdain Ronter (Leased Line) ICKWP-Ping

Telnet Connection {goto)
13718980250 PC89250 - comnected to router ICKP-Ping

Telnet Sonnectdon {goto)
Servers
137.189.89.250 Firesrall Senrer PCR9250 ICWP-Ping

goto

File Transfer Protocall {gota)

Sendmail SMTP
Workstations
home.cs.cubk hk Workstadon of home (Linaz) ICKP-Ping
web.cs.cubk hk Workstadon of wwsw (Linux) ICKP-Ping
mobilel .cs.cubk hk Workstadon of mobilel {Unix) ICHP-Ping
mobileZ.cs.cuhk hk Workstaton of mobile? (Windows 98) ICWP-Fing
Legend

[

& Critcal service is up

L]

® Critical sendce 1s down

BEE-Monitor 1.2, @ 1998 Daxke Krizic, BEE - Saftuare
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For security leve 7

After the firewall configuration 7 was set up, bsb-monitor is used to check to see the status of the firewall. As
expect, we cannot ‘ping' the firewall from outside as | CMP packet was blocked. Also SMTP setting was
reconfigured so the SMTP sendmail serviceis not known from outside. Furthermore, al the hosts beside the

firewall did not exist from the eyes of outsider.

The network scanner 'Nessus™ isin process of attacks on the firewall host pc89250.

[ | = = B3
Portscan :
I—I Stop
pcB89250 attack : |
plugin :

nxbenm ' ' —Software — Monitor ' =v controls

FPortscan ;| |

St
pcE3z2a0 Attack : ] —
plugin : Exair possible DoS
—
I‘x] I =
Stap the whole test |
(4 | = = Ed
Fortscan | |
Sto
pcdazso attack : J
plugin : fip PASY on connect crashes the FTP server

Stop the whole test
L R
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The result from the attacks and port scanning of ‘'Nessus " was

™ =] & B3

EH @ pcS3zZso
—ftp (21 Acp
—telnet (23ACp)
—hitp (S0:tcp)
—Tfinger (F3Acp)
F—auth (113cp)
- @ login {51 3ftcp)
—ftp—data (Z20:cp)
—unknosn (37AC)
—printer (51 54Cp)
F—unknown (D925C)
—unknown (3544cp)
F—unknown (10953CD
F—unknown (20434C00
F—unknown (23344cp)
—unknown (3455Cp)
F—unknown (SE23ACD
—unknosn (BO00ACE)
—unknown (61 60ACD
F—unknoaen (307 4cp)
F—unknown (FO24CR)
—unknown (7 F8Acp)
F—unknosn (127 3AC)
F—unknown (144 24cp)
—unknown (2286Cp)
—unknown (2438AC
—unknosn (34533C0)
—unknown (3EO07ACD)
Lnknown | 2
—unknown (4Z266ACP)
—unknown (457149C
—unknosn (D833C)
—unknown (5848C0
F—unknown (7O071ACp)
F—unknown (7152ACm
—unknosn (F44 BT
—unknown (781 7ACD
F—unknown (7 F4d4co
—unknown (3964Cp)
F—unknown (1057 ACD
—unknown (1 280AC)
—unknown (201 8ACp)
F—unknown (21424cp)
—unknown (Z683ACD
F—unknown (2861 ACD
—unknown (S038ACD
F—unknown (561 1ACp)
F—unknown (B522Cp)
—unknown (6SE0ACD
—unknosn (67 BT
F—unknown (5514000

Save as..

-

it
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With BSB monitor result:

—Software — Monitor X conkrals anning/attack status
File Edit ‘“iew Go Communicator Help |
<« ¢ A 4 = % & N
Back  Fonward  Reload Home — Search Metscape  Print  Security Stap
| " Bookmarks A Location: [File: /home/Lorrien/bsh/Bsbil-cd. htnl ;| 507 What's Related
v 4 Members ¢ WebMail 4 Connections 4 BizJoumal ¢ SmariUpdate ¢ Mkiplace

. A
Network Monitor
Metwrork status overview as of 99-7-11 17:51:26
[ Server | [ Services _____|
Routers
ce7200-1 cse.cubk eduhk Main Bourer (Leased Line) [CHWP-Ping
137.189.89.250 Router behind Leased Line [CHP-Ping
Telnet Connecton [gota)
Servers
peE@250 Iaster Server ICMP-Fing
{gota)
(gotn)
File Transfer Protocall (goto)
Sendmail SMTP
Workstations
hume Workstation of home (Linuz) [CWP-Fing
weh Workstation of wwrw (Linuz) [CWP-Fing
mobilel Workstation of mobilel [Unix) [CMWP-Ping
mobiled Workstation of mobile? (Windows 98) ICHP-Fing
Legend
[}
® Critical service is up
[}
® Critical senice is down
BEB-Monitor 1.2, @ 19958 Darko Erizic, BEE - Software —
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Appendix G
Here below showed the steps of reconfiguring the vulnerability about SMTP.

Account information probing by malicious users using sendrmail and SMIP protoco

sol ar 15. cs. cuhk. hk: / uac/ pt msc/ kyl au> t el net pc89250 25

Trying 137.189. 89. 250. ..

Connect ed to pc89250. cs. cuhk. hk.

Escape character is ']’

220 pc89250. cs. cuhk. hk ESMIP Sendmai |l 8.9.3/8.9.3; Mn, 19 Jul 1999 15:25:01
+0800

EXPN r oot

250 System Adni ni strator <root @c89250. cs. cuhk. hk>
EXPN guest

550 guest... User unknown

EXPN | pr

550 I pr... User unknown

EXPN ftp

250 FTP User <ftp@c89250. cs. cuhk. hk>
EXPN mai |

250 mail <mai | @c89250. cs. cuhk. hk>
EXPN kyl au

550 kyl au... User unknown

EXPN www

550 ww. .. User unknown

QT

221 pc89250. cs. cuhk. hk cl osi ng connection
Connection closed by foreign host.
sol ar 15. cs. cuhk. hk: / uac/ pt nsc/ kyl au>

After the /etc/sendnail.cf is nodified and the above attack is sinulated again,
the ' EXPN operation is disallowed and the attack is avoided in the way as

sol ar 15. ¢s. cuhk. hk: /uac/ pt msc/ kyl au> !1
tel net pc89250 25

Trying 137.189. 89. 250. .

Connect ed to pc89250. cs. cuhk. hk.

Escape character is ']’

220 pc89250. cs. cuhk. hk ESMIP Sendnmail 8.9.3/8.9.3; Mn, 19 Jul 1999 15:33:33 +08
00

EXPN r oot

502 Sorry, we do not allow this operation
EXPN | pr

502 Sorry, we do not allow this operation
EXPN nai |

502 Sorry, we do not allow this operation
QT

221 pc89250. cs. cuhk. hk cl osi ng connection
Connection cl osed by foreign host.

sol ar 15. cs. cuhk. hk: / uac/ pt msc/ kyl au>

In fact the attack can also be traced and discovered in the /etc/log/maillog as

ANNANNNNNANNNNNN

[137.189.88.51], stat=Deferred: Connection refused by sol arl. cs. cuhk. hk
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Jul 19 14:39: 44 pc89250 sendnmi | [ 24195]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89.136]: EXPN root

Jul 19 14:39:55 pc89250 sendnmil [ 24197]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89. 136]: EXPN gust

Jul 19 14:40: 05 pc89250 sendnmil [ 24202] : NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89. 136]: EXPN guest

Jul 19 14:40: 12 pc89250 sendnai |l [ 24203]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89. 136]: EXPN I pr

Jul 19 14:40: 20 pc89250 sendnmi | [ 24204]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89.136]: EXPN kyl au

Jul 19 14:40: 30 pc89250 sendnmi | [ 24194]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89.136]: EXPN attack?

Jul 19 14:40: 31 pc89250 sendnai |l [ 24205]: NOQUEUE: pc89136. cse. cuhk. edu. hk
[137.189.89.136]: EXPN ftp

Jul 19 14:48:59 pc89250 sendnmi | [ 24233]: VAA06013: to=kyl au@ol arl, ctladdr=root
(0/0), delay=1+17:17:31, xdel ay=00:00: 00, mailer=esntp, relay=sol arl.cs. cuhk. hk.
[137.189.88.51], stat=Deferred: Connection refused by sol arl. cs. cuhk. hk

Jul 19 15: 25: 42 pc89250 sendnmi | [ 24278]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk

[ 137.189. 88. 65]: EXPN root

Jul 19 15: 25: 52 pc89250 sendnmi |l [ 24279]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189. 88. 65]: EXPN guest

Jul 19 15: 26: 09 pc89250 sendnmi |l [ 24280]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN | pr

Jul 19 15:26: 15 pc89250 sendnmi | [ 24281]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN ftp

Jul 19 15:27: 03 pc89250 sendnmi | [ 24282]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk

[ 137.189.88.65]: EXPN nmi |

Jul 19 15:27: 03 pc89250 sendnmi | [ 24282]: NOQUEUE: forward

/var/spool /mail/.forward. pc89250: Group witable directory

Jul 19 15:27: 03 pc89250 sendnmi | [ 24282]: NOQUEUE: forward

/var/spool /mail/.forward: Group witable directory

Jul 19 15:27: 30 pc89250 sendnmi | [ 24277]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN attack?

Jul 19 15:27: 31 pc89250 sendnmi | [ 24283]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN kyl au

Jul 19 15:27: 38 pc89250 sendnmi | [ 24284]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk

[ 137.189.88.65]: EXPN ww

Jul 19 15:33: 06 pc89250 sendnmi |l [ 24296]: alias database /etc/aliases rebuilt by
r oot

Jul 19 15:33: 06 pc89250 sendnmil [ 24296]: /etc/aliases: 14 aliases, |ongest 10 by
tes, 152 bytes total

Jul 19 15:33: 07 pc89250 sendnmil [ 24311]: starting daenon (8.9.3)

SMrP+queuei ng@1: 00: 00

Jul 19 15:33: 07 pc89250 sendnmi | [ 24314]: VAA06013: to=kyl au@ol arl1l, ctladdr=root
(0/0), delay=1+18:01: 39, xdel ay=00:00: 00, mailer=esntp, relay=sol arl.cs. cuhk. hk.
[137.189.88.51], stat=Deferred: Connection refused by sol arl. cs. cuhk. hk

Jul 19 15:33:42 pc89250 sendnmil [ 24317]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN root [rejected]
Jul 19 15:33: 47 pc89250 sendnmi | [ 24317]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN | pr [rejected]
Jul 19 15:33:59 pc89250 sendnmil [ 24317]: NOQUEUE: sol ar 15. cse. cuhk. edu. hk
[137.189.88.65]: EXPN mail [rejected]
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APPENDIX H - A comparison between proxy gateway and

packet filter

A comparison between proxy gateway and packet filter [33]

Proxy Gateway Packet Filter Details
TCP traffic Appliesrulesto TCP session, | Appliesrulesto each Proxy gateways are more
examination monitors data flow to packet, based on source and | thorough and more
determineif each command | destination address and port | efficient for TCP traffic
within the session is alowed
or not.
UDP traffic Generic proxies allow UDP Maintains state for UDP The UDP protocol is even
examination traffic to be controlled communications, keepinga | lesssecurethan TCP, so
between fixed ports. Cannot | channel open between no firewall provides
handle varying port sender and receiver, thorough UDP security
addresses (RPC-based traffic, | handling even RPC traffic
like NFS)
Flexibility A strength and weaknessis Very flexible. Unfortunately | A proxy gateway is best if

the lack of flexibility. Proxy
exists for a protocol, or us
the generic proxy for other
protocols, or protocol can't
pass

can leave room for mis-
configuration

it supports all the
protocols you are passing

Ease of configuration

Fewer choices, so generally
easier to configure

Many choices

A more expert hand is
needed to guide packet
filter configuration. For
instance, both types can
do address hiding, but
proxy gateways do it by
default and packet filters
must be configured to
hide addresses

Ease of management

Again, simpler means easier

K eeping the protocols
passed and rules
Implemented to a minimum
can simplify management

Both require skill,
knowledge, and specific
firewall training to be
securely managed

Miscellaneous

Address hiding for free, good
logging and alerting potential

Address hiding via
configuration options,
reasonabl e logging potential
and good alerting potential

- The end of the report -
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