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1. About MIP

Microsoft Information Protection (MIP) helps you to classify, label and protect your data at the time of creation based on the sensitivity of data. Labels, and
protection are persistent, traveling with the data throughout its lifecycle, so that it’s detectable and controlled at all times — regardless of where it’s stored
or with whom it’s shared — internally or externally.

2. Client Installation

2.1. Supported Environment

The following table shows the required applications and supporting environment to protect and/or access the files and emails:

Supported OS Supported Office Versions | Required applications Operations can be done

Windows: - Office 365 ProPlus - Azure Information Protection client (v2.x) - Protect MS Office files with AIP toolbar in Office
- Win10 - Office Pro Plus 2019 applications

- Win8.1 - Office Pro Plus 2016 - Protect non-MS Office files with AIP client

- Access all protected files with Office applications
(Office files) or AIP client (non-Office files)

Mac OS 10.9 or - Office 365 - RMS Sharing app - Protect MS Office files with Sensitivity button in
above - Office 2019 for Mac Office applications
- Access all protected files with Office applications

(Office files) or AIP client (non-Office files)

- Office 2016 for Mac - Access all protected files with Office applications
(Office files) obr AIP client (non-Office files)
i0S 11.0 or above - Latest Microsoft - Azure Information Protection apps (v2.x) - Access all protected files with Office applications
Office app (Office files) or AIP client (non-Office files)

Android OS 6.0 or
above
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2.2. Download AIP Client Installation File

For Windows:
For standalone installation, you may download and extract the installation file
“AZInfoProtection_UL.exe” at https://www.microsoft.com/en-us/download/details.aspx?id=53018.

For central deployment, you may download and extract the MSI file
“AZInfoProtection_UL_MSI_for_central_deployment.msi” at  https://www.microsoft.com/en-
us/download/details.aspx?id=53018.

For Mac OS X:
Download the “RMS Sharing” app from App Store.

For iOS and Android OS:

Download the “Azure Information Protection” app from Apple Store (iOS) and Google Play (Android
0S).

2.3. AIP Client Installation
2.3.1. In Windows
Steps:

1. Close all Office applications and all instances of File Explorer.

2. Double click the installation file “AzInfoProtection_UL.exe”. £} AzinfoProtection_UL.exe
3. Install the AIP Client:

3.1. Deselect Help improve Azure Information Protection by sending usage statistics to
Microsoft.

3.2. Click I agree to install the client.

a Microsoft Azure Information Protection — X

L Microsoft Azure
<: Information Protection

Install the Azure Information Protection client

By clicking “1 agree”, you agree to the Azure Information Protection license terms and conditions.

License terms and conditions.

[J Help improve Azure Infarmation Protection by sending usage statistics to Microsoft

Privacy Statement
Version 2.8.85.0 L= agree Close
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4. When the installation completes, click Close.

Microsoft Azure Information Protection

Microsoft Azure
Information Protection

Completed Successfully

Close

2.3.2. InMac OS X

Steps:

1. After download the RMS Sharing app, it will be installed automatically.

2.3.3. IniOS & Android OS

Steps:

1.

Download the Azure Information Protection app, and they will be installed automatically.
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2.4. Sign in for MIP Protection

After the AIP Client is installed, please sign in (i) AIP client and (ii) MS Office applications with your
CUHK 0365 account in order to download the AIP policies for CUHK users.

2.4.1. Signin AIP Client

Steps:

1. When you open any MS Office application, e.g. MS Word, the following screen to login
Microsoft Azure Information Protection appears. Sign in with your CUHK 0365 account

email address and click Next button, then enter your OnePass password and click Sign in
button.

Sign in to your account *

Y Microsoft Azure
Information Protection

B® Microsoft
Sign in

Email or phone

Can't access your account?

Next

Terms of use  Privacy & cookies ...
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Sign in to your account *

[a¥ Microsoft Azure
Information Protection

BE Microsoft
< test@cuhk.edu.hk
Enter password

Password

Forgot my password

Sign in

Terms of use  Privacy & cookies
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2.4.2. Sign in MS Office application
Steps:

1. Start MS office application e.g. Word, Excel or PowerPoint, if you have not sign in your CUHK
0365 account, please click Sign in on the top right hand corner.

Document] - Word Sign in Eal

Mailings Review View Help Q Tell me what you want to do

- | 3k %
@1 AaBbCcDc | AaBbCeDe AaBhC( .
v — Sensitivity TMormal | TNo Spac.. Headingl1 |+ Edihing
A A ® - -
P Paragraph | Sensitivity Styles P -~

2. Sign in with your CUHK 0365 account email address and click Next button, then enter your
OnePass password and click Sign in button.

X

BS Microsoft

Sign in

Mo account? Create one!

Next

©2020 Microsoft  Privacy statement
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B® Microsoft
test@cuhk.edu.hk
Enter password

Password

Forgot my password

Sign in with another account

Terms of use  Privacy & cookies

After sign in successfully, you can find your name on the top right-hand corner.
Also, you can see a Sensitivity @ icon appear on the ribbon.

Sensitivity

Document - Word User 1 [RMS) i@

Mailings Review View Help RCM Q Tell me what you want to do

- A = $
"= @ AaBbCcDe AaBbCcDe AaBbCe -
= L .
NE IS Al q Sensitivity TMormal | TMoSpac.. Heading1 |+ Ed”img
P Paragraph ral  Sensitivity Styles P -~
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Click the Sensitivity icon and select Show Bar, then a new AIP bar is shown.

K

Sensitivity

-

Confidential k

Strictly Confidential »
Show Bar
€) Help and Feedback

Document] - Word Sign in =

Insert Design Layout References Mailings Review View Help Q Tell me

-“D L:nb; (B:dy) - 1; - |3t @9 %, ye
U ~amex, x* f "
Pavste ¢ A-W-A-ma- KA A Sensivti\.rity St):lﬁ Ed'Elﬂg
Cliphogrd & Eont I Paraqraph Do Sensitivity | Styles 3
0 Mot set Confidential - || Strictly Confidential - *

You can use it to label and protect your documents if necessary.
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3. MIP Policy, Classification, Labeling and Protection

3 default settings in the MIP policy are configured:
- Itis NOT mandatory to have a classification label for all documents or emails.

- There is NO default classification label for documents or emails.

- It is REQUIRED to provide justification to remove the classification label and protection in a protected document or email.

When you are going to protect your documents, you can either use:
1. the pre-defined classification labels with permission controls
2. the custom permission which allows more flexibility for selecting the authorized persons, permissions and expiry date.

3.1. Pre-defined Classification Labels and Permission Controls

The following table describes the details about the default Classification, Labeling and Protection controls pre-defined.

Classification | Label Permissions Granted Protection | Visual Markings Offline Access and
with Expiry Date
Encryption
Confidential | Confidential — All Staff | Editable by Permission includes: Yes - Header & Footer in - Allows 7 days
All CUHK Staff | - View, Edit, Save, Save both MS Office files offline access
as, Export, Copy, Print, and emails - No expiry date
Reply, Reply all, Forward
Strictly Strictly Confidential — Viewable by Permission includes: Yes - Header, Footer & - Allows 1 days
Confidential | All Staff All CUHK Staff | - View, Reply, Reply all Watermark in MS offline access
Office files - No expiry date
- Header & Footer in
emails
T

Page 11




3.2. Custom Permissions

If it is not applicable to use the pre-defined classification labels in Section 3.1, you can use the custom permissions by assigning the appropriate user role:

User Role Operations for authorized person Permissions Granted
View | Edit, Save As, Copy Print Reply, Forward Full Control
Save Export Reply All

Viewer View the protected file only Y Y
Reviewer View and edit the protected file only | Y Y Y Y
Co-Author | All permissions as the document | Y Y Y Y Y Y Y

owner except changing the

permissions
Co-Owner | Full control as the document owner | Y Y Y Y Y Y Y Y

Also, you can freely select different individuals or groups of users who can access to the file, and define the expiry date as well.
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4.

File Protection in Windows

4.1. Create a Protected File with Classification

After AIP client is installed, and signed-in your CUHK 0365 account, you can start to label and protect
(with encryption) your files if necessary. However, the labeling and protection steps on MS Office

files (i.e. Word, Excel & PowerPoint) and non-MS Office files are different

4.1.1. For MS Office Files

Steps: (The following steps can be applied to MS Excel & PowerPoint as well)

1. Open MS Word, on the Information Protection toolbar, select an appropriate classification
label to classify and protect the document with pre-defined permissions.

For example, select Confidential, then Confidential

— All staff.

User 1 (RMS) al

Document] - Word
File Home Insert Design Layout References Mailings Review View Help £ Telln
DL U EERT 8
BIUvabx X A === =- .
Paste [D € - - _l :_ Sensitivity Styles | Editing | Di
ol €
S| A-L-A-pa- A8 BE| & - |2 q - - -
Clipboard Font - o i | Sensitivity | Styles = W
0 Mot set I Confidential = | |5trictly Confidential =
Al Staff

2. After the classification, you can see the sensitivity has changed to “Confidential” and visual

markings, header and footer in this case, also indicate the current classification level
User 1 (RMS)

File Hr::me.l Insert Design Layout
ﬁj Calibri (Bodly) MR
B I U-
Paste [lh & X, = ‘&0
f A-F-A-p- An BE
Clipboard = Font

| @ confidential \ Al staff

Confidential

Document1 - Word
References Mailings Review View Help S
s = S Ay | 1)
====EE Sensitivity | Styles | Edif
Q. - ;l q = . .
Paragraph | Sensitivity | Styles =

Classification Label applied

Visual Marking: header
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4.1.2. For Non-MS Office Files
Steps:

1. Select a non-MS Office file, e.g. jpg, txt or pdf file, right click and select “Classify and protect”
on the context menu.

& | [ = | Manage Documents
Home Share View Picture Tools
&« v @ » This PC » Documents

Open

Create a new video
Edit with Photos
Edit with Paint 3D

Test,jpg

Set as desktop background
Edit

Dot

a Classify and protect

Rotate right

Dotote |oft

2. All available classification labels are shown, select an appropriate classification label and sub-
label to classify and protect the file with pre-defined permissions.
For example, click Confidential and Confidential — All Staff, then click Apply button.

Classify and protect - Azure Information Protection O

Testjpg 3, View Permission () Help and Feedback

0 Not set

I Confidential v | Strictly Confidential -
All Staff
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3. Click Close button to close the window.

Classify and protect - Azure Information Protection — m}

Testjpg B e on  (?) Help and Feedback

Work finished

Completed successfully

Close

4. After the classification is applied, the file format has changed to an AIP protected file format.

You can see a on the file icon which indicates that the file is AIP protected.

Also, the file extension is changed from *.jpg to *.pjpg which indicates that it is a protected
jpeg file.

' + | Documents

Home Share View

« v » This PC » Documents

DN

Test.pjpg
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4.2. Create a Protected File with Custom Permission

If the pre-defined classification labels are not suitable, you may apply custom permissions.

4.2.1. For MS Office File

Steps:

1. Click File > Info > Protect Document > Restrict Access > Restricted Access.

A

Documentl - Word

IE Protect Document
@),

Control what types of changes people

Protect can make to this document.

Always Open Read-Only
Prevent accidental changes by asking

User 1 (RMS) (&) (&)

Properties ~
Size

Pages

Words

Total Editing Time

readers to opt-in to editing. Title

Encrypt with Password iare Tags

Password-protect this document O TIE I
uthor's

- Restrict Editing Related Dates
[T Control the types of changes others

can make Last Modified
=l

Restrict Access i Llorecticted Socass

Grant people access while removing  * -

their ability to edit, copy, or print. Restricted Access

UTITILETILGT = A0 SLdlT

>

Add a Digital Signature
Ensure the integrity of the document
by adding an invisible digital signature
Mark as Final

Let readers know the document is
final.

Strictly Confidential - All Staff

Last Modified By

Page 16



2. A custom permission window open, check the box “Restrict permission to this document”,
then you can grant different permissions to different persons. You can click “More
Options...” button to find more permission options.

Permission ? >

iRestrict permission to this document:

Enter the e-mall addresses of users in the Read and Change boxes [example:
‘someone@example.com’). Separate names with a semicolon(). To select
names from the Address book, click the Read or Change button.

E@ Read... | gr"\

Users with Read permission can read this
document, but cannot change, print or copy
content.

Dla Change... | gpw

Users with Change permission can read, edit, copy
content from, and save changes to this document,
but cannot print content.

More Options...

Cancel

Permission ? >

iRestrict permission to this document!

The following users have permission to this document:

Mame Access Level Add...

testi@cuhk.edu.hk Full Control Remove

Additional permissions for users:
|:| This document expires on:
S

Enter date in format: M/d/ vy
|:| Print content

|:| Allow users with read access to copy content
Access content programmatically

Additional settings:
Users can request additional permissions from:

mailto:test@cuhk.edu.hk &
|:| Require a connection to verify a user's permission

Set Defaults...

Page 17



4.2.2. For MS-Office & Non-MS Office File
Steps:

1. Select afile, e.g. jpg, pdf or MS Office file, right click and select “Classify and protect” on the
context menu.

| = | Manage Documents
Home Share WView Picture Tools
« M s This PC » Documents
Open

Create a new video
Edit with Photos
Edit with Paint 3D

Test2jpg

Set as desktop background
Edit

Dleicd

a Classify and protect

Rotate right
Rntate left

2. On the pop-up window, check the box “Protect with custom permissions”.

Classify and protect - Azure Information Protection O

|E| Test2,jpg "), View Permission (?) Help and Feedback

0 Mot set

Confidential hd Strictly Confidential hd

Protect with custom permissions

Select permissions R

Viewer - View Only

Reviewer - View, Edit

Co-Author - View, Edit, Copy, Print
Co-Owner - All Permissions

Only for me

Apply Close
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3. Select an appropriate permission, there are 5 types of permission available. Details about the
permissions can be found in Section 3.2 .

Select user, from the Global Address List or type in the email address directly.

Select the date for expire access, if necessary.

Then, click “Apply” button to confirm the protection settings.

Classify and protect - Azure Information Protection

|£l| Test2.)pg

0 Not set

Confidential

Protect with custom permissions

Select permissions

Select users, groups, or organizations

Expire access

O

@ Help and Feedback

- Strictly Confidential hd

Co-Author - View, Edit, Copy, Print ~
chantaiman@cuhk.edu.hk M
4 January 2021 »

Su Mo Tu We Th Fr Sa

3112

3 4 5 6 7 8 9@

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 37 28 20 30

H 1 2 3 4 5 §

Apply Close
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4.3. Open a Protected file and View Permission
4.3.1. In Windows
4.3.1.1. View a Protected MS Office File
Steps:

1. To access an AlP-protected MS Office file that granted the access to you, please make sure
you have signed-in your CUHK 0365 account in the Office application.

2. Open the protected file, an information bar indicating the sensitivity level (confidential, or
strictly confidential) and the permission of the file would be shown.

test-confidential User 1 (RMS) [l

File Home Insert Design Layout References Mailings Review View Help 2 Tell me [
an Calibri (Body) MR R R @r 1%4 0 @_J
B I U-a x x A ====g 1=. -
Paste [D - b ¢ - T |_| = Sensitivity Styles | Editing | Dictate
S| A-2-Ane | KN HO | Q- RAL T S
Cligboard [P Font [F] Paragryh [F} Seniiti\rity Style_s [F} Voice
@ CONFIDENTIAL - ALL STAFF  This file contains data that has been classified as 'Confidential’ and accessible by staff only. View Permission...

" Confidential \ All Staff #

Confidential

This is a test document

If the file is protected with custom permissions, information about ‘only specified users
can access’ and other information would be shown.

test-custompermission - Saved to this PC User 1 (RMS) &=

File Home Insert Design Layout References Mailings Review View Help 2 Tell me [}
EHD Calibri (Body) R &%"‘ éf Jo @_J
B I U-~-a x, ¥ A -
Paste [ - B :9 . Sensitivity | Styles | Editing | Dictate
> X A-L-A-par AN BE | S q - > - =
Cliphoacd G Eont o Baragragh GelSensitivite | Styles L Moice
|_ ® RESTRICTED ACCESS Permission is currently restricted. Only specified users can access this content. Change Permission...

</ Not set Confidential = | Strictly Confidential -

h’his is a document with custom permission.
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Click View Permission button, you can view details permissions granted to you.

My Permission

7

=

You are currently authenticated to view this document

ds;

| testuser2@cuhk.edu hk I

Your 0365 account

Confidential - All 5taff - This file contains data that has
been classified as "Confidential’ and accessible by staff Sensitivity
anly. 5
L N~ | label
You have the following permissions: applied on
View: Yes this file
Edit: Yes
Copy: Yes \
Print: Yes Details
Save: Yes permissions
Export: Mao granted
Access the document programmatically:  Yes
Full control: Mo

If your account is not authorized to view the file, below message box will be prompted.

Microsoft Word

Do you want to request updated permission?

Change User Yes

o You do not have credentials that allow you to open this document. You can request updated permission from test2@cuhk.edu.hk.
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4.3.1.2. View a Protected Non-MS Office File

You need to have the Azure Information Protection Client installed before you can open a
protected non-MS Office file.

Steps:

1. Double click to open the protected non-MS Office file, e.g. *.pjpg or *.ppdf, it will launch
the Azure Information Protection Viewer automatically which allow you see the content
inside the protected (encrypted) file.

Azure Information Protection Viewer

Test2.pjpg [—f} View Permission @ Print [‘: Save As

2. Click “View Permission” button to view details permissions granted to you.

Permission
Custom
Owner testuser2@cuhk.edu.hk L.
—t Permission
Protection I Co-Author I/ .
applied
Description I Permission is currently restricted. Only...
Permissicns Full control No \
: Detailed
View Yes \ Lo
description
Edit Yes
Copy Yes
Print Yes
Save As No \ Details
N Permissions
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3. If your account is not authorized to view the file, below message box will be prompted.

Azure Information

You don't have permission to open this file

This file has restricted permissions, set by test2@cuhk.edu.hk.
To open it. you must have a view permission.

Caontact the file owner for a version of this file that includes that permission for you.
For example, Co-author.

Request permission Close
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4.3.2. IniOS & Android

Most probably, in mobile platforms, you would receive a protected file via emails.

10:28 LI

< e WB

Demo Email with protected files

@ Confidential - All Staff

User 2 10:25 AM
To You a8 -
m:“ Protected Docu... Protected Picture
) DOCX - 74 KB pipg - 319 KB

2 attachments (393 KB)

Confidential

This is a demo email with ‘Confidential — all staff’ label
applied.

Conlidential

€~ v Reply

& Q o

In order to open the protected file, you need to download and install the following apps in your
mobile in advance (as mentioned in Sec 2.1):

Microsoft Word, Excel, and PowerPoint apps for opening MS Office files

AIP Viewer app for opening non-MS Office files

After the above apps are installed, login these apps with your 0365 account for authentication
and authorization checking when you open any protected files.
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4.3.2.1. Open the Protected Word file (MS Office file)

Steps:
[Take iOS as an example, you can apply similar steps in Android OS.]

1. Click on the MS Word attachment in the email.

10:28 al = %)

< .es @ '@

Demo Email with protected files

B Confidential - All Staff

User 2 10:25 AM

To You 8 -

m: Protected Docu... Protected Picture
—) DOCX - 74 KB pipg - 319 KB

2 attachments (393 KB)

Confidential

This is a demo email with ‘Confidential — all staff' label
applied.

Confidential

& v Reply

& Q &

2. [Ifthefile access is granted to you, and you had login your 0365 account, it will open the Word
app automatically and open the protected word file.

Click on icon, you can check the Sensitivity label applied on this document.
<« Outlook
I Protected Document I Protected Document Done
< b 0 Q B
@ AutoSave o
Changes are automatically saved to iPhone
This is a test document
A) Read Aloud
Save a Copy
@; Send a Copy
|->  Export >
&,@ Sensitivity All Staff >
(= Print >
Properties >
Help & Feedback >
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4.3.2.2. Open the protected JPG file (non-Office file)

Steps:
[Take iOS as an example, you can apply similar steps in Android OS.]

1. Click on the file JPG attachment in the email.

10:28 all = %)
< R G|

Demo Email with protected files

@ Confidential - All Staff

User 2 10:25 AM
To You 8 -
Protected Docu... Protected Picture

DOCX - 74 KB pipg - 319 KB

#’ 2 attachments (393 KB)

Confidential

This is a demo email with ‘Confidential — all staff’ label
applied.

Confidential

& v Reply

= Q o

2. Click on the Ill icon and click Share File via..., then choose AIP Viewer app to open the file.

1112 ol T

X Protected Picture

1:13 il T E

X Protected Picture

gy
PJPG - 319 KB PJPG - 319 KB o

D Protected Picture X
326 KB
File farmat is not supported
Protected Picture.pjpg i
PJPG - 319 KB ®

MacBook Air

Save to Account @ ‘ - l 8 ﬁ

AirDrop AP Viewer

Share File via...

Copy @
:
B

Save to Files

Page 26



3. If you have not sign in AIP Viewer before, the AIP Viewer apps will be triggered, sign in with
your CUHK 0365 account, and you can open the file if permission is granted to you.

11:14
< AIP Viewer

all ¥ @)

Cancel

a Microsoft Azure
Information Protection

B® Microsoft
Sign in

Email address, phone number or Skype

Can't access your account?

Sign-in options

Terms of use  Privacy & cookies ...

4. After the file is opened, click on icon, you can view the permission applied on this file.

11:14
< Outlook

&

11:15
< Outlook

all T @

Protected Picture.pjpg

¢ Back Permissions

& Protection
Protection Co-Author

Description Permission is currently restricted.
Only specified users can access this
content.

Issuedto  TestUseri@cuhk.edu.hk

Owner TestUser1@cuhk.edu.hk

[%) Permissions

View Yes
Copy Yes
Print Yes
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4.4, Change Classification and Protection

Please note that only the file owner can change the classification or permission of a protected file.

4.4.1. For MS Office File

Steps:

1. Click the Edit Label icon to edit classification label.

test-confidential.docx - Saved to this PC User 1 (RMS) =

File Home  Insert  Design Layout  References  Mailings Review View Help RCM O Tell me 13 !
0 Calibri (Body) -1 -y &‘% /% jo) @J
B I U-3a x, x A -
Paste ED - ° :9 . Sensitivity Styles | Editing | Dictate
> X A-L-A-pa- AN A S R BT - - - -
Clipboard = Font 7} Paragraph | Sensitivity | Styles & Voice

@ CONFIDENTIAL - ALL STAFF  This file contains data that has been classified as ‘Confidential' and accessible by staff only.

View Permission...
&) Confidential \ All Staff] /

Confidential

This ic a tact dncimeant]

2. You can select another appropriate label or delete current selected label:
z) u O - test-confidential.docx

User 1 (RMS) =

File Home  Insert  Design Layout  References  Mailings Review View Help RCM 2 Tellme [
ﬁj Calibri (Body) 11|y e R @ é/ 0 @J
B I U-3 x x A ====1g 1= .
Paste ED - ° 40 . - = |_| 4' Sensitivity Styles | Editing | Dictate
- S| A-L-A-pa- AN BE | O W 80 - - - -
Clipboard Font [P Paragraph rul Sensitivity | Styles Voice

@ CONFIDENTIAL - ALL STAFF This file contains data that has been classified as 'Confidential' and accessible by staff only.
¢ Confidential \ All Staff #

View Permission...

Confidential = | Strictly Confidential - | [

Confidential

Thic ic a tact Anriimant

3. |If delete a classification label, or change the label to a lower level, you need to provide the

justification to explain the reason.

a Microsoft Azure Infermation Protection

x

Justification Required

To delete this classification label, you must provide an explanation:

(O The previous label no langer applies

) Previous label was incorrect

I (® Other (explain)

Change Cancel
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4. If a custom permission was applied on the document, you can click Change Permission button
to change the permission or add other user with different permissions.

test-custompermission.docx User 1 (RMS) Eal
File Home  Insert  Design Layout References  Mailings Review View Help RCM O Tell me g

iE S A2 8

ﬁj Calibri (Body) -1 -

[m| B I U-ax x A

Paste Sensitivity | Styles | Editing | Dictate
- X A-L-A-p- AN HAS = S - >
Clipboard Fant [P Paragraph | Sensitivity | Styles & Vaice
@ RESTRICTED ACCESS Permission is currently restricted, Only specified users can access this content, Change Permission...
0 Not set Confidential + || Strictly Confidential ~
{ |
Permission ? X

iRestrict permission to this document;

Enter the e-mail addresses of users in the Read and Change boxes (example:
‘someone@example.com’]. 5eparate names with a semicolon(). To select
names from the Address book, click the Read or Change button,

This is a doy

E@. Read... I .Q'Q

Users with Read permission can read this
document, but cannot change, print or copy
content.

E‘a Change... I .Q.R

Users with Change permission can read, edit, copy
content from, and save changes to this document,
but cannot print content.

More Options...

Cancel

5. Click “More Options” button to view all users, edit their rights and other settings.

Permission 7 pd

i Restrict permission to this document

The following users have permission to this document:

Mame Access Level Add...
‘test2@cuhk.edu.hk Remoye
Read
Change
Full Control
Additional permissions for users:
| This document expires on:
1/31/2023 e
Enter date in format: M/d/yyyy
Print content
|:| Allow users with read access to copy content
HAccess content programmatically
Additional settings:
|:| Users can request additional permissions from:
|:| Reguire a connection to verify a user's permission
Set Defaults...
QK Cancel
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4.4.2. For Non-MS Office File
Steps:

1. Right click the file icon and select “Classify and protect” in the context menu.
| = | Documents

Home Share View

L v » ThisPC » Documents

N

En

Test.pjpg

Open
Classify and protect I

Scan for viruses

Check reputation in KSN

|~ ~|D

Share
Open with...

Give access to >
1. R L:

2. You can select another classification label, or delete current label with the Delete Label button,
then click “Apply” button to confirm.

Classify and protect - Azure Information Protection = O

E| Test.pjpg E} View Permission @ Help and Feedback

) Confidential \ All Staff

This file contains data that has been classified as "Confidential’ and accessible by staff only.

Delete Label

D Protect with custom permissions

Apply Close
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3. If you delete a label, click Delete label button and then click Apply button, you will be asked

to provide an explanation.
Classify and protect - Azure Information Protection = O

Test.pjpg 3, View Permission (%) Help and Feedback

To delete this classification label, you must provide an explanation:

O The previous label no longer applies
O Previous label was incorrect
@ Other (explain)
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5.

Email Protection for 0365 Email

5.1. Send Protected Email with AIP Client

As the AIP is integrated with the MS Exchange Online, users of the Exchange servers which had been
joined to the CUHK University AD can use the AIP to protect their emails.

Prerequisites:
e Departmental Exchange server joined to the University AD
e Client PCinstalled AIP Client (refer to Section 2.3.1)

5.1.1. In MS Outlook 2016, 2019, Office 365
5.1.1.1. Activate AIP Protection in MS Outlook for Windows
Steps:
1. Open MS Outlook.

2. Login with your CUHK Exchange account.
3. Click ‘New Email’ icon on the toolbar

Send / Receive Folder View Q Tell me what you want to do...

[ fxignore x [ i ([ ) [ 3 - ¥ Move to: ? &3 To Manager
o \ R\ A 2 Meetin o 9
i €« = ’ = +/ Done

%% Clean Up-~ Team Email

New | New o Delete Reply Reply Forward IE-El More ~ >
Email ltems - & Junk Al ¢ Reply & Delete ¥ Create New
New Delete Respond Quick Steps

4. In the new compose window, if you have not signed-in to the AIP service before, click Sign
in button and sign in with your 0365 account.

o Untitled - Message (H

Message Insert Options Format Text Review Q Tell me you want to do...
& &—: .‘.& mj b ?‘ a |b Follow Up ~
1 i
ve . e | High Importz
Paste B T U |l3%-A Address Check Attach Attach Signature Protect Do Not
& Book Names File~ Item~ = - Forward ¥ LowImporta
Clipboard = Basic Text MNames Include Protection Tags
o You need to sign in to the Azure Information Protection service
o |
€.
Send
Subject
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5. When you are signed-in, click ‘Sensitivity’ icon, then click Show Bar, the AIP bar would

appear.
Untitled - Message (HTML)
File Message Insert Cptions Format Text Review Help Q  Tell me what you want to do
Ijj A | |Calibri (Body) =11 = AT A" }}Q [ Attach File - @ F - D D
e B I U :=-i=- &=3= — v 87 attach ltem o E | L:J )
Paste T Address Check Sensitivity | Assign Dictate View
- 2 - ﬁ TIE=s = |E| ﬁo Book Mames ESignature' - Palicy = - Templates
Clipboard = Easic Text Pl Mames Include Confidential 3 Woice My Templates ~
| — | | Strictly Confidential
E} ’T‘ | Show Bar
send Subject | 0 Help and Feedback

Untitled - Message (HTML)

File Message Insert COptions Format Text Review Help Q@ Tell me what you want to do
Ifn A | |Calibri (Body) =11 = AT A7 Q | [ AttachFile~ &‘% F - D D
D EB B I U : = — 'QI\/ 27 Attach Item + = | =
Paste - - Address Check Sensitivity | Assign Dictate View
- i - Book Mames B.Signature' - Policy ~ - Templates
| Clipboard & IMames lonclude sensitivity Jlags Do Woice My Templates e
|- 0 Not set Confidential = || Strictly Confidential -

Lt || |
> (e ]| |
Send .

Subject | |
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5.1.1.2. Apply a Classification Label in MS Outlook

Steps:

1. Click ‘New Email’ icon on the toolbar in MS Outlook

Send / Receive Folder View & Tell me what you want to do...

EI % i3 Ignore x @(L(_ _) [E2 Meeting ¥ Move to: ?

N N 5 Clean Up - ol feoty Reoly ; =1 Team Email

ew | New B elete Reply Reply Forward &y pore - ~

Email [ltems - .(@Junk All o (& Reply & Delete
Mew Delete Respond

& To Manager
v Done

¥ Create New

Quick Steps

2. Choose a classification label, for example, click Confidential on the AIP toolbar.

Untitled - Message (HTML)

File Message Insert Options

B I U — iz v &S

Calibri (Body) = |11~ A
f.Iil — 1— —
(@

Format Text Review Help @  Tell me what you want to do

27 Attach Item -

i’ Q\% [ Attach File - @

&P Confidential \ All Staff #

=

Paste L - - Address Check Sensitivi Aszign
— .. ty q
F | LA === A Book Mames | L2 Sianature~ - Policy -
Clipboard Basic Text 7! Mames Classification Label Jity Tags
—~laa o —

Permission granted by: testl@cuhk.edu hk

@ Confidential - All 5taff - This file contains data that has been dassified as ‘Confidential’ and accessible by staff only.

To..

E Cr....
Send )

Subject

The information about the permission granteawrmroe srowrT:

Permission owner

ol
Dici

)

Vo

3. If there are more than 1 profile in your MS Outlook, please make sure to select the correct

permission owner for applying a classification label.

To select the permission owner, in your email composing window, click File > Info > Set

Permissions, then select the permission owner and apply the classification label.

Untitled

Testl
Test2

2

pstrict permissions to this item

Untitled -

Message (HTW

Sef up restrictions for this item, For example, you may be able to restrict recipients

frgm forwarding the email message to other people,

. = ! 1re LF

older

der,

4 Unrestricted Access

Move to
Folder ~

Office

Account |E—:‘
=

Feedback Properties

Encrypt-Only

Do Not Forward

Confidential - All Staff
Strictly Confidential - All Staff

Set and view advanced options and properties for this item.

" Sizer Mot yet saved
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5.1.1.3. Change / Delete the Classification Label in MS Outlook Windows

Steps:

£y

1. You can click Edit Label icon 4

= H
File Message Insert Options Format Text Review Help
Eﬁ A Catbri Body) (11 - A AT EE L2 B QQ
L-D = v
Paste B I U #£- ﬁ L =E=E= |§| == Address Check
@ Book Names
Clipboard = Basic Text Pl Mames

&P Confidential \ All s

Permission granted by: test!@cuhk edu.hk

>

From« | testi@cuhkedu.hk

to change the classification label.

Untitled - Message (HTML)

Q  Tell me what you want to do

[ Attach File - S fo .
> =
%Attach ltem -~ . - |
Sensitivity | Assign
@Signature' - Palicy -
Include Sensitivity Tags r

@ Confidential - All Staff - This file contains data that has been classified as 'Confidential’ and accessible by staff only.

Send

1l

2. Toremove the classification label, click Edit Label icon #" and then Delete Label icon I

= = Untitled - Message (HTML)

File Message Insert Options Format Text Review Help @ Tell me what you want to do

EHD | caibri Body) <[11 <A AT EEL 1= A P\% s @ FlI‘Z] T
— B Attach ltem - |

Paste ED = = k=1 — 3= | Address Check ach ftem Sensitivity Assign *

v Book Mames @Eﬂgnature' - Palicy -
Clipboard = Basic Text ] MNames Include Sensitivity Tags r
‘ Confidential \ All Staff # Confidentiall - Strictly Confidential -| | T
(i) confidential - Al Staff - This file contains data that has been classified as *Confidential and accessible by staff| Delete Label

Permission granted by: testl@cuhk.edu.hk

From ¥ | testl@cuhk.edu.hk

>

Delete the selected label.

Send

add

Subject

The classification is Not set now.

Q  Tell me what you want to do

= = Untitled - Message (HTML)
File Message Insert Options Format Text Review Help
fﬁ Calibri (Body) ~[11 - A" A" I=-i=- A Q\%
Paste ED BT U Z.A-. === |2| 7= 5= | Address Check
- ¥ - - - — — | — Book Mames
Clipboard Basic Text Pl Mames

0 Mot set

>

L

Confidential -

From ¥ | testl@cuhk.edu.hk

[ Attach File - N3 fo -
h =
87 Attach ltem - . - I
Sensitivity Assign
BSignature' - Policy ~ \l,
Include Sensitivity Tags

Strictly Confidential ~

S5end

Jou
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5.1.1.4. Attach File in a Protected Email

Steps:
In a protected email with classification label applied, you can attach any file as usual by
clicking the Attach File icon.

1.

Different classification / protection between email and attachment would have different

behavior:
Email Attachment | Behavior in Email Authorized Unauthorized
Recipient Recipient

Protected Unprotected | Classification label | v Can access x Cannot access
applied to the both email and | both email and
email will be attachment attachment
applied to attached
MS Office files as
well, while non-MS
Office remains
unprotected

Protected Protected Email and V Can access x Cannot access
attachment will both email and | both email and
apply their own attachment attachment
classification label.

Unprotected | Protected No protection V Can access V Can access the
would be applied both email and | email
to the email. attachment x Cannot access

the attachment
Unprotected | Unprotected | No change in both | v Can access V Can access both

email and
attachment

both email and
attachment

email and
attachment
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5.1.2. In Outlook Web Access (OWA)

In OWA, 4 types of protection can be applied to an email:

Types of protection Description

Confidential Encryption would be applied to the email.

Accessible by all CUHK Staff only

Permission includes:

View, Edit, Save, Save as, Export, Copy, Print, Reply, Reply all,
Forward

Strictly Confidential | Encryption would be applied to the email.

Viewable by all CUHK Staff only

Permission includes:

View, Reply, Reply all

Encrypt Encryption would be applied to the email.

Do Not Forward Recipients can read the email, but they cannot forward, print, or
copy content.

5.1.2.1. Apply a Permission in OWA
Steps:

1. Login your 0365 account in OWA, click New message button for composing a new email:
@y Mail - User 1(RMS) - Qutlook X | 4

< (0 B https://outlook.office.com/mail/inbox

~ Favorites '@ Focused Other

il Delete = Archive ) Junk ~ § Sweep 51 Moveto ~ ) Categorize ~ (O Sno

. —
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In the New Email window, click Sensitivity button, then select the classification label, e.g.
Confidential > All Staff.

E Mail - User 2 (RMS) - Outlook - Profile 1 - Microsoft Edge —

] https://outlook.office.com/mail /deeplink/compose?version=20201228001.01&popoutv2 =1

B> Send [| Attach ~ | [& Sensitivity ~ |[i] Discard

Confidential > All Staff
T
° Strictly Confidential >
Learn more...
Cc

Add a subject

The information about the classification label chosen will be shown.

E Mail - User 2 [RMS) - Outlock - Profile 1 - Microsoft Edge —

& https://outlook.office.com/mail/deeplink/compose?version=20201228001.01&popoutv2=1

B Send [J Attach ~ [ Sensitivity ~ [i] Discard

8 Sensitivity: ConfidentialbAll Staff

To

Cc

Add a subject
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5.2. Send Protected Email with Subject Tag

In Exchange Online, 2 transport rules had been setup for email protection in case AIP client is not
applicable in some platforms, e.g. mobile environment.

You can include the following tags in the email subject to apply the same permission control as the
classification labels in MS Outlook.

- Email subject with keyword “#Confidential”
o Apply permission control: Confidential — All CUHK Staff

- Email subject with keyword “#StrictlyConfidential”
o Apply permission control: Strictly Confidential — All CUHK Staff

For example, try to send an email with the email client in your mobile device, include with keyword
“#StrictlyConfidential” in the email subject.

esecc3 T 12:16 PM .4
New Message E’

N
To: Test Recipient
Cc: test-recipient2@microsoft.com
Bce:

Subject: [#StrictlyConfidential] Secret email

This is a secret email.
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After the email is sent:
i.  Authorized recipient can access the email content & see the classification and permission
granted.

seec3 T 12:18 PM 3

=
oo il

#StrictlyConfidential: Secret email

EiN.

Test Sender
To Test Recipient and more

12:07 PM

I - Permissions - Strictly Confidential - All Staff
View More Permission gra nted

/‘973

This is a secret email

N\

Email Content

G &N
= & ©
Mail Calenda Files People Settings

ii. If you are unauthorized recipient, you cannot access the email and below message about
the email is AIP protected would be shown.
#5000 SMC HK = 12:18 PM $ 55% = »
4 (]

—
cee i =

\

#StrictlyConfidential: Secret email M
Test Sender
@ To Test Recipient and more
12:07 PM
= Permissions -
View More 1

message.rpmsg
14 KB

This message is protected with Microsoft
Information Protection. You can open it using
Microsoft Qutlook, available for i0S, Android,
Windows, and Mac 0S. Get Outlook for your device
here: http://aka.ms/protectedmessage. Microsoft

Information Protection allows you to ensure your
emails can’t be copied or forwarded without your
permission. Learn more at http://microsoft.com/rms.

= B L

Mail Calenda Files People
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5.3. Read Protected Email

5.3.1. In Outlook for Windows
Steps:

1. Open MS Outlook.
2. Login with your CUHK Exchange account.
3. Locate the protected email in your mailbox, thereisa @ icon indicating the email is protected.

Inbox - test-recipient@cuhk.ed

Send / Receive Folder View ':-'.:,'F' Tell me what you want to do...

ljl T‘ @'9”079 ( 72 Meeti Y Move to: ? ﬁ% To Manager ¥
& | < _) eeting
Clean Up~ =1

. m . e ein [ ! Team Email v Done "
1 -
Eme:;l Ite:1v:' n'@Junk' elete Py :le orwar E@ More @. Reply & Delete ¥ Create New B cvnve
New Delete Respond Quick Steps [F1
4 Favorites N All Unread | search Current Mailbox (Ctrl+E)
Inbox 8 N DD | FROM SUBJECT RECI
Sent ltems 4 Date: Last Week
Drafts [1] @J Test-sender Secret email with protected file Thu
rafts

4. Open the protected email by double clicking the email subject.

Authorized recipient can access the email content & attachment according to the permission
granted.

Test email - confidential to all staff - Message (HTML)

File Message Help @ Tell me what you want to do

m E e)Repl).r E‘ D? DMo\reto ? E\l/—l %v F 57 Mark Unread k] 52

4 Reply All 2 To Manager - == [P S
 _ Delete Archive D . Sen5|t|\.r|t}r ™ feam E gl _ Move m el Trans
- —> Forward £am tmal M - |_"—|"9' |:t| Follow Up = -
Delete Respond Laceibina Luiele Lippy ] Move Tags ] E
I‘ Confidential \ All Staff Classification Label

User 1

Test email - confidential to all staff

@ Confidential - All 5taff - This file contains data that has been classified as 'Confidential’ and accessible by staff only.
Permission granted by: test2@cuhk.edu.hk

m = Protected Doc.docx Protected Jpg.pjpa . \

75 KB ) .E.'l 116 KB

Description about the
Classification Label

Confidential

test email content Email Content Header & Footer for the classification label

Confidential
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5. If you are unauthorized recipient, you will not be able to access the content of email and the
attachment. In the reading pane, the following message about the email is AIP protected would
be shown.

= < I > o>
_:Ijl Eﬂ \ﬁ &] L uAddressBook -

Rules OneNote Assign Unread/ Categorize Follow . . Store
. Policy - Read . Up-~ Y Filter Email
Move Tags Find Add-ins ~
Mailbox ~ G2 Reply @_ Reply All 3 Forward
west b % Test Sender <test-sender@cuhk.edu.hk> 1] Mon 8:47 AM
Secret email with protected file o
AR
D message.rpmsg - The protected email with *.rpmsg extension (i.e. right
AM e protected message).
.y This message is protected with Microsoft Information Protection. You can open it using
Microsoft Outlook, available for i0S, Android, Windows, and Mac OS. Get Outlook for your
NJ device here: http://aka.ms/protectedmessage. Microsoft Information Protection allows you to
PM ensure your emails can’t be copied or forwarded without your permission. Learn more at
http://microsoft.com/rms.
PM
P

Open the protected email by double clicking the email subject, the following message will popup.
Click Yes to open the email with an authorized account, click No to close the window.

Microsoft Outlook *

You do not have permission to open this message.
Do you want to open it using a different set of credentials?

Yes Mo
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5.3.2. In Outlook for iOS and Android
Steps:

1. Open MS Outlook.
Login with your CUHK Exchange account.

~

3. Locate the protected email in your mailbox, and click on the email to view details. Authorized

recipient can access the email content & attachment according to the permission granted.

*eec03 T 5:06 PM Y ess003 T 5:06 PM i
= —
= Q Inbox (7 < we =
Test Sender Thursday Secret email with protected file [~
Secret email with protected file e ee o
Test Sender Classification Label
Confidential Secret email with protected file
Confidential
2 e
w Protected Doc.docx
75 KB
Protected Jpg.pjpg
116 KB
Header & Footer for ISecret email with protected file I— Email Content
the classification label
MR 0>
5 52 &
Mail Calendar Files People Settings
= =] = 0 &
4. Click on the Permissions, details permissions would be shown.
e0ecn 3 T 5:06 PM f 0003 3 5:06 PM fm
< TR X My Permissions
Secret email with protected file F] You are using the following credentials to view this content:
test-sender@cuhk.edu.hk
Test Sender o Template:
Confidential - All Staff
I - Permissions - Confidential - All Staff I
- Description:
View More 2 e

Protected Doc.docx
75 KB

Protected Jpg.pjpg
116 KB

Confidential

Secret email with protected file

Confidential

This file contains data that has been classified as
'Confidential' and accessible by staff only.

Permissions:

Edit

Export

Extract

Forward

Modify Recipients
Print

Programmatic Access
Reply All

Reply

Restrictions:

None
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5. Back to the email content, you need specific apps to open the protected attachments.

eeen3 T 5:06 PM ]
4 oo W B
Secret email with protected file S
Test Sender &

- Permissions - Confidential - All Staff

View More 2e

Protected Doc.docx
75 KB

Protected Jpg.pjpg
116 KB

Confidential
Secret email with protected file

Confidential

& <A D

Mail Calendal Files People

You need to download and install the following apps in your mobile in advance (refer to Section
2.1):

o Microsoft Word, Excel, and PowerPoint for opening MS Office files

o Azure Information Protection for opening non-MS Office files

After the above apps are installed, login your 0365 account with these apps for authentication
and authorization checking when you open any protected files.
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6. To open the protected Word file (Office file), click on the MS Word attachment in the email.

In iOS:
Click on the MS Word app to open the file. Alternatively, you can click Iil icon and click Copy
to Word to open it by MS Word apps.

o3 T 5:59 PM Ey i
Protected Doc
Close DOCX - 75 KB &

ERROR_MESSAGE_MAIN

The operation couldn’t be completed.
(OfficelmportErrorDomain error 912.)

AirDrop. Share instantly with people nearby. If they
@ turn on AirDrop from Control Centre on i0S or from

Finder on the Mac, you'll see their names here. Just tap
to share.

17 1=] @] R

es Import with  Import with Copy to Add to More
Pages iTunes U Word Health

“ ﬁ eoe

Add To Openin... More
iCloud Drive

@Email @5 word @Save

Cancel

OR

In Android OS:

Open with the MS Word apps.
]

0w <+ m 10:21

Open with

@ Word
E Docs

JUST ONCE ALWAYS
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7. To open the protected JPG file (non-Office file), click on the file JPG attachment in the email.

IniOS:
Click on the Iﬁ icon and click Copy to AIP Viewer to open it by AIP Viewer.

AirDrop. Share instantly with people nearby. If they
@ turn an AirDrop from Control Centre on i0S or from

Finder an the Mac, you'll see their names here. Just tap

to share.
KaaN <5
Message Mail Add to Motes| Copy to AIP More
Viewer

Add To Open in... More
iCloud Drive

7

In Android OS:
It will call the AIP Viewer directly and open the file.
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5.3.3. In Outlook Web Access (OWA)

Steps:
1. Login 0365 Mail, locate the protected email in your mailbox,
email is protected

thereisa a icon indicating the

Office 365 Qutlook
Search Mail and P... O ® New|v M Delete w5 Archive Junk|v  Sweep Moveto
~ Folders Inbox Filter v
Inbox 8 Next: No events for the next two days. ﬂ Agenda
Sent ltems User 1 (RMS) -
Drafts 1 Secret email with protected file Thu
2. Open the protected email by double clicking the email subject.

Authorized recipient can access the email content & attachment according to the permission

granted.
S Reply all | v M Delete Junk|wv  sss
Secret email with protected file
Test Sender ® 5 Replyall |v
Testnecpiont
Confidential - All Staff: This file contains data that has been classified as 'Confidential’ and accessible by staff only.

Conversation owner: test-sender@cuhk.edu.hk

Protected Jpg.pjpg
116 KB

Protected Doc.docx
75 KB

Download all  Save all to OneDrive - CUHK

Confidential

N\

Classification Label
and description

Secret email with protected file .
Email Content

Header & Footer for the
classification label

e

Confidential

shown.

= NPy un

m el FITINT N

Secret email with protected file

Test Sender <test-sender@cuhk.edu.hk>
Yesterday, 8:46 AM

Test Unauthorized Recipient <test-recipient2 @microsoft.com>

Inbox
p message.rpmsg v
& 192KE
Download Save to OneDrive - The Chinese University of Hong Kong

- S Reply all

If you are unauthorized recipient, below message about the email is AIP protected would be

N

The message you tried to open is protected with Information Rig
protected with Company Confidential usage restrictions and you
contents.

hts Management. The message is
don't have permission to view its
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6. File Protection in SharePoint Online & OneDrive

6.1. Create a Protected document in SharePoint Online & OneDrive
Currently, AIP is not integrated in MS SharePoint Online and OneDrive. However, you can upload a

AIP protected file to these environment as usual, and the file should be protected in your local
computer in advance. Detailed steps about File Protection can be found in Section 4.

6.2. Open a Protected document in SharePoint Online & OneDrive

Protected documents in SharePoint Online and OneDrive cannot be opened and edited with the
Office Web App, error message would be shown.

Steps:

1. Open a protected Word document in SharePoint Online, the following message box will be
shown:

Microsoft Word Online

Q Sorry, Word Online can't open this document because
it's protected by Information Rights Management (IRM)
To view this document please open it in Microsoft Word.,

Tell us about this problem to help us fix it.
Give feedback to Microsoft

Seszion |D: c720d2eb-6d0b-447e-0dET-0713205%2022

Edit in Word

2. Click Edit in Word to launch the MS Word in your local computer and access to the protected
file.

3. If you have the permission to edit the file, you can edit and save the file as usual, the updated
file would be saved in SharePoint or OneDrive.
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