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Abstract

The parameters in these software reliability models are
usually directly obtained from the field failure data. Due to
the dynamic properties of the system and the insufficiency of
the failure data, the accurate values of the parameters are
hard to determine. Therefore, the sensitivity analysis is
often used in this stage to deal with this problem. Sensitivity
analysis provides a way to analyzing the impact of the
different parameters. In order to assess the reliability of a
component-based software, we propose a new approach to
analyzing the reliability of the system, based on the
reliabilities of the individual components and the
architecture of the system. Furthermore, we present the
sensitivity analysis on the reliability of a component-based
software in order to determine which of the components
affects the reliability of the system most. Finally, three
general examples are evaluated to validate and show the
effectiveness of the proposed approach.

1. Introduction

Software designers are motivated to integrate
commercial off-the-shelf (COTS) software components for
rapid software development. To ensure high reliability for
such applications using software components as their
building blocks to construct a software system, dependable
components have to be deployed to meet the reliability
requirements. Therefore, it is necessary to assess the
reliabilities of such systems by investigating the
architectures, the testing strategies, and the component
reliabilities [1-3]. The parameters in these software
reliability models are usually obtained from the failure data.
Sensitivity analysis provides an approach to analyzing the
impact of the parameters [2-5]. In general, one difficulty in
estimating the reliability of a system in the testing stage is
the insufficiency of the failure data and therefore the
accurate values of the parameters are hard to get.
Sensitivity analysis is often used in this stage to deal with
this problem. In this paper, we investigate the sensitivity
analysis of the reliability for a component-based software
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system. The method is very useful in practice. For example,
if we use the approach to determine that a parameter or a
component in a system is the most sensitive, it is critical for
the software testing-team to have this parameter estimated
as accurately as possible or allocate more resources for this
component. The organization of this paper is as follows.
Section 2 presents an analytical approach to estimating the
reliability of a system. Sensitivity analysis is discussed in
Section 3. Experimental results are depicted in Section 4.
Conclusions are presented in Section 5.

2. Reliability assessment

In this section, we propose an approach to estimating the
reliability of a component-based system by taking the
architecture of the software system and the reliabilities of
the components into consideration. For example, if a system
consists of n components with reliabilities denoted by Ry,...,
R, respectively, the reliability of an execution path, 1, 3,2, 3,
2,3, 4,3, n,is given by R, x R22 X R34 xR, xR, . Thus, the
objective here is to estimate the reliability of a system by
averaging over all path reliabilities [6]. Therefore, we
consider systems with different architecture styles and
utilize the Markov process to model the failure behaviors of
the applications. Three general input-output cases were
employed. In addition, we develop three methodologies to
estimating the reliability of a software system.

Definition : Let {X,, n=0, 1, 2...} be a Markov process
with some absorbing states and some transient states.
Define the random variable, N, to represent the number of
visits to state j before entering an absorbing state given X,=i.
The expected value of Nj; , E(Ny), is denoted by s, .

Moreover, let 77, denote the probability of absorption when

a process terminates at an absorbing state £.

The proofs of the following theorems can be found in our
previous results [7].

Theorem 1 (single-input/single-output system): Consider
a single-input and single-output system consisting of N
components with reliabilities Ry,..., Ry. Let {X,} be the
Markov process where state N is an absorbing state, i.e., an
output node, while states {1, 2, ..., N—1} are transient states.
In particular, assume state 1 is the input node. Therefore, we

have the system reliability:R~= R, x R, X Aﬁl Ppow(R;, ;) ,
i=2

where the pow(x, y) is the power function, i.e., pow(x, y)=x".



Theorem 2 (single-input/multiple-output system):
Consider a single-input and r-output system consisting of N
components with individual reliabilities denoted by Ry,...,
Ry.. Let {X,} be the Markov process where {N, N—1, ...,
N—-r+1} are absorbing states (i.e. » output nodes) and {1,
2, ..., N—-r} are transient states. In particular, assume state 1
is the input node. Therefore, we have the reliability of the
system:
N-r N
RS: Rl x 11 pOW(R[, ‘u”)X I1
i=2 k=N

1 pow(®,.n).
Theorem 3 (multiple-input/multiple-output system):
Consider an s-input and r-output system consisting of N
components with reliabilities R;,..., Ry.. Let {X,} be a
Markov process where {N, N—1, ..., N-r+1} are absorbing
states (i.e. » output nodes) and {1, 2, ..., N-r} are transient
states. In particular, assume states {1, 2, ..., s} are the input
nodes with probability py, pa, ..., ps, respectively. Therefore,
the system reliability, R, equals

N N-r S N
1 pow(R,.p)x T pow(R, X)) 11 pow(R,.m,)
i= Jj=s+ = =N-r+

3. Sensitivity analysis

The reliability of a component-based software system
is often higher through the improvement of some
components in the system. Therefore, considering such a
system we are often interested to know which component is
more important than others. Thus, the improvement of that
important component will increase the system reliability
more than others. Sensitivity analysis gives an approach to
analyze the relative importance of input model parameters
in determining the value of an assigned output value [8].
That is this method can help make a reasonable decision for
this problem. Furthermore, a number of software reliability
models have been developed to evaluate the reliability of a
system. The parameters in these models are usually
obtained from the field failure data. In general, one
difficulty in estimating the reliability of a system in the
testing stage is the insufficiency of failure data that makes
the exact values of the parameters hard to get. Sensitivity
analysis is often used in this stage due to the deviations of
parameters [4, 5, 9, 10]. That is, sensitivity analysis can
help in investigating the effect of the uncertainty in
parameters on the reliability estimated from model. In this
paper, we will study the sensitivity analysis of the reliability
of the component-based software applications in order to
know which of the components affects the reliability of the
system most. Consequently, from Theorem 1, Theorem 2,
and Theorem 3 in Session 2, the reliability of this system
can be expressed as the general form:

R, = 1 pow(R,,0,) (1)
i=1

where R;is the estimated reliability of component i and 6;
is the expected value of the number of visits to component i.
Here R, can be regarded as a function of parameters R; and
0., i=1,.. ,N. From the above discussion, in order to
estimate the parameters in Eq. (1) by using the hierarchical
approach, it is necessary for software testers to know the
information regarding a particular application: architecture

of the application (structure of component interactions),
software usage profile (the exchange of controls among
components determined by transition probabilities), and
component failure behaviors (component reliabilities or
failure intensity). However, the estimates may not always
be accurate, especially in the early stage of the testing phase
when a limited amount of information is available.
Therefore, it is essential to know the sensitivity of required
knowledge regarding the estimated parameters.

3.1 The most sensitive parameter
Considering the parameter 8, of Eq. (1), it would be

helpful to know which of the parameters affects the
reliability of the system most, so that more accurate
measurements can be made for the most important one [11].
That is, we are concerned whether the condition of the
following formula is sufficed:

oR,| _|oR,
26,

00,
In practice, the frequency of a component being executed
affects the overall system reliability. A higher frequency
indicates a greater effect of that component on the
performance of the system. This fact shows that the
components should have distinct weights according to the
architecture of the software system. In other words, the
change in the intercomponent transition probabilities of the
software architecture manifests the change in the parameter
0, of Eq. (1). On the other hand, define 7, , as the relative

>

, forallj=1,2,.., N. 2)

change of the system reliability, Rs, when 6, is changed by
100p%. That is
| R(Bs6,+ POis8y) ~ R (6,6, |
P R.(6,,.,0y)
Comparatively, let S .0, be the sensitivity of the relative

100%. (3)

change of the system reliability to @; when 6; is changed

by 100p% as the ratio of relative change for the two
quantities. That is

AR/ ,
S, = R, _ Zroy00%, 4)

X
% 7

Then, from Eq. (2)-(4), the sensitivity analysis can be
conducted and the most sensitive parameter, 8, , in discrete

situation can also be found. That is
S,0 2 Sp,gj , for all /=1, 2,..,N. (5)

Therefore, we have the desired results:
if power(R;, ¢9j )= power(R;, 8;), for all j=1, 2,...N., then

0; is the most sensitive parameter.

3.2 The most sensitive component reliability

Similar to the reasoning in Section 3.1, for comparing
the estimated component reliability R; in Eq. (1), it would be
useful to know which of the components affects the
reliability of the system most. That is, we are concerned



whether the condition of the following formula is sufficed:
OR;| |OR;
OR;| |OR

<

< for all j=1, 2,..,N. (©6)

9

J
Again, define 7, R 33 the relative change of the system
reliability, Rs, when R, is changed by 100p%, and also let
Sp.R be the sensitivity of the relative change of the system
reliability to R, when R, is changed by 100p%, that is,
_ | R (Ri-s R, + PR, Ry) = R (R, Ry) |
s R(R,..Ry)

100% (7)

T
S, g =—L2-100%. )
p
Thus, the sensitivity analysis with respect to the relative
change of component reliability can be performed and the
most sensitive component, R, , in discrete situation can also

be found. That is
Sp,R,. > Sp,Rj , for all j=1, 2,..,N. )

According to Eq. (9), we have the result that the one with
the maximum parameter value is the most sensitive.

3.3 The most sensitive transition flow

In Section 3.1, we have found the way to deal with the
sensitive parameter problem in Eq. (1). Here, we will work
on the sensitivity analysis of system reliability resulting
from the relative change of transition probability. For a
component-based software, different users will have
different reliability performances, because they use the
system in various ways or use different parts of the system.
This dynamic knowledge about the probabilities for
different uses in a component-based software is determined
by the transition probabilities and apparently depends on the
software usage, i.e., operational profile. In general, the
operational profile is an estimated description of how the
system will be used. One can characterize the usage by the
operational profile, the set of operations available on the
system and their associated probabilities of occurrences
[2-5]. In order to study the sensitivity of the system
reliability to an error in one of the transition probability in
the software usage, the method is carried out and the
following definitions and symbols are used as follows.
Suppose the transition probability, p;;, is incorrect, and let
&jj be the error. Therefore, we have

£;=p; — P (10)
where p,f is the erroneous transition probability with
respect to the estimated software usage used in the test, and
p; indicates the true transition probability regarding the

true software usage. And let p; be the relative

£
T
!

error, p; = . To go a step further, from the property of

N N
Markov process, we have X pl-/r. =1 and X pif =1 for
j=r =

component . In particular, we assume that p; does not

have an effect on other p;; so that they all have the same

relative error p, . Therefore, from Eq. (10), % p ,jT =1,and
Jj=1

N
Zp,f =1 we have
j=1
N _ r, ¥ T T N o7 — 01
X =Pyt L PPy =pPyPy+p; X py =0011)
=1 k=1 k=1
J ij e i
— PPy

Finally, we obtain p; = -
1-p;
®  The most sensitive interaction

Afterward, we can define 7, p, 33 the relative change of
the system reliability when the transition probability piJT. is
changed by 100p%, and also let S ., be the sensitivity of

the relative change of the system reliability to piJT. when

p; is changed by 100p%, that is,

_R(RL B + PP s Piy) = RU(B1 Py |

y o 100%(12
»ry R(B/,..F)) e
TI’>P1’1 0
Syp, = T100@. (13)

Thus, the sensitivity analysis with respect to the relative
change of transition probability can be conducted and the
most sensitive interaction between components can be
found.

®  The most sensitive relative error component

On the other hand, we define T, , as the relative

change of the system reliability when the relative error of
transition probability in Component i, p,, is changed by

100p%, and also let S, , be the sensitivity of the relative

change of the system reliability to p, when p; is changed

by 100p%, that is,

— | Rs(pla'-api + ppi?"apN) - R.s‘(plﬂ"’pN) | 100% (14)
Rs(plv-:pN)

P:pi

T
S, =—L2100%. (15)
"=,

Thus, the sensitivity analysis with respect to the relative
change of the relative error of transition probability in one
component can be conducted and the most sensitive relative
error in component can be found.

4. Experimental results

4.1. Reliability evaluation of component-based systems

The following examples adapted from [2, 7, 11] are
used to illustrate the three architecture cases discussed in



Section 2.  Without loss of generality, we use the
terminating application reported in [7, 11] as a running
example and let the estimated reliabilities of the
components be regarded as unchanged throughout the
following three subsections and listed in Table 1.

4.1.1 Example 1: a single-input/single-output system.

The first example is a single-input/single-output system. It
consists of 10 components where component 1 is the input
component and component 10 the output component. The
transition probabilities among the components are given as
follows: P;,= 0.6, P,3=0.2, P,,= 0.2, P, = 0.7, P,;= 0.3,
Pis=1.0, P,s=04, P, = 0.6, Ps;;= 0.4, P;;= 0.6, P;;=0.3,
P¢7=0.3, Pcs=0.1, Pc9=0.3, P,,=0.5, P,,=0.5, P;,=0.25,
Pyiy=0.75, Poyg= 0.1, Py,,= 0.9. Therefore, the expected
number of visits on each transient state before absorption
from the input node (component 1) and the probability of
absorption can be derived as follows:

=1, = 1LAT1T, 1y =1.3254, 11, = 0.5289, 11,5 =1.9784,
sy =0.3173, 41, = 1.7433, g1y = 1.3155, 1, = 0.9669,77,, = 1.

Thus, the system reliability is estimated as R;=0.7715.

Table 1: The estimated reliabilities of the components.

1 2 3 4 5 6 7 8 9 |10

0.9910.9810.9910.96]10.98]0.95/0.98[0.96]0.97]10.99

4.1.2. Example 2: a single-input/multiple-output type.

In this example, we delete two links of Example 1. The
modification is a simple transformation from a
single-output system to a multiple-output system and the
corresponding transition probabilities are similar to
Examplel except P;;=0 and P;,=0. Therefore, following
the same approach we can have following results:
My =10, =0.6, 11, = 0.6845, 1, =0.3581, 145 =1.0077,

e =0.2149, 1o = 0.6326, 1, =0.0645, 1, =0.4676,
Mo = 0.5324. Thus, the system reliability, R,, is 0.8890.

4.1.3. Example 3: a multiple-input/multiple-output type.

In this example, the process will start from one of the two
input components (components 1 and 2) with equal
probability and terminates at the output components
(components 7 and 10). That is, the modification is a
transformation from a single-input system to a
multiple-input system. The transition probabilities are
similar to Example 2 except P;3;=0.5 and P;,=0.5.
Therefore, according to Theorem 3, portion of the vector of

weights in Eq. (3) can be obtained by w, :épl,ulk.

Therefore, we have (wy, wa, ws, wy, ws, W, wg, wg) = (0.5,
0.5, 0.673, 0.4057, 0.9853, 0.2434, 0.6228, 0.073). On the
other hand, with the aim to computing the probability of
absorption at each absorbing state, the following
information about the two absorbing states is obtained
based on Theorem 3: w; =0.4672,w;, = 0.5327. Thus, we

have the reliability of the system is R;= 0.8929.

4.2 Sensitivity analysis results

®  The most sensitive parameter

As for the example of the software architecture with
single-input/single-output in Section 4.1.1, we apply the
results (the component reliability and the estimated
expected visits for each component, i.e., y,;) to Eq. (5).

After some computations, we can figure out which of the
parameters affects the system reliability more than the other
so that more accurate estimates can be obtained for the most
important one. In this case, the parameter of Component 5
(5) 1is the most sensitive parameter because it has the

minimum value (power(0.98,1.3504)=0.9731) than others.
Furthermore, the relationship between the sensitivity, S 00,0

and the relative change of component parameter @, is

depicted in Figure 1. In order to present the importance of
each parameter, the curves in the figures are ordered by its
sensitivity decreasingly. We also apply the same approach
to Example 2 and Example 3 and conclude that the
parameter of Component 8 is the most sensitive parameter.

®  The most sensitive component reliability

Similarly, we use the estimated vector, g, , in Section 3.1

for Eq. (9). Because Component 5 has the maximum
parameter value ( u,; =1.3504), thus from the result in

Section 4.2 we know Component 5 is the most sensitive. As
for Example 2, the parameter value of Component 5 is
1.0077 and is larger than the others. That is Component 5 is
the most sensitive in Example 2. For Example 3, the most
sensitive component is also Component 5 because its
parameter value is 0.9853 and is the largest. Figure 2

illustrates the relationship between the sensitivity, S DR and

the relative change of component reliability in Example 1.
®  The most sensitive interaction

Figure 3 depict the relationships between the sensitivity,
S5, » and the relative change of P;; for Example 1. This

figure presents the first six sensitive interactions and the
first one is the most sensitive. For example, the transition
from Component 8 to Component 4 is the most sensitive in
these three examples. In particular, a 10 % change of P,
will imply a 0.39 % change of the system reliability in
Example 1. This means that it is much more important to
obtain an accurate estimate of Pg,than others.

® The most sensitive relative error component

Figure 4 shows the results about the relationships between
the sensitivity, S, , , and the relative change of the relative

error, p,. The most sensitive relative error of transition
probability in Example 1-3 is Component 8. For example, a
10% change of p, will imply a 0.63 % change of the system
reliability in Example 2.

Finally, we list the results for all of the most sensitivity case
in Table 5-7.

5. Conclusions

In this paper we have presented an approach for
assessing the reliability of a component-based software.
Besides, we also present the sensitivity analysis on the
reliability of a component-based software in order to



determine which of the components affects the reliability of
the system most. Sensitivity analysis provides a way to
analyzing the impact of the parameters. In particular, we
define several metrics on how to assess the most sensitive
parameter in a system and derive some useful mathematical
properties for the sensitivity analysis of system reliability.
Finally, three different architecture styles are utilized to
validate the proposed approach. For the future works, we
will focus on topics including comparisons with different
approaches, sensitivity analysis of resource allocation

problems, and other sensitivity of software attributes.
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Table 4: The most sensitive cases in Example 3.
The Most Sensitive|The Most Sensitive| The Most Sensitive|The  Most  Sensitive

Parameter Case Component Reliability Case |[nteraction Case Relative Error Case
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Figure 1: The most sensitive parameter in Example 1. Figure 2: The most sensitive component reliability in Example 1
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Figure 3: The most sensitive transition in Example 1. Figure 4: The most sensitive relative error in Example 1



