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Abstract—Component-based software development approach c;
has become a trend in integrating modern software systems. To (.
ensure the overall reliability of an integrated software system,
its software components have to meet certain reliability require- DZ
ments, subject to some testing schedule and resource constraints.>J
Efficiency improvement of the system-testing can be formulated D

coverage measure fe¥;

componeny,1 < 3 < N

fixed amount of testing time allowed fot;
the testing time invested iV}

total testing-time invested

as a combinatorial optimization problem with known cost, relia-  f;(A;)
bility, effort, and other attributes of the system components. This s
paper considers “software component testing resource allocation”
for a system with single or multiple applications, each with a
pre-specified reliability requirement. The relation between failure
rates of components and “cost to decrease this rate” is modeled by W;
various types of reliability-growth curves. Closed-form solutions &;
to the problem for systems with one single application are devel- §
oped, and then “how to solve the multiple application problem
using nonlinear programming techniques” are described. Also
examined are the interactions between the system components,; ¥
and inter-component failure dependencies are included in the
modeling formula. In addition to regular systems, the technique A; ¢
is extended to address fault-tolerant systems. A procedure for a ).
systematic appr_oach to thg tes_ting resource allocation problem is 1 failure decay parameter f@¥; during testing
developed, and its application in a case study of a telecommunica- .
tions software system is described. This procedure is automated in Lagrange multiplier
a reliability allocation tool for an easy specification of the problem #; 1—g¢
and an automatic application of the technique. i j usage indicator forl; on C;.

This methodology gives the basic approach to optimization of
testing schedules, subject to reliability constraints. This adds “in-
teresting new optimization opportunities in the software testing
phase” to the existing optimization literature that is concerned with
structural optimization of the software architecture. Merging these  A. Background
two approaches improves the reliability planning accuracy in com-
ponent-based software development.

function relating 4,) to testing time

number of software applications

number of software components

R (t) pre-specified reliability requirement fot;
weighting function forD; in the total testing time
sum of failure rates of the componentsdn

fixed total failure-rate constraint

partial derivative operator

k =0, 1, 2: parameters in the Pareto function with
respect taC;

initial failure rate inC; at time 0

failure rate inC; during testing

|. INTRODUCTION

ODERN complex software-systems are often devel-
oped with components supplied by contractors or
independent teams under various environments. In particular,
component-based software engineering [4], [14] has drawn
tremendous attention in developing cost-effective and reliable

Index Terms—Component-based technology, reliability alloca-
tion, software reliability engineering, software testing.

NOTATION applications to meet short time-to-market requirements. For
abg.) absolute function systems integrated with such modules or components, the
A applicationi, 1 < i < M system-testing problem can be formulated as a combinatorial

T L] — —

optimization problem with known cost, reliability, effort, and
other attributes of the system components. The best known
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heuristic techniques [5], [22]. In [7] the optimal apportion- 2) Fault-Tolerant SystemsFig. 1 shows a layered fault-tol-
ment of reliability and redundancy is considered for multiplerant software-architecture model that has been applied to many
objectives using fuzzy optimization techniques. Referensgstems. Each layer can include several software components.
[6] applies a specific reliability-growth model for hardwareNot all systems include all the layers.

components and determines their optimal testing allocation inThis paper conjectures that error-propagation between layers
order to achieve an overall system reliability. occurs only in one direction: upwards. Thus, for example, faults

Some researchers also address the reliability-allocatiB@t contained in the hardware can propagate up to the operating
problem for software components. The software reliability-agystem or to the application software; however, faults not con-
location problem is addressed in [26] to determine how reliabieined in the middle-ware layer can not propagate to the oper-
software modules and programs must be to maximize the useat#g system but can propagate to the application software layer.
utility, subject to cost and technical constraints. Optimization Error propagation occurs from layéto layeri + 1 if layer
models for software-reliability allocation for multiple software has no fault-tolerance mechanisms: it does not exhibit a
programs are further proposed in [2] using redundancidsil-silent behavior. From a modeling perspective, this layer
These papers, however, do not consider testing-time of safentributes higher failure rate to the system than a layer with
ware components and the growth of their reliability. Optimairror detection and recovery mechanisms. Error detection and
allocation of component-testing times in a software systeracovery software can reside in some or all of the layers.
based on a particular software reliability model is addressedThis paper shows how fault-tolerant mechanisms can be
in [17], but it assumes a single application in the system, afttluded in the problem formulation for reliability-specification
the reliability-growth model is limited to the Hyper-Geometri@nd resource-allocation, provided that coverage factors are
Distribution (S-shaped) Model [25]. available.

This paper discusses a generic software-component relia3) Object-Oriented SoftwareObject-oriented  software
bility-allocation problem based on several types of software-reften allows for a clear delineation between different software
liability models in a multiple-application environment. This iomponents. If object-oriented software methods are being
the first effort to apply reliability-growth models for guidingused, the relation between components and applications can be
component testing based on multiple applications. The solutiaasessed, and testing time can be assigned in the most efficient
procedure is given for the single application environment, favay.
general continuous distributions, thus generalizing [5] and [17]. Another optimization problem in object-oriented software
The situation is examined where software components ci@sting arises when the best combination of objects must be
interact with each other, a condition not considered by otheelected to make an application as reliable as possible. This
studies. Also included are scenarios for fault-tolerant attributeptimization problem is an example of a structure-oriented
of a system where some component failures can be tolerategtimization problem, and can be solved by using methods
The reliability specification and solution-seeking proceduré, €.9., [2], [26]. The intent of this paper is to optimize with
which has been automated by a software tool, is presentedespect to software development and testing, not with respect
an innovative mechanism to handle the difficult, importarip software structure. The combination of structure-oriented
testing-resource allocation problem. optimization methods in [2] and [26], and the development-ori-

ented methods in this paper can provide a powerful mechanism
in component-based and object-based software system design.

B. Project Applications
C. Paper Organization

Several real projects on component-based techniques moti—S
vate this investigation. They are described in the following thr(?gI
case studies.

1) Distributed Software System®istributed telecommuni- ¢ @ problem with fixed target failure rate,
cation systems often serve multiple application types, by exe- * @ problem with fixed debugging time.
cuting various software components to meet various reliability Section Il presents the analytic solutions to these two prob-
requirements. For instance, in telephone switches, 1-800 cégigs for the single application environment: Section IlI-A for
require a processing reliability that is different from standardie exponential distribution, and Section 1lI-B for general dis-
calls; similar examples exist in call centers, PBXs, or voice-mdfibutions.
systems. Section IV discusses how the solutions for the problems in a

During the testing of such systems, reliability is a prime comultiple-application environment can be obtained. The results
cern, and adequate test and resource allocation are therefoeeextended to consider software-failure dependencies and to
very important. The examples in this paper make it clear thiacorporate fault-tolerant systems.
trustworthy reliability-growth curves can help considerably in Section V proposes the reliability-allocation problem speci-
efficient testing and debugging planning of such systems. Tfieation and solution procedure into a step-by-step framework,
approach complements [27] and [28] which focus on reliabilitgnd applies it to a case study. The systematic application of the
analysis of component-based software systems under varioeigability allocation framework is designed and implemented in
distributed execution scenarios. an automatic software tool.

ection Il specifies the optimal reliability allocation as two
ated problems:
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A. Fixed Failure Rate Constraint
Testing time is assigned to components so that the applica-

l

APOLICATION SOFTWARE

Zal pocegang / | tions meet their reliability requirements, and the testing time is
o i == 3 minimized.
\ Assumptions:
MIILE WARE : If‘-—-—-—_ 1) The failure rates of components relate to the reliability
rebwiriing {fabaze | ) of applications through the exponential distribution:

o

Ri(t) = exp(—0; - t).

2) The testing timeD;, invested in componerntdecreases
the failure rate\; according to some reliability-growth
model.

3) Once the software components are released, their failure
rates stay constant. (This is reasonable given that the ap-
plication developer does not debug or change the compo-
nent that is used.)

4) Components ares independent with respect to their
failure behavior. (This assumption might not be appro-
priate when software components can interact with each
other, potentially causing additional failures.)

The allocation problem is formulated as: The objective func-
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| . tion is:
¥ |
Minimize
N
D= D: 1
Fig. 1. Layered software architecture model. z:l 77 ( )
=
subject to the constraints:
Il. PROBLEM SPECIFICATION N

%:om -A; <6 (for applicationA;), i=1,...., M
The project case studies in Sections | and Il can be describet;
as a general problem of assigning failure-rate requirements (at
the time of release) to software components that will be used-
to build various applications, given that the applications hava; > 0; Di,...,Dny>0; b1, ..., 60 2 0.
pre-specified reliability requirements [16].

Consider the situation where a setdfsoftware components

=1 if A; usesC;, o; ; = 0 otherwise.

For the sake of notational simplicity, tde; are equally “impor-

i, ..., Cy, can be used in various combinations for vario@nt’ (costly) among thév components; if this is not true, then
applications. applyw; to eachpj in the objective function.
o Because a reliability-growth curve can be very complex, the
* Letthere bel such applicationsdy, ..., Ay. — gpiective function is nonlinear; hence this is a general nonlinear
* Lef[ each application have a pre-specified reliability reﬁrogramming problem. Section IlI-A-1 considers a closed-form
quirementfy (t), ..., Rar(t). solution for the problem with a single application; Section IV-A

By investing development/testing/debugging time in compgyiscysses the numerical solution of the general case.
nents, then component failure rates can be made such that all

applications meet their reliability requirement. B. Fixed Testing-Budget
Therefore, the goal in reliability allocation is to assign

. . Testing time is assigned to components so that each appli-
failure-rate requirements to th& components, such that all 9 g P bp

the pre-specified reliability requirements of thé applications cation gets assigned at most a specified amount, and the appli-

o o . . ) tion reliability is maximized. Consequently, the total failure
are satisfied, at minimal cost. The remainder of this Secnonci y 9 Y

characterizes the cost in terms of component testin (includir {e of the components is the objective function to be mini-
P 9 Hﬁzed, leading to the following formulation as a mathematical

debugging) time. The optimization criterion thus is the mini- . - o
mization of this testing time. Reliability-growth models relatgrogrammmg problem. The objective function is:

the component failure-rates to the amount of testing time.  Minimize

A variation of this problem formulation arises if a fixed N
amount of testing time is available for each application. This A=)"N, (2)
requirement can occur because of the constraint on the cost j=1

incurred by the component developer and tester. In that casebject to the constraints:

“minimization of the failure rate of all the components” is the N

objective of the optimization problem. These 2 variations of the Za DL < d forA. i=1. .... M.
o : 3 A N 2,7 3 = Yo 3] ’ ’

optimization problem are discussed in Sections II-A and 1I-B. J=1
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As in the problem in Section II-A, all variables are positiveD; is negative ifA\; > A; ¢. To assure that no impossible so-
Weight functions for the\; can be introduced in the objectivelutions arise, Section Ill-B presents a procedure that checks for
function to reflect their impact. validity conditions and guarantees that the optimal solution fol-
Of special interest is the single application case whidbws a valid strategy.
corresponds to the optimization problem where all applicationsExample 1: The system has 3 components,, C», C3, and
together have a budget restriction on the testing time. The fixéd@pplication4 which uses all the components, o = X2 ¢ =
testing-budget problem is a variant of the fixed failure-ratd; o = 5/year. The application requirement states that
problem, and can be solved by similar means. Sections llI-A6ear.;s1 = us = pz = 1. Theni; = Ao = A3 = 2lyear
and IV-A discuss the single and multiple applications, respeardD; = D> = D5 = log(2.5). Thus, when the initial failure
tively. rates and the rate of reduction in failure rates with debugging is
the same for all the components, thereaeragetesting policy,
[ll. SOLUTIONS FORSINGLE APPLICATION ENVIRONMENT where all the component failure rates are brought down to the

When there is only one application in the system, an explicsi?me value, provides a solution that meets the application re-

solution of the reliability-allocation problem can usually bequwementwnh minimum testing-time; the testing-time for each

. . ) omponent is the same.
found. Section III-B gives the general solution for a Iargg i . .
class of reliability-growth models. To explain the solutio Example 2: The system has 3 components which have dif-

procedure, Section IlI-A give the solution for an exponenugf rentinitial failure ratesd;, o = 5/year, Az, o = Glyear,\s, o =
o lyear.6 = 6lyear.;i; = 2 = 2 = 1. ThenA; = Ay = Az =
reliability-growth model. . . . . .

2. As in example 1, anverageesting policyprovides a solution
that meets the application requirement with minimum testing
. o time spent. But the testing time on each component is different

The exponennal reliability growth model [11], [20] relates thg o5 ,,se the initial failure rates are differeBt, = log(5/2),
A;j to the invested);: D, =log(6/2), D3 = log(7/2). The testing time on each com-

Aj = Ajo-exp(—pu; - D). (3) Ponentis proportional to the logarithm of the initial _fa|lure rate.
ST Example 3: The system has 3 components which have the

Over an infinite time |nterval,,>\j70/uj faults are found. Thé\J same initial failure rates&LO = )\270 = )\370 = 5/year_u1 =
is a function of time, although it is not explicitly in the notationy, ;,, = 2, 43 = 3.6 = 6. Now, computation shows that
For this commonly-used reliability growth model, the allocatiofy minimize the testing time); = 6/1.834 = 3.273, Ay =
problem in the single application environment is solved. 3/1.834 = 1.636, A3 = 2/1.834 = 1.091. The optimal testing

1) Fixed Failure-Rate ConstraintThis problem is formu- policy that leads to these failure rates requires a total testing
lated in the single application environment, assuming expongjime:

tial reliability growth curves:

A. Exponential Reliability-Growth Model

Do (51834 1 (5-1834N 1
Minimize 1 08 6 T 2 08 3 T 3
i) Ajo 5-1.834
D= Z - -log <A—J> , (4) -log <T> = 1.49.
j=1
subject to: An averagetesting policywhich assigns\; = Ay = A3 = 2
N leads to a total testing time tfg(5/2) - 1.834 = 1.68 which is
Z A <6 more than that of the optimal testing policy.
= 2) Fixed Testing BudgetThe fixed-testing budget-problem

To solve (3), one can use the Lagrange method [1]. The op%a-n be formulated in the single application environment, as-

. . . T o suming exponential reliability-growth curves, as:
mization problem is equivalent to finding the minimum of: g exp y-g

N Minimize
N
FAy, ..., Av)=D+86- Aj |l —9of. 5) _
; A= ®)
=
The solution is: subject to the constraint
A 6 N
1=—7 % > Dj<D
LS f i < D.
1+ El py et
A = H1 A1, j=2,...,N. (6) Adgain, this can be solved using the Lagrange method, treating
Hy the optimization problem as equivalent to finding the minimum

The testing times allotted to the software components follo®f
from substituting the values in (6) into (4), e.g.,

N
Dlzi.bg()‘m). ) F(Dy,...,Dn)=A+6- ZIDJ—D : 9)
iz

At
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The solutions are The algorithm to obtain the closed-form solution uses this or-
dering (13).
Aj,0+ [—hy - exp(—p; - Dy (10)
are equalforalf =1, ..., N. Algorithm for Closed-Form Solution
N 1. K = N;
D-Y X.log (—if’ﬂiﬂi) 2. For j=1to K
Dy = i=2"" ’ ’ express A; as a function  g;(Ag) for X\
% A1 such that (d/d)\J)fJ[’()\J) = (d/d)\[()fls’()\[();
=1 #i 3. Find Ar from Ej;l gj()\]() =6
1 T 1 ) 4. If A > )\](70 Then
Dj:—,'10g<)\1—.1>+f'D17 J=2 ..., N. K=K-1, and go to step 2;
Hi Orth sl Else
11)

For j =1t K
Equations (9)—(11) determine how the testing times should be Compute A; from both  g;(Ax) in step 3
allocated to the components. The minimunfollows directly and from the Ag in step 3;
from the values for the testing times. End_For

Only if the A; o andp; values are independent pfthen an End_If
averagetesting policywhere the available testing time is equally End_Algorithm
divided among the components, provides an optimal solution.
If either the A, ¢ or p; values are not the same for &llthen
(9)—(11) must be computed to obtain an optimal allocation %
the testing time.

Example 4: Consider the parameters from example 3 whe
the initial failure rates are the samg;(y = Sfyear, for ally),
and theu; values are notthe same for glle.g. .1 = 1, po = 2,
s = 3). The available testing time is 1 year. Thell; =
0.1567, D, = 0.4249, D3 = 0.4184; and Ay = 4.27/year,
Ao = 2.14/year, A3 = 1.43/year, and\ = 7.84/year.

If an average allocation policy is used, théh = D, =
D3 = 0333, and \; = 3.58/year, Ay = 2.57/year, A3 =
1.84/year for a\ = 7.99/year which is worse than the optimal
allocation.

If the allocation isD; = 0.4, D> = 0.4, D3 = 0.2, then
A1 = 3.3blyear,\y = 2.25/year, A3 = 2.74/year, and\ =
8.34/year.

The important feature in thiglgorithm is the ability

determine which component should be assigned zero
testing-time if an impossible solution is obtained (an impos-
Sible solution arises ih; > A; o for some component). If the
first derivatives(d/dA;) f;(A;) < 0 for all 4, and the second
derivatives(d”/dA3) f;(A;) > 0 for all j, then the component
ranked lowest according to the derivatives at time zero can be
discarded. This happens in step 4 of Wgorithm ; i.e.,
the sufficient conditions on the derivatives imply that: a) the
failure rate decreases over time, and b) the rate of decrease gets
smaller as time increases. If these conditions on the first and
second derivatives do not hold, then specific conditions must
be established to determine which components should not be
assigned testing time.

The Algorithm  can be similarly formulated for the fixed-

testing budget problem, but is not done here.
Pareto Growth Model: As anillustration, consider the Pareto

distribution for the fixed failure-rate constraint problem. The
This section provides the procedure to obtain the closed-fofgi|ure rate is

solution for a generic reliability-growth model. The only restric-

tion to the growth models is with respect to their first and second Ai(t) = €50 (e,1+1) 92,
derivatives. The solution procedure follows directly from the

solution of the Lagrange method, except that impossible sofui-0: €. 1+ 5,2 areé constants.

tions must be prevented. It generalizes the procedure for thd1€nce.

hyper-geometric model [17] to general continuous distributions.

B. General Reliability-Growth Models

. 1/ej2
Consider the fixed failure-rate constraint case. Let the relation D; = <61_0> — € 1. (14)
between the failure rate and the testing times be functiotfs: of Aj
D; = f;(\). (12) The Pareto class of failure-rate distributions is useful because

it is a generalization of the exponential, Weibull, and gamma
Without loss of generality, th& components can be reorderedtlasses [15], [19]. The Crow model used in [6] is a special case
according to the absolute values of the derivatives at the begifithe Pareto model.

ning of the debugging interval, at whicty = A; o: The first derivative is less than 0, and the second derivative
d is greater than 0, i; o, ¢;.1, ¢;, 2 are all positive. Hence, using
abs <H fj()\j)hj:&’o) dD;/0A;, the resultis, in step 2 of thelgorithm (K = N
j

in the first iteration):

d
> abs <— Firr(Nrila =, ) L/ejs2 1/ex, 2
= d\ J J F+1 F+1,0 |2 e, _ .. el _ .
J+1 4,0 ')\j (1/e5,241) _ K0 _)\K(l/ K,2+1)' (15)

fOl’jI]., 2, .N —1. (13) - €52 €K, 2
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In step 3, one must equate the total failure raté;tih must be p3 = 3). Let the failure-rate requirements for the 3 applica-
done numerically, because a closed-form expression using ttems beé; = 6, 6 = 5, 63 = 7. Model this as a nonlinear
Pareto distribution is too intricate. As soon as a possible solutioptimization problem with multiple constraints in AMPL, and
for A\ is obtained, compute the individual failure rate using: use the MINOS solver; the result i8; = 3.818, A = 1.909,
As = 1.273. The total testing-time for this failure-rate alloca-
1ew. o —(1/(1/¢€j5,2+1)) tion is 1.207 years; (the individual testing times can be com-
oo |

€2 K0 —(l/ex24D) . (16) buted using the failure-rate allocation for each component). The
K failure-rate constraint forls is strictly satisfied. Ford; with
the failure-rate requirement of 6/year, it is not strictly satisfied

Example 5: Assume the following parameters for the Pareto\1 + A2 = 5.73); similarly for A, with the failure-rate require-
distribution.GLo =5, €1,1 = 1, €1,2 = 3, €20 = 2, €21 = 1, ment of 5/year’62 + )‘3 = 318)
€20 ="6,e30=4,€e31 = 1,e3 2 = 5. For§ = 7, (the sum Consider araveragetesting policy where the constraint for
of failure rates of the components) the optimal policy requiregts is strictly satisfied without violating the other constraints:
AL = 3.395, A» = 1.556, A3 = 2.047. The total testing time is A1 = 2.333, A2 = 2.333, A3 = 2.333. The total testing-time
0.3236. based on this average testing policy is 1.39 years, much larger

than that obtained with the optimal testing policy.

. /€52
€ I
K2 €l

IV. SOLUTIONS FORMULTIPLE APPLICATION ENVIRONMENT . .
B. Software-Failure Dependencies and Fault-Tolerant Systems

When there are multiple applications in the system, the rella'The basic reliability-allocation problem formulation can be

b|||ty-§\llocat|qn becomes too_lntrlcat_e to solv_e explicitly. HOW_'extended in various ways. Two extensions are discussed: soft-
ever, its solution can be obtained using nonlinear programmi

MRre-failure dependencies and fault-tolerance aspects.
software such as AMPL [8]. Section IV-A assumes that software componentssféilde-
pendently. In reality, this might well not be the case. For ex-
ample, the feature interaction problem [12] describes many inci-
An example of a 3-component, 3-application system is spegents where independently developed software components in-

A. An Example

ified and solved. teract with each other unexpectedly, thus causing unanticipated
Example 6: There areC;, Cz, C3 which can be used to build failures. This extra failure incidence is incorporated by intro-
Ay, Aa, As. ducing pair-wise failure rates:); ; represents the failure rate
e Ay is built usingCy, Cs; due to the interaction of; andC;, ¢« < j. These failures are
e A, is built usingCs, Cs; caused by interactions of software components. Therefore, they
e Aj is built usingCy, Cs, Cs. are not detected in individual component testing, but by inte-
Thus, there are multiple applications, each with a failure-ragsation testing of pairwise components. These failure rates are
constraint. The fixed failure-rate constraint problem is: computed by counting the numbers of failures involving pair-

wise components during the integration testing, and divide them
by the pairwise components execution times spent in the inte-
N gration testing. While failures involving 2 components might
D= Z D;, (17) Notbe neglectable, failures involving at least 3 components are
=1 usually rare [13].
The constraints of the original problem are then modified as:

Minimize:

under the constraints:
A1+ X <61 (fOI’ Al), N
Ao+ A3 < 6 (for Az), 207‘,7]")\]'4- Z X <6 (for4;), i=1,...M
j=1

A4+ A+ A3 <6 for As). 20, 7)
' ’ = ( 2 Q, §) =V, o, =1, 015 =1} (19)

The fixed testing-budget problem is: Subject to the constraint (19), minimize:

Minimize: zf\:
N D= Dj
A=) (18) =1
j=1
under the constrajints: Thus the fixed testing-time problem can be obtained by adding

the pair-wise failure rates in the failure-rate constraints and in-
DitDysdy, Dyt Ds < dy, cluding all individual and pairwise component testing times in
Dy + Dy + Ds < ds. the objective function.
When the system possesses fault-tolerant attributes, introduce
Use the parameters from example 3 where the initial failure ratesveragefactors [23] into the original problem. Coverage is
for the 3 components are the same;o = A2 0 = As,0 = defined as the conditional probability that when a fault is ac-
5lyear; and the. values are different (e.gu; = 1, uo = 2, tivated in a component, it is detected and recovered without
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TABLE |
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Fig. 3. Optimal testing-time allocation for all components psin growth
curve of the scheduling software.

A. Problem Specification and Solution Procedure

Testing Time per Component

The following procedure specifies the reliability allocation
problem, and obtains solutions either analytically or using nu-
merical methods.

6 az Procedure
Total Testing Time 1) Determine if the problem is a fixed failure rate con-
straint or a fixed testing budget.
Fig. 2. Optimal allocation for components vs. total available testing-time. 2) Determine if there is single application or multiple

applications in the system.

Set the constraints on the failure rates or testing bud-

gets.

4) Obtain parameters of the reliability-growth curves of
the components.

. . ) . 3
causing system failure. Reformulate the fixed failure-rate con- )
straint case, using; = 1 — ¢;, as:

Minimize 5) Determine if the components interact. If so, obtain
N pair-wise failure rates.
D= Z D; (20) 6) Determine if there are fault-tolerance features in the
o=l system. If so, obtain coverage measures for each
subject to: component.
N 7) Format the problem as a nonlinear programming
fom i< h (for Ai), i=1,..., M. problem with appropriate parameters.
i=1 8) Ifthe solution is analytically available, obtain it. Oth-
erwise, use mathematical programming tools and
Fault-tolerant attributes are usually provided by external solvers to obtain the results.

system-components. The coverage factors are determined by gnd Procedure
the design features of these components, which is independe N

rgection V-B examines a case study where a required relia-
of how well the target componends; are tested. y a

bility-allocation problem is specified. It applies the procedure
in Section V-A to the project to obtain numerical solutions for

various scenarios.
V. RELIABILITY -ALLOCATION SOLUTION FRAMEWORK

Reliability allocation has been discussed in terms of two coff: HyPothetical Example

straints: fixed failure rates or fixed testing budgets. The problemConsider a distributed software architecture used for
of accounting for component interactions also has been dswitching telephone calls. Different call-types exercise dif-
cussed. The fault-tolerant attributes in the system to tolerdézent software-modules; the system is split into components
component failures are also incorporated. This section formsuch that reliability-growth models are available for all com-
lates a framework for specifying and solving a general religonents. A prerequisite to this analysis is the availability of
bility-allocation problem, and applies this framework to a speeliability-growth models, and this example clearly shows that
cific application. A tool to automate the procedure is describeitlis beneficial to make decisions based on such models.
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Fig. 4. Reliability allocation tool.

Table | shows the data input in this example. Neither the etheir relative frequency of occurrence (in Table 1), which can
ample nor the data correspond to existing systems or numbdxs automatically converted to weights on the component failure
Consider 4 types of calls (2 types of standard calls, and 2 typesates in the objective function. Using relative frequencies for
1-800 calls), and 5 components (basic processing, schedulivgyious call applications parts of the operational profile are in-
call processing, and 2 signal-processing modules). The terohsded (see, e.g., [15, chapter 5]) in the model. Solutions were
“in” and “not in” in Table | denote which components are usedbtained for the testing-time ranging from 2 to 256, assuming
by the applications; e.g., the standard calls of type 1 use ad failure dependency or explicit fault-tolerance mechanisms.
software modules except the call-processing module. The reliFig. 2 shows very clearly the dependence of the optimal
ability-growth curves for the components are exponential, agdhedule on the total testing-time. For example, while the

have parameters and ), as specified in Table I. scheduling component should not be assigned debugging time
The results of this example show two things: if the available budget is small, it takes the largest chunk if the
« the necessity to use mathematical optimization techniquiesting budget is large. The irregular assignment of testing-time
to establish an optimal allocation scheme, to individual components in Fig. 2 cannot be obtained easily by
« the importance of selecting and parameterizing adequateans other than mathematical modeling. Without a systematic
reliability-growth models. approach such as in this paper, one could not expect to get

Fig. 2 depicts, with a given total amount of testing-time avaibuch precise results, and would be forced to make inefficient
able ¢-axis), the time allocated to test individual componen@ecisions.
(y-axis). Following the framework in Section V-A it was solved Fig. 3 plots changes of the allocation of testing-time to the
as a fixed testing budget problem with multiple applications. Asomponents, while ;i of the reliability-growth curve for the
sume, however, that the testing time is shared by all applicatiossheduling software” varies from 0.001 to 100. In this case, the
consider the special case in Section |I-B where the constraiatkwed failure rates per application were taken to be 4, and the
map to a single constraint. Applications are weighted, basedfored failure-rate constraint problem was solved.
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The parameter value greatly influences the optimal solution.[3]
If the decay parameter of the reliability-growth model of the
scheduling component is small, then it takes enormous invests,
ments in debugging time to reach the desired failure rates. If the
decay parameter is relatively large, then it takes minor effort for
the scheduling component to obey the failure rate restrictions. 5

The s-correlation between the optimal testing-time and the
parameters of the reliability-growth curve shows the impor-
tance of data collection to establish trustworthy growth models.
Without such models, decisions about reliability allocation will
be suboptimal. [71

C. RAT: The Reliability Allocation Tool 8]

A reliability allocation tool (RAT) was designed and built
with a GUI (graphical user interface) based on a Java Applet.
The tool allows: a) multiple applications to be specified, and b)
optimizations to be performed both under the fixed failure-ratd1®!
and fixed testing-budget constraints. The user inputs the modﬁll]
using the GUI. and the input is converted into AMPL files and is
solved using the MINOS solver, called by AMPL. Fig. 4 shows
the GUI. The tool chooses the optimization criteria, where op-[12]
timizing the failure-rate implies that the constraint is the fixed
testing budget, and “optimizing testing time” implies that the[13]
constraint is a fixed failure rate. Components can be specified
in the “Components” field, and applications can be specified in
the “Applications” field. The reliability-growth distribution can [14]
be chosen for each component independently; parameters for
these distributions can be specified in the “Parameters” box. A
present, exponential and Pareto distributions are allowed, but WeEs)
plan to extend the options to specifying other distributions. For
a fixed failure-rate constraint, the allowed failure-rate for the ap-
plications can be specified in the “Allowed Failure Rate” field; [t
similarly, if testing time is fixed, then it can be specified in the
“Allowed Debugging Time” field. Information about the com-
ponents that have been specified and the applications that hal}é!
been input are shown in two separate areas. When the model is
solved, it produces results in the “Message” field. [19]

The major computational effort required for the RAT tool
is on the MINOS solver. For the 5-component system in Secl?0
tion V-B, it takes about a few milliseconds to obtain the resulting,;
a Sun Untra workstation. As the time requirement increases only
linearly with the number of components in the system (not in-
cluding pair-wise failure rates and fault-tolerant attributes), thd??l
performance of the RAT tool is quite acceptable. [23]
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