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An example

typedef struct cell {
int v;
struct cell *next;
} cell; : .
« Random Test Driver:
inrtefz(j:;\g*ff .. - random memory graph
) o reachable from p

) . » random value for x
int testme(cell *p, int x) {

if (x>0)
if (p = NULL)
if (f(x) == p->v) » Probability of reaching abort( ) is
if (p->next == p) extremely low
abort();
return O;

}
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int v; Execution Execution
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concrete
} cell;

state

int f(int v) {

return 2*v + 1;
} p
=\ x=236
int testme(cell *p, int x) { NULL

if (x> 0)

if (p 1= NULL)
if (f(x) == p->v)
if (p->next == p)
abort();
return 0O;

}

symbolic | constraints
state

P=Pg; X=Xg
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if (x>0) \ g

if (p I= NULL) ~x Pe=NULL
if (f(x) == p->Vv)
if (p->next == p)
abort(); p

b ==\ | x=236 P=Pg, X=X,

} NULL
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return 2*v + 1;
}

p  NULL = =

; g <\ T R ani
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if (p 1= NULL)
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An example
typedef struct cell { Concrete Symbolic
intv; Execution Execution

struct cell *next;

Jcalk concrete | symbolic
o solve: x,>0 and p=NULL
int f(int v) { and 2x,+1=v,

return 2*v + 1;
} x=1,p, NULL

N

int testme(cell *p, int x) { -ﬂ

if (x> 0) "

if (p != NULL)

if (f(x) == p->v)
if (p->next == p)

abort(); p NULL P=Pg, X=Xg,

return 0; G— , X=236| oy oy,
: [034] | pmetn |
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' _— = , X=1 ,>°V =y 2
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if (x>0) - p->next=n,
if (p != NULL)
if (f(x) == p->Vv)
if (p->next ==p)
abort();
return O;
}
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- t=
if (p->next == p) el sl
abort();
return O;
!

Zhang Qirun, Department of Computer Science and Engineering, The Chinese University of Hong Kong

Testing for Buffer Overflows by Length-Driven Symbolic Exe



Introduction
000000000000000000e000000000

Symbolic Execution

An example

typedef struct cell { Concrete Symbolic
int v; Execution Execution
Str'l'll_d cell "next; concrete symbolic | constraints
sl state state
int f(int v) {
return 2*v + 1;
1
int testme(cell *p, int x) { %50
ifl(x >0) (f)\IULL
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}
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if (x > 0)
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abort(); o NULL
return 0; - g P=Pq, X=Xo,
|_ l A= p->V =V,
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An example
typedef struct cell { Concrete Symbolic
intv; Execution Execution
Strh'_d cell "next; concrete symbolic | constraints
beel; state state
int f(int v) {
return 2*v + 1; solve: x>0 and p=NULL
} and 2x,+1=v,and ny=p,
int testme(cell *p, int x) { %50
if (x>0) 9
if (p 1= NULL) pENULL
if (f(x) == p->v) 2x,+1=V,
if (p->next ==p)
abort(); No#Po

B L P XX

} return 0O; — e .
l ; =V,
3 p->next=n,
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An example

typedef struct cell {
intv;
struct cell *next;

} cell;

Concrete Symbolic
Execution Execution
concrete symbolic | constraints

state state

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {
if (x> 0)
if (p != NULL)
if (f(x) == p>Vv)

solve: x,>0 and p#NULL
and 2x,+1=vyand ny=p,

Xo=1, Py
N

if (p->next == p)

abort();
() b

return 0;
| <\ %=1 P>V =V,
3 p->next=n,
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}
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Symbolic Execution

An example

typedef struct cell { Concrete Symbolic
int v; Execution Execution
struct cell *next;

concrete
} cell;

state

symbolic | constraints
state

int f(int v) {
return 2*v + 1;

}

int testme(cell *p, int x) {
if (x > 0)
if (p = NULL)
if (f(x) == p->v)
if (p->next ==p) =\
abort();
return O;

1

Program Error
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Key Idea

Key Idea (by example)

m Sendmail 8.12.7 (daemon.c)

/* char buf[50];
char *p=&buf[0];

char xs;
char ibuf[50];
int i,nleft; */

nleft=sizeof (ibuf)—1;
while ((i=read(s,p,nleft))>0)

{ :
pt=i;
nleft—i;
#p="\0";
if (strchr(ibuf, "\n') != NULL || nleft <= 0)
break ;
}
close(s);

if (i <0||p==ibuf[0])

goto noident;

if(k——p="\n" && *—p =— '\r ")
P
*++p = "\n';
noident:
return 0;
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