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Motivation

• Cost of paper-based course evaluation

• User-authenticated course evaluation



Objective

• Teachers and officers cannot track the identity of evaluation participants

• Participants validation

• Data encryption

• Web user interface



Design



Token validation

• Random generated token

• No token owner record

• Distribute through email

• Mark the used tokens



Hyperledger fabric

• Invoke smart contract through web 

app

• Query or update data with the 

contract response



Data encryption

• Additive ElGamal encryption

• Tally with encrypted data

• Teachers/officers keep private key



Implementation



System workflow

• Staff provide information for 

creating evaluation

• System distribute tokens to students



System workflow

• Students spend tokens to submit 

evaluation

• Sum encrypted evaluation data

• Store the data and used tokens in 

ledgers



System workflow

• Staff decrypt the results with private 

key

• Local decryption



Evaluation form



Keys generation

• P: 512 bits big prime number

• G: random no. with range of 1 to (P-1)

• Private key:  random no. with range of 1 to (P-1), gcd(G, Private key) is 1

• Public key: G ^ (Private Key) mod P



Demo



Future improvement



Functional improvement

• Customized questionnaire

• Open-ended question

• Keys management

• Export results with various file formats



Security improvement

• Evaluation data validation 

• More secure communication protocol

• Distribute tokens in safer way



Performance improvement

• Better encryption algorithm

• Data handling method



Q&A


