ECLT5820 – Distributed and Mobile Systems
Topic 3: Security – RSA Algorithm
In performing the RSA algorithm, we can choose p = 11, q = 7.
(1) What is n? 77
(2) Choose a value for e. 7
(3) What is d? 7 ( d = 1 mod 60 → try 61, 121, 181, 241, 301, …→ 301 ( 7 = 43
(4) What is the encryption key? (7, 77)
(5) What is the decryption key? (43, 77)
(6) What is the encrypted value of the plain text “2”?

27 mod 77 = 128 mod 77 = 51

(7) [Hard] Decrypt your answer to obtain the plain text.

To find out 5143 mod 77:
1) 51 mod 77 
= 51

2) 512 mod 77 
= 2601 mod 77 = 60

3) 514 mod 77 
= 60 ( 60 mod 77 = 58

4) 518 mod 77 
= 58 ( 58 mod 77 = 53

5) 5116 mod 77 
= 53 ( 53 mod 77 = 37

6) 5132 mod 77 
= 37 ( 37 mod 77 = 60
7) 5143 mod 77
= 51 (32+4+4+2+1) mod 77 
= 60(58(58(60(51 mod 77 
= 15(15(51 mod 77 
= 11475 mod 77 = 2

