
QUANTUM CRYPTOGRAPHY
-

QUANTUM COMPUTING

QUANTUM COMMUNICATION

-

ENCRYPTION (PRIVATE +PUBLIC key)
AUTHENTICATION
IDENTIFICATION

SCGNATVRES
MPC

VERIFICATIONS
EUR117 ASSUMES PROBLEMS LIKE

DDHILWE ARE COMPUTATIONALLY HARD
.

COMPUTATIONAL ASSUMPTIONS

ARE NECESSARY
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"
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'
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( GE) -DDH PLAUSIBLE BUT UNPROVEN

SIMILAR FOR ↳ E) - LWE
.

QUANTUM COMPUTERS > crasscode

FOR CERTAIN TASKS
.

1994 Shor : BLOG IS EASY FOR QUANTUM
-

CIRCUITS : SIZE (n') WHICH CALCULATES

D66 OF u - BIT NUMBERS

( BEST-KNOWN UASSICAL HAS SIZE#
04"))

.

MUCH CRYPTO WILL BE BROKEN !

LIE ⑤TILL) CANNOT BE BROKEN EVEN

BY A NOTIONAL QUANTUM COMPUTER
.



QUANTUM COMMUNICATION
-

HAS FEATURES
.

THAT CANNOT BE SIMULATED CLASSICALLY

€6'
CLASSICAL BIT x →DC- XX

QUANTUM QUBIT Ix> → f → lxx>

KEY EXCHANGE
-

CLASS Iche

. R
-

Bob
"

Alice #
I - d
y

Kt r KB KA = Kp
Ever

(T , KA) CAN BE screwed BY A PAIR

OF INDEPENDENT RVS .

• DDH AND LWE - BASED PROTOCOLS

• SOME COMPUTATIONAL ASSUMPTION IS

NECESSITY FOR SEWRIIT

• EVEN IF Alice
,
Bob

,
Ere HAVE A RANDOM

ORACLE
,
STAT. SECURE KET EXCHANGE

IMPOSSIBLE .



Bennett -Brassard
'

84 PROPOSED statistically

SECURE QUANTUM KEY EXCHANGE

( Alice
,
Bob

,
Eve ARE outwith circuits)

I - QUBIT MACHINE
-

CLASSICAL : I -BIT OF MEMORY
a STORE 0 OR l (STATE)

• NEGATE OR RESET (TRANSFORMATIONS)

QUANTUM : STATE : to> OR 11> (fy¥f£'fifties)
BE IN A SUPERPOSITION STATE
-

143 = Lfo> + All>

I 113 LINEAR COMBINATION OF 107
,
ID

ftp.WHEREHHB#
- -

W Fli;- Bi:3



14> =L to> + BID 1212

tlpf-ICANNOTOBS-ER.VEL AND p DIRECTLY

PERFORM 2 TYPES OF OPERATIONS

1) UNITARY TRANSFORMATION
-

143 - UH>

WHERE U IS A UNITARY MATRIX

( FV OF LENGTH 1
,
Ux HAS LENGTH t)

Ext . * (76) Yolo,} to} Not:

N (2103+0113) = plo> +LID .
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EI. HADAMARD TRANSFORM gall?
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1NVERMB ( CANNOT ERASE A QUBIT)



2) PERFORM A MEASUREMENT
-

GIVEN A 1-QUBIT STATE 14> = No> + DID
• WIP 1212 OBSERVE 0 & REPLACE STATE

WITH 143=107

• WIP IBK OBSERVE I 8 REPLACE STATE

WITH 143=113

Ex. 14 > = bsf {
WIP K - to>

WIP Ik - 113

143=10> { WIP I → so>

WIP O → 11>

-
Id> or 147

Alice- Bob

TASK : DISTINGUISH
lol > FROM 143

Ex
.

1013=107
,
147=11> MEASURE

-

-

102 → O WIP I

143 - I WIP I

Exe lol > = It> ,
147=1-7 HELVIE?

= 101£13 =
lot

1+3
→ 0 WIP 'k

Fr - I WIP Yz

t> If
WH K

WIP 42



It> = It to> } H
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H't> =/ ,>
¥ 0 who I

1-> = H ID l WH l

Ext 143=10>
TO WIP I

101> = It> -
o WIP ik µ It>

\ I WIP 42 107
MEASURE : -

IF Bob GETS I → CAN BE SURE THAT

Alice SENT 1013

|P(Bob ( 144=1 ) - P (Bob(10/2)=1 ) f = I
CAN DISTINGUISH WITH ADVANTAGE Ztz

a Rifle It>

BELTER : Rmg ) & MEASURE

↳ RITA IOS
-

I WITH PROB
?#5%

1 WITH PROB
.
sin21178

Adv = cos
-TG - sin Go = ¥



PROTOCOL : GOAL : Alice e Bob TO GET A
-

l- BIT SECRET KEY.

I - QUBIT QUANTUM
-

Alice classical
Bob

c-

(AUTHENTICATED)
-
Eve

Alice CHOOSE RANDOM BITI X
, y b

SEND FOLLOWING QUBIT TO Bob

X O l

= la>

I

Bomb CHOOSES A RANDOM y
'
AND

- IF y
'
=o : MEASURE la> IN 107,11> BASIS

° IF y
'
- l 's MEASURE la> IN It

,
t> BASIS

Aliceob EXCHANGE y , y
'

.

• IF y # y
'
REPEAT

- IF y
-
- y

'
SET X

,
X
'
AS SECRET KEY

.

FUNCTIONALITY , GWEN y=y
'

,
Bob PERFECTLY

-

RECOVERS x so XIX ( RANDOM)



PASSIVE Eve OBSERVES ONLY y
#y
'
UNTIL

g-y
'
→ IND OF X

.

MORE REALISTIC Eve IS HERSELF A l -QUBIT

QUANTUM COMPUTER

Alice-1¥ Eve
-Es Bob

SUPPOSE Eve MEASURES la> ( IN 107,11> BASIS)

y
-
-O la> = ! OR 1,1? - Eve FINDS SECRET X

y
-
- l la> = It> or I-7 → NO INFO For Eve

le> = (OS OR ( I> INDEPENDENT OF la)
-

(GIVEN y=I)

ASSUMING yty & Bob MEASURES IN 1+7,1-3
BASIS
/

O WIP 1k

\ I WIP 42

CHANGE CLASSICAL PART.

Aliceob EXCHANGE y , y
'

.

• IF y # y
'
REPEAT

- IF y
-
- y

'

,
Bob FLIPS A COIN

- It HEADS
,
SET X

,
X
'
AS SECRET KEY

.

- (TEST) IF TAILS
,
EXCHANGE X

,
X
'
IF

XIX
'

DEUARE
''

Eve IS CHEATING
"

AND ABORT.



WIP 3 too (y , y
'
& coin FLIP) x # X

'

& Eve 'S CHEATNC IS DETECTED
.

I - BIT SHARED KEY PROTOCOL

° IF Eve MEASURES IN 703
,
ID BASIS

MEDDLING DETECTED WIP 118

• IF MEDDLING UNDETECTED
,
SECRET KEYS

MAY DISAGREE !

X o l

Alice
= la>

Bob
-

N
g '=o MEAS

. 103,113
Eve

y
'-1 MEAS

. It
,
I-3

y , y
' d,
c- X

'

IF y
= y
'

⑦ co
IF x # X

'
DECLARE

''Ere CHEATS
"

x. ⇐ ④ Tux'

PRETEND Ere MEASURES IN BASIS 107,11)

IF y
-

- y
' =L AND TO - PI

''

Eve CHEATS
"

]3I
.

E± it la> = It> 107 OR 11>
Bob ×=f0 WIP K
- I wlp 112



P [ CHEATING DETECTED 1 TO] 3¥ .
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03518la> wth ios
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.

.

-

-

-

Ere : Pkns BASIS 14.03
,
Yi) & MEASURES

la> IN THE BASIS

I CHOICE OF y , e.g . y -0,
s

.
T. 44403,14,))

AND ( IOS
,
lis) is 35/8

IPTe-tly-gx-OI-pte-lly-o.tl] I
= Isin't - costal E

WHEN IEEE E 3¥ .
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'
-o
,
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'-0
,
x
-
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PIX = X' ly -- y
'
-0] > 0.08



¥9 : SOME PROBABILITY Eve MEDDLES

BUT UNDETECTED

→ CAUSE XIX
' BUT NO TEST

.

u POUNDS of KE

Alice c- Bob
INDEPENDENTLY

IF Eve MEDDLES t TIMES

P( UNDETECTED) E ( I- 0.04)t

WANT 0.9Gt - SECURITY

¥:*
- - -

Kili . . -
- - DIE

DISAGREEMENTS CAN BE SOLVED
NOW INTERACTIVELY

.

Eve COULD BE A MANY-QUBPTQC .

Ex . 2 QUBITS 1007 1017 1103 Ill>

UH > 143=21003 tploltfrllo> tall)

EI lab> → lala XOR b))

41003=100> 4/013=1013
4/103--1113 41117=110>



Nice Ere Bob
le) (EXTRA QUBIT)

"
STORE

"

la> INSIDE le>

Ies IN CORRECT BASIS

CAN 'T BE IMPLEMENTED BECAUSE OF

NOCIONINGTHEOREMNOUNITARY Iae> → tea> fled
.

SUPPOSE SHE COULD

U toes = too>

y l le> = Ill >

U Ite> = u bestie
FL

= tf@too> the 1117)
= # ( too> t Ill> )

+ Itt>=L (1003+1012+1107+1117)


