
ZERO - KNOWLEDGE PROOFS
-

+ END Y

A 7- B
A ,B HONEST BUT curious

T
→

t
C -- Euc (Pk ,

x )
x y
-

PROOF THAT C IS AN Euc OF x UNDER Pk
.

PROOFS THAT REVEAL NOTHING EXCEPT

THAT CLAIM IS TRUE .

-

-
GRAPH ISOMORPHISM
- IT

TFT⑤ ② *b¥⇐
IS A BIJECTION IT BETWEEN VERTICES

THAT PRESERVES THE EDGES .

£¥T⇒" Bob
Alice
"

I KNOW IT
"



GRAPH ISOMORPHISM PROTOCOL

Alice KNOWS IT ST
.

IT (G) = 6 , .

1. Alice CHOOSE A RANDOM PERMUTATION .p OF
VERTICES AND SENDS p&o)=6 To Bob

.

2. Bob SENDS A RANDOM BIT b
.

3
.

It b=0
,
Alice REVEALS p

IE b-4
,
Alice REVEALS pot . }¢

4
.

Bob CHECKS THAT §(Gb) = 6
.

b -- o : G - pcso ) V

b -- i i 6=p( too)) =p (G ) .

Claim It Go , G ,
NOT ISOMORPHIC THEN

Alice CANNOT HANDLE BOTH CHALLENGES
.

Ef . SUPPOSE SHE COULD
.

→ 6=60 AND GIG - Gore G .



Bob 's VIEW is (G ,
b
,
ol ) 0187=6 .

tandon 'RANDOM

HE CAN SIMULATE BY CHOOSING b
,
¢

AT RANDOM AND SETTING 6=0/6b) .

IN PARTICULAR
,
NO INFO LEAKED ABOUT IT

.

-

TWO TYPES OF STATEMENTS

①
"

Go
,
G ARE Isomorphic

"
PROOF OF FACT

②
"

I KNOW AN ISOMORPHISM IT
"

PROOF OF KNOWLEDGE

PROOFREL-AMONRCX.IT )
→ E

statement proof .

X = (Go
,
G)

,

IT ISOMORPHISM Go → 6 ,

((60,6 ,) ,IT) ER CF F X
, y

! X , y EYE IN Go
to

ITCH
, Ily) EDGE ING ,

.

PROOF SYSTEM FOR 12 IS A PROTOCOL
-

BETWEEN PCX
,
IT) AND VIX) :

• COMPLETENESS : It (x
,
5) ER THEN Vlx)

ACCEPTS WITH PROB . I

• SOUNDNESS : It (yet)#R FOR ALL IT THEN

Wx) REJECTS ANY P 't WITH PROBABILITY 242
.



(P
,
V) IS HONEST.VE#E2 ZERO - KNOWLEDGE

It 7 Sim S.T. tf ( x
,
IT) ER THE VIEW OF

V UPON INTERACTING WITH PGT) IS

INDISTINGUISHABLE FROM Simla)
.

61 SIMULATOR IS ↳ O) - HVZK
.

( 60,61 ) , IT ( Go
,
G )

p y*
b't

a-

5=0-off 8- 0%7=6b=I→f=poI

A CHEATING V
't
COULD CHOOSE Hls

CHALLENGE fit TO DEPEND ON G

( b't -_ b'46 ))
-

( P
,
V) IS (GE) - 2EB-kN0WLEDGE_ IF FOR

EVERY V 't OE SIZE It AND EVERY (x.TIER
THERE IS A SIMULATOR Sim S.T. Sink)
OUTPUTS A RY THAT IS GE) - INDISTLE
From (VIX)- PCX.IT ))

.



SIMULATION OVERHEAD 0h (t) = EXTRA AMOUNT

OF WORK Sim HAS TO DO
.

Sim For Gl :

• RANDOM GUESS V
't
CHALLENGE b

.

° SIMULATE 1ST PROVER MESSAGE G- ¢(6b)
• E V

't
RESPONSE b*=b

,
OUTPUT ¢

.

-

① Simko
,
G) Looks une PG,H←sVHx)

② P(b*=b) is REASONABLE

view Ib't e- b '

. G
,

b
,
0 S.TO/l6b)--6
9

IDENTICAL TO SIMULATED RANDOM
VIEW . WIP 112

"y*
IDENTICALLY bit
DISTRIBUTEDc-

→ IND
.

OE b - P(b*= b) = I
.

oh (t) : CONSISTS OF SAMPLING of BAND
COMPUTING ¢(Gb) → O(n' tnlogu )
n = # VERTICES EFFICIENT

Kz → Yzioo → REPEAT 100 TIMES



Ed . ZKP STATEMENT FX
,
Y S.T. h=g×, high'IgXY

PROOF X
,
Y

ZERO - KNOWLEDGE PROOFS FOR ANY FACT
-

COMMITMENTS

RECALL OT Protocol REFER
%

.
"

,

AND ( Xo ,⑤) b 10 SANE b
.

A- B

←±⑥r
COMMITMENT SCHEME IS A 2- PHASE

PROTOCOL BETWEEN SENDAI AND RECEIVER

COMMITMENT
G-Com ( M)
-

S- R

DISCLOSURE M
-
-

PROOF HAT M IS
"DETERMINED

" BYC



S Ch
,
h
'

,h
" ) -- CgYgY9""MI R

Gm !-

Ys CHECK THAT
Rev : In,¥y④=g×, h '=gYh"=g""MDETERMINES

HIDING : COMMITMENTS ARE (GE) -SIMULATABLE
-

WITHOUT KNOWING M
.

BINDING : NO S 't of SIZE ES CANDECOMMIT

TO TWO DIFFERENT MHM ' WITH PROB . SE

(com
,
Dev ) IS 6,0) - BINDING

HIDING : Sin OUTPUTS IND
.

RANDOM Chih ! h ")
-

~ (gx.gY.ge)
ASSUME G.E) -DDH

, lgx.gY.gr)
(s - tx

,
e) - IND. From (gYgY,g×?M) .



UNIVERSAL STATEMENTS
-

A 3-661-216 OF A GRAPH G IS AN ASSIGNMENT

OF colors 912,6,B} TO VERTICES SO THAT

NO EDGE HAS BOTH ENDPOINTS OF SAME

color
.

6 Is 3-cownt-B.EE THERE EXISTS
A

VALID 3 - cow RING .

8-⑧a • xoa o←

0£ loss of
-

to
"of lost •

VALID 3 -GL NOT VALID NOT VALID

¥21312135 NOT 3-GLORADE

36C PROOF RELATION
-

(G
,
IT ) : IT IS A VALID 36L OF 6

.

Complete PROOF RELATION



EE . A- Ch
,
h
'

,
h
" )- B

( x , Y)
SFM h=g× ,

h '=gY, h"=g×Y
-
-

PROOF 1
RELATION

← +

CONVERT

IT G IT IS A 36L OF G

No Fit

• It ( YY) ARE DDH EXPONENTS h=g× ,
h '=gYhEg×Y

THEN IT IS A 36C of 6
.

' II ( heh ! h
") IS NOT A DDH TRIPLE

THEN G IS NOT 3-COCORABCE .

GOLDREICH-MICAH - WIGDERSON PROTOCOL

P( 6. IT ) 1116 )

RANDOMLY G=Com(IT,)
,
. . . ,G=Gy(II)

PERMUTE COLORS -

•

*
• RANDOM EDGE (Uil) IN 6

• • c-

•
→ • asaosESTe EFFIEjours

ACCEPT It IIe #Tx

AND DISCLOSURES VALIDATE



Completeness : V (G) ACCEPTS P (GT )

WITH PROB . I IF IT IS A 36L OF G .

SOUNDNESS : G NOT 3 -cowRABLE-
-

Ptt 'S COMMITMENT MUST CONTAIN PAIR

( U
't

,
it) S.T. Cu* AND Cy*

DECOMMIT TO

SAME COLOR - ( 4×1=444*1 WIP 3mL
So P ( P 't PASSES) E l - Ym .

REPEAT m k TIMES→ (t - kn)
" "
Ee

- k
.

ZERO KNOWLEDGE
-

MIDI : V OBSERVES ONLY TWO RANDOM

DISTINCT COLORS

• LEI 's Com IS NOT PERFECTLY HIDING

- ISSUE 2 : V
't
CHV CHOOSE (u 't

,
Y't)

-

AS A FUNCTION OF (G
,
.
.
.

,
G)

.



Simulator For V 't :

° GUESS (44) AT RANDOM

• SIMULATE COMMITMENTS EXCEPT FOR

↳ x ) WHERE Cy = Com (X)
,
Cx= County')

FOR TWO RANDOM DISTINCT COLORS
.

• IF y
*
= U AND V*=V

,
OUTPUT

④ * 'S RANDOMNESS , G ,
.
. .

, G. X ,X
' ) .

• IF NOT
,
REPEAT .

p i¥My*
a (u 't

,

Vt)
-
c-

IF REAL INTERACTION
÷.-

Sin (Simi , . . .
.com#...,Gmlx9,...,Simu)
-

En ←(*)¥DEPEWD ON up

↳ SIMULATED INTERACTION

--

i (Sin , , . . . ,Sima , . . . , Sim, . . . , Sinn)-
-

(u't, Vt) STATISTICALLY IND OF 4,4
e-

Phu't,v*I=lyvD=tu → Phu 't,v*HyvD¥ -2e
IN SIMULATED INTERACTION


