
CRYPTO = SE COMMUNICATION /
COMPUTATION IN INSECURE ENVIRONMENTS
-

TAIL : DESIGN ALGORITHMS AND PROTOCOLS

RESouR : ADVERSARY IS MORE

POWERFUL HAW LEGITIMATE USERS .

MUST HANDLE ALL SORTS OF ADVERSARIES
-

DO NOT WANT TO ASSUME HOW

ADVERSARY OPERATES .

LECTURESBASKELEMENTS - DEFINITIONS
BASIC TASKS :

ENCRYPTION
IDENTIFICATION
AUTHENTICATION

} 19705
SECURE MULTIPARTY COMPUTATION} lqqos
ZERO - KNOWLEDGE PROOFS

WHAT CRYPTO CANNOT
DO :

copy PROTECTION

OBFUSCATION } 20005



CLOUD COMPO Tl

N6at¥
LEARNING : BREAKING CRYPTO IS LEARNING

CONSENSUS (BlockCHAINS : CRYPTO+ INCENTIVES

QUANTUM COMPUTERS : DANGERS AND

OPPORTUNITIES

SECRET SHIRINHAYESIs
- -

SECRET 5 -40¥ × ' LAI ETI (Charlie

• Alice
,
Bob

,
& Charlie CAN RECOVER S

• NO SUBSET FINDS OUT ANYTHING ABOUT s
.



EXAMPLE S C- 10,13

• DEALER SAMPLES SHARES Xi
,
Xz

, Xz
L IN PRIVATE

-

5=0 s = I
- -

O O O Ya l l l Ya
O l l Ya l O O K,

I 0 I 1/4 01 O 44

I I 0 44 00 I 44
-
-

SE7 : NO ONE OR TWO PARTIES CAN

GET INFORMATION ABOUT s.

→ ANY 2 PARTIES OBSERVE TWO UNION

RANDOM BITS BOTH WHEN 5=0

AND WHEN 5=1 .

-

DEALER USES RANDOMSS TO HIDE

INFORMATION .

ASSUMPTIONS
-

① RANDOMNESS IS PERFECT .

② ALL 6uAM0NSARE PRIVATE .

THERE ARE PARTS OF CRYPTO THAT

stupe WHAT HAPPENS WHEN ① OR②
IS VIOLATED .

WE WON'T WORRY

ABOUT IT
.



DEFINITIONS
#

i

FUNcT0NAL A SECRET SHARING SCHEME

IS A PAIR OF ALGORITHMS (share, Dec) WHERE
Shore IS A RANDOMIZED ALGORITHM

THAT TAKES INPUTS AND PRODUCES

SHARES Xi
,
. . .

, Xu S .T
.

FOR ALL S
,
Dec (shareGIFs WITH

PROBABIUTT I
.

in EXAMPLE : Rec (X
, ,Xz, Xz) -_XitXztXz

wood 2 .

SECURITY
.

-

ATTEMPT .
NO TWO PARTIES CAN
-

RECOVER S
. . . . MAYBE CAN DEDUCE

5=0 WIP 60%
,
I was 40%
-

1 TIME OK . . .
BUT INSECURITIES ACCUMULATE

MUCHBETTED.lt# NO TWO PARTIES

CAN GET ANY INFORMATION
THE SECRET

ABOUT



CHlDEFINE"NO1NFORMATON#WlTH0UTDEFINlNG"lNF0RMATlON
TWOPARADIMSI.INDISTINGUISHABILITY,
SIMULATABILITY .

-

1ND-SECURlTYtORSECSHARl#
-

s -DadaTIBI c
- *ii. i
← Dealer c

-

(share
,
Dec) IS 1NDuRE IF FOR

EVERY PROPER SUBSET S OF THE PARTIES

AND EVERY TWO SECRETS S
,
S'

,
THE

RV
.

S ( Xi) its AND Chilies ARE
IDENTICALLY DISTRIBUTED WHERE

Xi
,
. . . ,Xu ARE Shovels) AND K! . . .,X! ARE shovels '!



REAL EXECUTION SIMULATION
- -

-

e DoD Dte ,/Bob_I← Reader

§
,

§ ;¥, I Eon
"

Y;
I 0 44
l l 44

(share
,
Dec) is SlM-SRE IF A PROPER S

,

F RANDOMIZED ALGORITHM Sing (THE SIMULATOR)
tf SECRETS ,

THE OUTPUT OF Sims

IS IDENTICALLY DISTRIBUTED To ( Xi )ieg
WHERE Ki

,
. . .

,
Xu ) = Shovels)

.



Prot (Shane, Ree) IS IND- SECURE II
AND0NL IT IS SIM- SECURE

.

PNofh .
IND - SIM : RUN DEALER

using s=O AS SECRET AND OUTPUT (Xi) is .

Sims : o →Dealer
X , Xz

-
- -

. - - - - . - - - - --

Xz)
IND EBM

s →

SIM- IND : Sims IS IDENTICALLY DISTRIBUTED
-

TO BOTH (K
,
Xz) ← Share(s) AND (X, ',Xz

')←

Shovels ' )
,
so (Xi

,
Xz) AND (Xi, Xd) ARE

IDENTICALLY DISTRIBUTED TO EACH OTHER .



SECRET SHARING
-

SPLIT S AMONG n PARTIES

share (s) : SAMPLE Xi
, .

. . ,Xn - 90,13
CONDITIONED ON X , t - - - tXn=s

Rec ( Xi , . . . , Xu) = X ,
t - -

- tXn (mod 2)
-

t-
S ' Sz Sz

¥4
Xs

EXTEND SEC SHARING TO ALLOW

RECONSTRUCTION BY A SUBSET .

• ALLOW SOME PARTIES TO
'' FORGET

" SHARES
.

Gant : n PARTIES ,
"

BUDGET
"
n - r

Adv s
Protocol
-Runs shovels )

②
REPLACE n - n

①

Xi BY t ¥s Rec (Xi
,
. .
.

,
Xi)

I
GUESS 5 FOR s

.



(share
,
Dec) IS AN r-tHRESHoLDSCHEME_

IE FOR EVERY ADVERSARY , 5=5 WITH

PROBABILITY 1
.

Share (s) = (Xi 's ,
Xz=s , . . .

,
Xu 's)

IS A (n- l) -THRESHOLD SCHEME .
. .
NOT SECURE

( share
,
Dec ) is t - SECURE IF INDIAN - SECURITY

HOLDS AGAINST SETS OF SIZE t OR LESS .

The .

THERE IS AN r- THRESHOLD, Cr- H
-store

SCHEME FOR EVERY Kren
.

SECRET & SHARES TAKE VALUES IN

SOME ALPHABET OF SIZE >n THAT

IS A POWER OF A PRIME .

Exe h-10
,
r=7

,
t=6 → CAN choose

TO WORK OVER ALPHABET {o
,
. . .

, 103
(SIZE Ll) .

SE fo
,
. . .

,
lol shes

X ,
Xz XIO



construction : 10
,
. . . ,
lo) = ITT , (t,x,÷ nod ID .

Shovels) : DEALER CHOOSES RANDOM

VALUES Si
,
. . . ,

Ss NHI , AND CREATES
THE POLYNOMIAL

PCX) -- St Sixt Szx't . . . Iss X?
SECRET
-RENDONNESS

HE SETS share ; = Pli) .

.

E-

⇐ plot
10

RECONSTRUCTION : Adv ELIMINATED 3 SHARES
-

TALK : RECONSTRUCTS FROM PG) , . . .

, ply)

claim GIVEN ANY DISTINCT Xi
,
.
. .

,
X> C- IF,

AND ANY share , , . . . , share>Effi , THERE IS
A Unique pot DEGREE 6 ST.pcxil-sharei.VN/QUENEs-SP2oF.IFpCxi)=p'Cxi)--shauelxi)
FOR 7 X; THEN p

- P
' IS A DEGREE -6 POLYNOMIAL

WITH 7 Roots ,
so IT MUST BE

0
,
1. E.

, p =p
'

FOR Existence ,
THERE ARE 117 POLYNOMIALS

OF DEGREE 6 AND 117 POSSIBLE VALUES FOR

(p(xD , .
. .

, pcxyl) so THERE MUST BE ONE FOR

EVERY 7-TUPLE OF VALUES .



TO RECONSTRUCT
,
FIND (UNIQUE) p THEN DERIVE

s =p (o) .

SECURITY WE ARGUE p (xD , . . . , PCXG) CAN BE
- SIMULATED WITHOUT KNOWING S .

INTUITION FOR l- SECURITY : p(D= St sit. . . tss
IS UNIFORMLY RANDOM weed 11 ( FOR ALL s)
p(2) = St2Gt .

. . t 2656 IS ALSO UNIFORMLY RANDOM :

EVEN FOR FIXED six , . . . ,S , 25,
"COVERS

"

ALL OF ITT , .

r-SEOR tf share (x ,) , . . . , Shane (E ) THERE
IS

A UNIQUE p CONSISTENT
WITH ply)⇒hardy) ,

i . . , plxr.it -- Shane (Xo ) ANI plots
SO A RANDOM p CONDITIONED ON plots
IS EQUALLY LIKELY TO GIVE ALL POSSIBLE
-

6- TUPLES OF SHARES (share (x) , . . . , Shanda)) .

To simulate (WITHOUT KNOWING s ) ,
SAMPLE UNIFORM

,
INDEPENDENT VALUES FOR

THE 6 SHARES
.



P
Exe n -10 ,

r=3 ( mod 11) /
p( 1) = St sit sz s

.

!aeB)

plz) = St 25+452 shared)

PC3) = St
39+9 Sz

D

TO RECONSTRUCT ,
Sharda

SOLVE FOR S , 9,52 I I 3
GIVEN PG), PK) ,PB) → INTERPOLATION

( IN wed 11 ARITHMETIC) PROBLEM

SECRECY FOR PARTIES 143 HOLDS BECAUSE

-

FOR ANY s ,
EACH PAIR OF

VALUES FOR

(pal , pts)) ARISES
FROM EXACTLY ONE

CHOICE OF ( s, ,

-


