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COMMON TIPS 

IN HANDLING PHISHING EMAILS

處理網絡釣魚電郵的常用技巧
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Common Tips to Identify 

Phishing Emails

識別網絡釣魚電郵的常見技巧
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Mismatched URL
不匹配的網址

1. The message contains a mismatched URL

電郵內容包含不匹配的網址

This URL is very suspicious!
這條網址相當可疑！

Mouseover the link
移上鼠標
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2. They ask for personal sensitive information

對方指示交出個人敏感資料

Give up?

Why do you ask for my password?
何故要我交出密碼？
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3. The offer seems too good to be true

內容好得令人難以置信

I won the prize for no reason!?
無緣無故中獎！？
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4. You didn‘t initiate the action

你之前沒有做過相關的行動

I have never subscribed the service!
從來沒有註冊過這服務！
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5. You are asked for money

被要求匯款

Should I double check before surrender?
要先核實再匯款吧？
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6. Sending address not exactly right

發送電郵者有可疑

Why is it NOT from facebook.com?
電郵不應來自 Facebook.com 嗎？
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7. Urgent or threatening language

讓人焦慮或威脅性的字句

My account got suspended?!
中止我的服務？！
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Some Recommendations

一些建議
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1. Look, but don’t click

眼看手勿動

I won’t click anything before 
confirmation.

弄清楚前，絶不點撀。

Beware of the above situations, don’t click on any links or open any email 

attachments.     若遇有以上清況，切勿隨便點擊電郵內的連結或打開附件
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2. Don’t believe everything you see

不要只相信表面信息

Let’s validate..
核實一下吧…
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3. Report serious incidents

通知相關部門

Hello ITSC, …



14
14

Conclusion

結語
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Can I stop all phishing emails?

可以阻截所有釣魚電郵嗎？

No, you cannot, even with the latest technologies. 

不，就算用上最新科技，也是不可能。
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What can I do?

可以做些甚麼？

You can Mitigate & Prevent phishing attacks

with Knowledge & Good Practices

通過知識與良好習慣，
減輕及預防遭受釣魚攻擊。
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Thanks for your time!

謝謝你的時間！


