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1. The message contains a mismatched URL -
BHAS B2 RILER B Itsc

Subject: One Unread message From Admin Office365
Mismatched URL
Dear Client. A UCECAY 4R 3L

Your storage space 15 almost full.

95% Used
http://canineheadquarterspolicekd.com/

To prevent your Incoming/Outgoing mail from getting beweb/bneinfocce htmlfemail=E&email &
Click or tap to follow link.

Click http://quota.microsoftonline.com/free-data/index.cfm? to add additional 10 gig free and mandatory
storage. “1 ]

i, ) Mouseover the link
A®© 2017 Office 365 All Rights Reserved. 1% FEiE

This URL is very suspicious!

BRI HE T RE !




2. They ask for personal sensitive information 't
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Why do you ask for my password?
O ER R H R ?
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\ Yqur Bank.

Password?

[ Give up? J




3. The offer seems too good to be true s
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il Verizon & 09:55 < % 88% )
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Google

. a Congratulations Google User, you have won
dldles a Google gift!
a Congratulations Google User, you have won

a Google gift!

27. December,

Every Wednesday We select 10 lucky Google users randomly to
receive a gift from our sponsors. This free gift is ONLY for users in
United States! This is our way of thanking you for your constantly
support for our products and services.

| won the prize for no reason!?

Il\\"‘%ll\\ai¢ﬁ ! ?

Note:ACT NOW! 8 users have received this invitation and there :

You can choose a free $1000 Walmart Giftcard, iPhone X 256G
or Samsung Galaxy S8.

To win all you need to do is to answer the following 3 questions.

are only 2 prizes to be won.

You have 1 minute and 30 seconds to answer the following
questions before we give the prizes to another lucky user! Good
luck!

Question 1 of 3:Who founded Google?

Bill Gates m




4. You didn‘t initiate the action .
1R~ B3R A B AR AT &) e

Hi there,

| have never subscribed the service!

e B MIBERTS |

Q You have a new voicemail O

Sign in to listen to the message

If you no longer want 1o recerve emad alerts about new voicemalls, unsubscribe now,

Talk soon




5. You are asked for money e
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Hi there_. .

HEROBHERRNAZH

This will not take too much of your efforfs, therefore direct to the condition. | obtained a maovie of you playing with yourself while at a
pornweb site you are went to, due to gn excellent ass application | have was able to place on several sites with that type of content.

You hit play button and all of the cams and a mic begin their work in addition, it saves every fucking element from your laptop, just
like contact information, passwords or shit similar to that, guess exactly where i got this e-mail from?) Therefore now we all know who my

goal is to deliver that to, in case you not necessarily planning to negotiate this % 680 % JTD Hg I:I:J #% qu gu ?',2 mE E

| will place a account wallet address below for you to send me 680 dollars within 2 days maximum via bic. See, it is not that huge of a
total to cover, suppose that can make me not that terrible of a person.

You're allowed to try and do what ever da fuck you wish to, however if i will not find the total within the time period mentioned above,

well._. u undoubtedly realize what will happen. 1.______% fﬁ-{ K .EE ?'2 Eﬁ Eg {Ei , ?ﬁ % E %

Soit's your choice at this point. Now I'm not going to proceed through all the info and stuff, just ain't got precious time for this as well as
you possibly know that web is flooded with emails similar to this, therefore it is as well your decision to believe in this not really, there is
certainly only one way to figure out.

This is the bic wallet address: 1CKCx4xYubwESHMLUyMXSuRVYuAsmQsvAS

Have a great time and keep in mind that wall clock is ticking))

Should | double check before surrender?
B2 EHEFIE ?




6. Sending address not exactly right e
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Eaﬁebmk <l Eatemw'!ghnbz@fac:ebunkmail.mm:ul

From: anebnﬂk <update+nwjghnbz@facebookmail.co m:-|
Subject: Facebook Account Update
Date: October 28, 2009 4:02:31 PMPDT
To: Tom O'Leary ((Messaging Times))

Why is it NOT from facebook.com?
& B A FE3K B Facebook.com [ ?

facebook

Dear Facebook user,

Update your O
In an effort to make your online experience safer and more enjoyable, Facebook account

Facebook will be implementing a new login system that will affect all O
Facebook users. These changes will offer new features and increased o
ACCOUNT SecuUrity.

Before you are able to use the new login system, you will be required

to update your account,

Click here to update your account online now.

If you have any questions, reference our New User Guide,

Thanks,
The Facebook Team

This message was intended for tom@messagingtimes.com.
Facebook's offices are located at 1601 5. California Ave., Palo Alto, CA 94304,




7. Urgent or threatening language e
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NETFLIX

We're sorry to say goodbye

My account got suspended?!

PIFFAYARTS ? !

O Hello,
O iTunes let us know that you asked to cancel your
(0] membership. We've cancelled your membership
effective.

Obviously we'd love to have you back. If you

change your mind, simply restart your membership
to enjoy all the best TV shows & movies without
interruption.

RESTART MEMBERSHIP

We're here to help if you need it. Visit the Help
Center for more info or contact us.

~Your friends at Netflix
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1. Look, but don’t click e
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Beware of the above situations, don'’t click on any links or open any email

attachments. BEBUU BN - V7B ERRESE AR ELL D] FM 4

' |

Dear Strong Bad,

I am the president of 3 ~
and I was wondering ~

tT0o our next party.

theme party, so -
awhile, until v

theme . Can yov

COMPY 356 v O

I won’t click anything before
confirmation.

FEXR - BARAEE -
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2. Don’t believe everything you see __

ARZHBEEREER

“Don't believe everything
you read on the Internet?

Abraham Lincoln

Let’s validate..
ZE—FIE...
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3. Report serious incidents

A A HEI AR
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Can | stop all phishing emails?

Tumﬁﬁﬁﬁmﬁﬂﬁ7

No, you cannot, even with the latest technologies.

A mERLEWREEK - iEA o8 °




What can | do?

o DU EE & ?

You can Mitigate & Prevent phishing attacks
with Knowledge & Good Practices

EBMMERFEIE
IR TER I R -




Thanks for your time!

1 ) (RAVIF ] !




