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1. About 0365 Logon with Duo 2FA

1.1. Prerequisites

i Updated clients to a version which supports modern authentication.

ii. Enrolled 0365 user account & his/her mobile device via Self Service Portal
(https://duo.itsc.cuhk.edu.hk).

iii. An enrolled mobile device with ‘Duo Mobile’ app installed.

1.2. Supported Clients

(0} Office / Mail clients
Windows OS: | - Office 2016
- Office 2013 with modern authentication registry key updated
Mac OS: - Native mail client on Mac OS 10.14 or above
- Outlook 2016 for Mac (to be downloaded from Apps store)
i0sS: - i0S 11 or above + native mail client (bundled in iOS)
- i0S 10 or above + Outlook App (to be downloaded from apps store)
Android OS: - Android 6 or above + Outlook App (to be downloaded from apps store)

1.3. Behaviors Change

After you enrolled your account and device in Duo Self-Service Portal, the login behavior for
supported clients will be changed as below:

i. Redirected to CUHK login page;
ii. Requires your login with your
- Login ID (i.e. alias@cuhk.edu.hk)
- OnePass Password (1st factor)
- Duo push response / one-time passcode (2nd factor)

Details are described in below table.

And, you have to follow the User Action to trigger the change in order to use DUO 2FA for 0365
login.
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https://duo.itsc.cuhk.edu.hk/

Implementation Item: DUO 2FA for Staff & Students
Enrolled Staff & Students

Affected User:

Web Office Client on Windows OS Mac 0S Mobile (iOS) Mobile (Android OS)
Browser
Outlook Office 2016 | Office 2013 Office 2013 Office 2010 Native mail Outlook iOS (11 or iOS (10 or Android (6.0 Android
Web with Modern without client on 2016 for above) above) or above) Outlook
Access Authentication | Modern MacOS 10.14 Mac native mail | Outlook native Gmail App
(OWA) Registry Key Authentication or above (to be client App client (to be
Updated Registry Key (bundled in downloaded | (bundled in | (to be (bundled in downloaded
Mac 0S) from apps ioS) downloaded | Android OS) from apps
store) from apps store)
store)

Support Modern | Yes Yes Yes No No Yes Yes Yes Yes No Yes

Authentication?

Behavior Change | CUHK Redirect to Redirect to Can't login Can't login Redirect to Redirect to Redirect to | Redirect to Can't login Redirect to
Login CUHK Login CUHK Login since DUO since DUO CUHK Login CUHK Login CUHK Login | CUHK Login since DUO CUHK Login
page + page + DUO | page + DUO requires clients | requires page + DUO page + DUO | page + page + DUO | requires page + DUO
DUO login | login (DUO login (DUO support clients support | login (DUO login (DUO DUO login login (DUO clients support | login (DUO
(DUO Push, Push, passcode) | modern modern Push, Push, (DUO Push, | Push, modern Push,

Push, passcode) authentication authentication | passcode) passcode) passcode) passcode) authentication | passcode)
passcode)

User Action Nil Clear Clear Credential | Update Modern | Update to Recreate email | Clear Recreate Recreate Download and | Recreate

Credential Manager ("t 4 | Authentication supported accountin Keychain email email switch to use email
Manager in order to Registry Key Office version order to Access "2 | account in account in Outlook App accountin
[note 1] i trigger DUO [note 3] trigger DUO in order to order to order to order to
order to 2FA login 2FA login trigger DUO | trigger trigger DUO trigger DUO
trigger DUO 2FA login DUO 2FA 2FA login 2FA login
2FA login login
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[Note 1: Steps to clear Credential Manager in Windows OS]

1. Quit all Office applications.
2. Click Start > Control Panel > User Accounts > Credential Manager > Windows Credential. (Or, click Start > Control Panel > Credential Manager >
Windows Credential)
a. Select each item whose type is MicrosoftOfficel6_Data:ADAL:<GUID>, and then press Delete. Repeat this step to delete all items for your
account.
3. Close the Credential Manager window and restart the MS Outlook, it will redirect to CUHK Login page and request for DUO 2FA login.

[Note 2: Steps to clear Keychain Access in Mac OS]

1. Quit Outlook and all other Office applications.
2. Start Keychain Access by using one of the following methods:

a. Select the Finder application, click Utilities on the Go menu, and then double-click Keychain Access.
b. In Spotlight Search, type Keychain Access, and then double-click Keychain Access in the search results.

3. Inthe search field in Keychain Access, enter Exchange.
a. Inthe search results, select each item to view the Account that's listed at the top, and then press Delete. Repeat this step to delete all
items for your Exchange account.
4. Inthe search field, enter adal.
a. Select all items whose type is MicrosoftOfficel5_2_Data:ADAL:<GUID>, and then press Delete.
5. In the search field, enter office.
a. Select the items that are named Microsoft Office Identities Cache 2 and Microsoft Office Identities Settings 2, and then press Delete.
6. Quit Keychain Access and restart the Outlook 2016 for Mac, it will redirect to CUHK Login page and request for DUO 2FA login.

[Note 3: Steps to update Modern Authentication Regqistry Key for Office 2013]

1. Please refer to User Guide for 0365 Services Login with Modern Authentication.
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https://www.itsc.cuhk.edu.hk/images/content/restricted/staff_only/modern-authentication/ModernAuthentication.pdf

2.

Login 0365 applications with Duo 2FA

Steps:

Open the supported Office application or email client, it will be redirected to CUHK Login
page.

Input your 0365 credential in the fields for
e LoginID, i.e. alias@cuhk.edu.hk and
e OnePass Password, i.e. the 1t factor

then click Sign in.

E'—:Iiﬁsignln X‘+ v — m} X

&~ - O U https://www.cuhk.edu.hk/0365/ Pre 7.“5 7. =&

o || —E IR

\/\/elcome to For Office 365, @Link, LibrarySearch and more
@Link &
CUHIK Offlee 8058

Login with

Student: Student-ID@link.cuhk.edu.hk

Staff: alias@cuhk.edu.hk

Alumni: alumni-ID@link.cuhk.edu.hk

Others: Computing-ID@link.cuhk.edu.hk OR
alias@cuhk.edu.hk

Password: OnePass Password

xxoxxx@cuhk.edu.hk

Copyright 2015. AS Rights Resarved.
Infarmation Techaology Services Cuntre Tha Clinase University of Hong Kong

Then, you will be asked to provide the 2" factor. Follow either one of the following step
to continue.

e Automatically send a Duo Push
During the Device Enrolment in the Self-Service Portal, if you selected “Automatically

send this device a Duo Push”, a Duo Push notification will be sent to your enrolled
mobile automatically by default when you log in.
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itsCoryr o
Two Factor Authentication

‘ ABOUT 2FA H ENROLL DEVICES H BYPASS CODE H LOG OoUT

Note: If you don't want to provide mobile phone number, you may select 'Tablet' instead during device enroliment.

~

My Settings & Devices

d s

+ Add another device

What is this? C§
Need help?

Powered by Duo Security
Default Device: | jns w

Whenllogin: | Automatically send this device a Duo Push v

(-] E‘EDuoSecuﬁty X|+ v = (=] X
&< — O o B  https://sts.itsc.cuhk.eduhk/adfs/Is/?mkt=en-US&client-request-id= ﬁ {5 7. 2

CUHK LOGIN

)
@2
For Office 36¢ nk, LibrarySearch and more

WG'CO' IS tO Welcom g
X For security reasons, we require additional information
@ I_l n |< & to verify your account

CUHK Office 365
.

Device: | ios v

PN

[] Remember me for 8 hour

Pushed a login request to your device...

Copyright 2016. All Rights Reserved.
Information Technology Services Centre The Chinese University of Hong Kong —_

Open the DUO Mobile App on your mobile device, then tap on the notification
message, a Login Request with the information of requesting source is displayed.
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+

o Request Waiting. Tap to Respond...

8 cu

Tap here for help

ogin Request
rity

ADFS
a—
9
Shatin, NST, HK
©

THF7:03:05 [GMT+8]
201855830

v

X

Approve

Tap Approve, the 0365 applications should be login successfully.

Select ‘Send Me a Push’

During the Device Enrolment in the Self-Service Portal, it will set “Ask me to choose
an authentication method” by default when you log in.

e
Information Technalogy
Services Centre

ABOUT 2FA

ENROLL DEVICES

Two Factor Authentication

BYPASS CODE

LOG OUT

Note: /f you don't want to provide mobile phone number, you may select 'Tablet’ instead during device enroliment.

What is this? (4
Need help?

Powered by Duo Security

My Settings & Devices

3 ios

+ Add another device

Default Device:

i0S v

A

When I login:

Ask me to choose an authentication method v
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So, when you login 0365 applications, you can click Send me a Push button for
getting a Duo Push notification.

-] c—E‘EDuoSecurﬂy X‘—l— v - (m] X

é % O @ E| https://sts.itsc.cuhk.edu.hk/adfs/ls/?mkt=en-US&client-request-id= * 7‘5 L |e
A —"

o || [F—E

Welcome to
@ |_i n k & to verify your account

' = Sertings
ey
v

Device: | ios

Send Me a Push -|

Enter a Passcode

[] Remember me for 8 hour

Copyright 2016. All Rights Reserved.
Information Technology Servicas Centre The Chinese University of Hong Kong —_—

Open the DUO Mobile App on your mobile device, then tap on the notification
message, a Login Request with the information of requesting source is displayed.

ADFS

S
L
Q@
B cciind

Tap here for help

Shatin, NST, HK

©
F7:03:05 [GMT+8]
2018%5F 38

v X

Approve

Tap Approve, the 0365 applications should be login successfully.
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Select ‘Enter a Passcode’

During the Device Enrolment in the Self-Service Portal, it will set “Ask me to choose
an authentication method” by default when you log in.

[] Y e . .
Two Factor Authentication

ABOUT 2FA ENROLL DEVICES ‘ BYPASS CODE LOG OUT

Note: /f you don't want to provide mobile phone number, you may select 'Tablet' instead during device enroliment.

~
My Settings & Devices
G‘ 05
+ Add another device

What is this? (%
Need help?
Powered by Duo Security

Default Device: | jos v

When [login: | Ask me to choose an authentication method

So, when you login 0365 applications, you can click Enter a Passcode button.

=] «E|E Duo Security X i+ v — (m} X

< - O o B https:/sts.itsc.cunk.eduhk/adfs/ls/?mkt=en-US&client-request-id= Pxd 7. =&

ol —eE CUHK LOG

Welcome to For Office 365,

e

N

Link, LibrarySearch and more

@ |_i n |< & fgzlzficf;.n;iltgurreaazs;\:;‘:ve require additional information
CLIHK Orlige 365

! = Settings
E i s

Device: | ios

: I

Send Me a Push

Enter a Passcode J

[J Remember me for 8 hour

Copyright 2016. All Rights Reserved.
Information Technology Services Centre The Chinese University of Hong Kong

You can get the passcode from your Duo Mobile App.

Open the Duo Mobile App on your mobile device, then tap on the key icon
next to your account, a one-time passcode is generated.
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767809

Input the passcode in the login page, then click Log In button.

E a ‘ B Duo Security X ‘ + v = m} X
é — B https:/sts.itsc.cuhk.eduhk/adfs/Is/?mkt=en-US&client-request- ﬁ ﬁ L [e

For Office 365,

Welcome to Wecome
< For security reasons, we require additional information
@ |__ I n to verify your account

CUHK Office 365
L]
A

767809

Remember me for 8 hour

ibrarySearch and more

Enter a passcode from Duo Mobile.

Copyright 2016. All Rights Reserved.
Information Technology Servicas Centre The Chinese University of Hong Kong

The 0365 applications should be login successfully.

|~ S| | 1] Microsoft Office Home X ‘+ v B O G
&~ - 0O 8 hitpsy//www.office.com/?auth=2 Pig = 2 e
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