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Install Kaspersky Endpoint Security for Mac Version
11.1.0.210

(This user guide is applicable to Mac OS X 10.13 — macOS 11.0 (Intel-based Mac))
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Attention:
1. Please uninstall 3™-party antivirus software or Kaspersky Antivirus software before
installation.

2. Please uninstall any Kaspersky Antivirus software before upgrading the major version of
macOS. E.g. Upgrading operating system from macOS 10.x to macOS 11.x

3. Please read the Kaspersky Hardware and Software Requirement before installation. This
software version supports Intel-based Mac only. Thus, this version does not support
Apple CPU based Mac. Kaspersky plans to release a newer software version to support
Apple CPU based Mac in 2021 Q3. Users of Apple CPU based Mac should consider using
other Antivirus product in the meantime.



https://support.kaspersky.com/KESMac/11.1_adminguide/en-US/118665.htm
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A. Download Kaspersky Endpoint Security 11 for Mac

1. You must have your OnePass password ready for download and registration.

2. Your computer must connect to the campus network. If you use your home computer, you
must run CUHK VPN / SSL VPN over your subscribed ISP network to connect your
computer to the campus network.

3. Your computer must meet the system requirement as specified
at https://support.kaspersky.com/kesl1mac#requirements

4. Go to the download page to download Kaspersky Endpoint Security for Mac Version
11.1.0.210:

1. Programme File
2. Activation Code

5. You will be redirected to License Agreement page. Read the agreement carefully and click

"I AGREE" if you accept this agreement.

Fill in the registration form for verification.

Upon completion of the form, click "Submit form" to proceed verification.

No


https://www.itsc.cuhk.edu.hk/all-it/wifi-and-network/cuhk-vpn
https://www.itsc.cuhk.edu.hk/all-it/wifi-and-network/ssl-vpn/
https://support.kaspersky.com/kes11mac#requirements
http://www.itsc.cuhk.edu.hk/all-it/information-security/anti-virus-on-pcs/download-kaspersky-anti-virus-software
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Install Kaspersky Endpoint Security 11 for Mac

Before installation, you should first

1. Back up your important files in other media like USB hard disk so that you can retrieve
your data files in case of corruption during the installation. (Recommended)

2. Disconnect your current Campus Network or other Internet connection.

3. Uninstall your current version of Kaspersky or any other anti-virus software. Ref: part E.
Uninstall Kaspersky Endpoint Security for Mac

4. Restart your computer (without any network connection) before installing Kaspersky
Endpoint Security for Mac Version 11.1.0.210:

1. Double click the zip archive file to extract software installation package. Then double click the
installer file "kesmac11.1.0.210.dmg" inside the extracted folder.

2. Control-click or right -
click the Kaspersky
Endpoint Security icon.

Click Open to continue.

Please note that a pop up
Window for next step may
be shown behind the | Show Package Contents
. Install Kaspersky Endpoi
current Window. Security Get Info
Compress “Install Kaspersky Endpoint Security”
Make Alias

“Install Kaspersky Endpoint Security” is an app
. gm . downloaded from the internet. Are you sure you want to
ﬂ open it?

N itsc.cuhk.edu.hk

Don’t warn me when opening applications on this disk image

? Cancel Show Disk Image Open
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3. C||Ck |nsta|| bUttOﬂ. Installation: Kaspersky Endpoint Security

>ome to

y Endpoint Security

Install

Customize

4, Read the Softwa re L N ) Installation: Kaspersky Endpoint Security

License Agreement.
End User License Agreement and Privacy Policy Language: | English

Check both boxes and Kaspersky Endpoint Security 11 for Mac END USER LICENSE AGREEMENT
click Accept to accept the KASPERSKY LAB END USER LICENSE AGREEMENT ("LICENSE AGREEMENT")

Ag reement. IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
BEFORE YOU START USING THE SOFTWARE.

CLICKING THE BUTTON INDICATING YOUR ACCEPTANCE IN THE WINDOW CONTAINING THE LICENSE
AGREEMENT, OR BY ENTERING CORRESPONDING SYMBOL(-S), YOU CONFIRM IN A LEGALLY BINDING
WAY THAT YOU AS THE ORGANIZATION FOR WHICH THE SOFTWARE IS DOWNLOADED OR ACQUIRED
HAVE AUTHORIZED THE NATURAL PERSON ACCEPTING THIS LICENSE AGREEMENT TO ENTER INTO
THIS LICENSE AGREEMENT FOR AND ON BEHALF OF YOU. FURTHERMORE, YOU CONSENT TO BE
BOUND BY THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. SUCH ACTION IS A SYMBOL
OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS LICENSE AGREEMENT AND AGREE THAT THIS LICENSE AGREEMENT IS ENFORCEABLE LIKE ANY
WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO NOT AGREE TO ALL OF THE TERMS
AND CONDITIONS OF THIS LICENSE AGREEMENT, CANCEL THE INSTALLATION OF THE SOFTWARE
AND DO NOT INSTALL THE SOFTWARE.

& | confirm that | have fully read, understand, and accept the terms and conditions of the End User
License Agreement

& | am aware and agree that my data will be handled and transmitted (including to third countries) as
described in the F y cy. | confirm that | have fully read and understand the

Go Back Accept
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5. Read the Software KSN [ ) Installation: Kaspersky Endpoint Security

statement.

Statement regarding data processing for Language: = English
improved protection

We SuggeSt clicki ng KASPERSKY SECURITY NETWORK (KSN) STATEMENT

Accept to continue.

Kaspersky Security Network Statement (hereinafter "Statement") relates to the computer program Kaspersky
Endpoint Security for Mac (hereinafter "Software").

All terms used in this Statement have the same meaning defined in the End User License Agreement (EULA)
under the paragraph "Definitions".

This Statement along with the End User License Agreement for Software, in particular in the Section "Conditions
regarding Data Processing" specifies the conditions, responsibilities and procedures relating to transmission and
processing of the data, indicated in the Statement. Carefully read the terms of the Statement, as well as all
documents referred to in the Statement, before accepting it.

When the End User activates the using of the KSN, the End User is fully responsible for ensuring that the
processing of personal data of Data Subjects is lawful, particularly, within the meaning of Article 6 (1) (a) to (1) (f)
of Regulation (EU) 2016/679 (General Data Protection Regulation, "GDPR") if Data Subject is in the European
Union, or applicable laws on confidential information, personal data, data protection, or similar thereto.

Data Protection and Processing
Data received by the Rightholder from the End User during use of the KSN are handled in accordance with the
Rightholder's Privacy Policy published at: https://iwww.kaspersky.com/Products-and-Services-Privacy-Policy.

Purpose of Data Processing
To make it possible to increase the Software's speed of reaction to information and network security threats.

Skip Go Back Accept

In the pop up window,

click Confirm to continue. '

Confirmation

Confirm that you have fully read,
understand, and accept the statement
regarding data processing for improved

protection.

Cancel Confirm
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6. Enter your computer @ Installation: Kaspersky Endpoint Security
user password and click
OK > Finish to continue

Kaspersky Endpoint Security Installer wants to
make changes.

Enter an administrator’s name and password to allow this.

Username: username

Password: |

Installation

Not long now...
We're building
your protection

Kaspersky Endpoint Security has been successfully installed on your computer.

Finish




@
I Information Technology
Services Centre

7. The Kaspersky Endpoint
Security icon will be
shown on Menu Bar after Activate Kaspersky Endpoint Security.
several seconds. A
window will pop out to
ask for activation. Please
click Activate.

on will only be available after yo

Activate

Activate Later

C
The activation code is
available in our N n coie
download page. After - Activate
entering the activation E 1AAT-11AAA-1AAT1-1AT11
code, click Activate and
Finish button to continue.

Application Activation

Do you want to buy a license?

Just click the Buy button and follow ole instructions at our online store

Buy



http://www.itsc.cuhk.edu.hk/all-it/information-security/anti-virus-on-pcs/download-kaspersky-anti-virus-software
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After aCtiVation, you W||| G Kaspersky Endpoint Security
see the key displayed.

. .. . For 10080 computers
Click Finish to continue.

Application activated successfully.
You can now use Kaspersky Endpoint Security for 33

Finish
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8. There would be a
pop-up window, Essential
Protection. Essential Protection

Kaspersky Endpoint Security requires a few actions to protect you against malware, network attacks and
Please follow the iemetthrests.
instruction of the pop-up FILE THREAT
window to allow the @ system extension @ Install
associate permission to
complete the setup.
Screen might be different WEB THREAT PROTECTION
depending on macOS @ Network content filtering (2
version.

Full disk access (?

@ Encrypted web traffic inspection (2

Note: macOS 10.15 or
below version will show
the function name of
“System extension” as
“Kernel extension”. And
also, the function of
“Network content
filtering” and “Encrypted
web traffic inspection”
are only available on

macOS 11.0 or above

version 1) Click the lock and enter the
: administrator password to
allow changes.

Details as below: 3) Click Allow.

System Extension Installation

To allow installation of system extension, give your permission in Security & Privacy preferences.

For System extension
please click Install.

A System Extension
Installation window will be
prompted. Click Open
Security Preferences.

Close Open Security & Privacy
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If it prompts an alert
System Extension Blocked,
click OK to continue.

)

—_—

System Extension Blocked
Syste MEDUEE] he program “sysextetrid” tried to load
new system extension(s). If you want to

To allow installation of syst{RCIELERGESEERSELECEENEEET AN curity & Privacy preferences.
& Privacy System Preferences.

ck the lock and enter the
ministrator password to

In the Security & Privacy

W|ndOWS prompted, C||Ck ® < iiif Security & Privacy Ql
“Click the lock to make
cha ngES" at the bottom. General  FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password 5 minutes [J after sleep or screen saver begins

Allow apps downloaded from:

System software from application “sysextctrld” was blocked
from loading.

|_j Click the lock to make changes. ?

10
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Input the Password of
your computer and then
click “Unlock”.

m System Preferences is trying to unlock Security &
| Privacy preferences.

N Enter an administrator’s name and password to
allow this.

Username: username

Password: | |

Cancel

3
® o < > i Security & Privacy Q search
Click Allow next to System | General = FileVault Firewall Privacy
software from application
”SYS extctrl du A login password has been set for this user  Change Password...
Require password 5 minutes : after sleep or screen saver begins
~ Show a message when the screen is locked ot Lock Message
Disable automatic login
Allow apps downloaded from:
~ App Store
© App Store and identified developers
System software from application “sysextctrld” was blocked Allow
from loading.
‘m Click the lock to prevent further changes. Advanced... ?
[§

11
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Back in the Essential
Protection window,

For Full disk access, click
Allow to continue.

A Full Disk Access window
will be prompted.

Click Open Security &
Privacy to continue.

Essential Protection

Kaspersky Endpoint Security requires a few actions to protect you against malware, network attacks and
Internet threats.

ON

System extension (?

Full disk access (?
ON

Network content filtering (?

Encrypted web traffic inspection (?

Full Disk Access

To grant Kaspersky Endpoint Security full disk access give your permission in Security & Privacy
preferences.

Click the lock and enter the
administrator password to
allow changes.

Select the checkbox for

Kaspersky Endpoint Security.
Kaspersk:

3 Select the checkbox for
. Kaspersk Kaspersky System Extension.

Close Open Security & Privacy

12
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In the Security & Privacy 0 < > i Security & Privacy [Q fearch ]
prompted, click “Click the

lock to make changes”.

General  FileVault  Firewall _'Privacy

L 4 Location Services Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and

. Contacts certain administrative settings for all users on this
Mac.

Calendars

com.microsoft.autoupdate.helper
.

H Reminders

. Photos :
. Camera N\

l( Install Kaspersk...ndpoint Security
‘ Microphone

u Speech Recognition Ll

Accessibility

- sshd-keygen-wrapper

Kaspersky Endpoint Security

% Click the lock to make changes. Advanced... ?

Input the Password of
your computer and click
Unlock.

m System Preferences is trying to unlock Security &
| _ Privacy preferences.

ﬁ* Enter an administrator’s name and password to

allow this.

Username: username

Password: || I

concel [ QEEND

13
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Check Kaspersky Endpoint
Security and Kaspersky

Endpoint Security ® S i Security & Privacy Q

General Filevault  Firewall Privacy

Allow the apps below to access data like Mail,

Reminders Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this
# Photos Mac.
@4 Camera

- & Google Software Update
Q Microphone

. j( Kaspersky Endpoint Security
.||||| Speech Recognition

Accessibility

Input Monitoring

+ p—
- Full Disk Access

Files and Folders

Kaspersky System Extension

o zoom.us

8 Click the lock to prevent further changes. Advanced...

[ J
Back in the Essential

Protection window, Essential Protection

Kaspersky Endpoint Security requires a few actions to protect you against malware, network attacks and

For Network content Internet threats.
filtering, click Allow to
continue.

FILE THREAT PROT ON

System extension (?

Note: the function of 8 Full disk access (2
“Network content
filtering” and “Encrypted
web traffic inspection”
are only available on Encrypted web traffic inspection (?
macOS 11.0 or above
version.

TECTION

Network content filtering (?

Continue

14
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Click Allow Filtering to Network Content Filtering

continue. To allow Kaspersky Endpoint Security to filter network content click Allow Filtering and give your

permission in the next window.

o

Select Allow to continue
the setup.

1) Click Allow.

Close Allow Filtering

Network Content Filtering

To allow Kaspersky Endpoint Security to filter network content click Allow Filtering and give your

permission in the next window.

1) Click Allow.

“Kaspersky System Extension
Daemon” Would Like to Filter
Network Content

All network activity on this Mac may be
filtered or monitored.

Don't Allow

Allow Filtering

15
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Back in the Essential
Protection window,

For Encrypted web traffic
inspection, click Allow to
continue.

Input the Password of
your computer and click
Update Settings.

Essential Protection

Kaspersky Endpoint Security requires a few actions to protect you against malware, network attacks and
Internet threats.

System extension (2

Full disk access (?
ROTECTION
Network content filtering (2

Encrypted web traffic inspection (2

Continue

. You are making changes to the System Certificate
Essential Prote Trust Settings.
Enter an administrator's name and password to allow this.
Kaspersky Endpoint Secu
Internet threats. Username: username|

Password:
FILE THREAT PR

System extens -~ ||| Update Settings

Full disk access 2

Network content filtering (?

Encrypted web traffic inspection (2

Continue

16
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Essential Protection

BaCk in the Esse ntia| Kaspersky Endpoint Security requires a few actions to protect you against malware, network attacks and
Internet threats.

Protection window,

Click Continue System extension (2
Full disk access (?

Network content filtering (?

Encrypted web traffic inspection (?

Continue

9. Please continue to
set up the
permission in step
10 below even
when you see
“Your Mac is
protected”.

'Essential Threat Prof

Licensing

17
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If you don’t see the pop-

Hdon't i< 1% Ea Tue 3:32 PM
up window in step 7,

Please follow the steps Kaspersky Endpoint Security
below to complete the il
|

setup. You can click k Protection: Off !
from Menu Bar > Turn Protection On |
Kaspersky Endpoint

Security. Protection Center... [ 1 ]

Start Quick Scan
Update

Preferences...

Quit

Click the Licensing icon to
activate in point 7.

Open Protection Center

v E

Licensing

18
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10. Under the menu
of Kaspersky Endpoint @  Kaspersky Endpoint Security | Edit Protection  Window
Security,

About Kaspersky Endpoint Security Preferences
click Preferences.

Preferences... * '

I
Services >

Hide Kaspersky Endpoint Security #$H
Hide Others X #EH
Show All

Quit Kaspersky Endpoint Security

Preferences

11. In the tab -
Essential, click © 2

. Essential Scan Threa
Protection Scope,
General: ¥ Enable protection

Check secure connections (HTTPS)

File Threat Protection: & Enable File Threat Protection Protection Scope...

Disinfect or delete malicious objects automatically
* Prompt for action

Web Threat Protection: ¥ Enable Web Threat Protection

Block dangerous web traffic objects automatically

* Prompt for action

Network Threat v Enable Network Threat Protection Preferences...
Protection:

ﬁ\ Click the lock to

19
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12. Uncheck All
Network Drives. Click
Save.

Note: Even All
Network Drives is not
in Protection Scope,
Kaspersky Endpoint
Security will still
protect users from
opening a known
virus infected file in
network drives.

13. If you will access
some webpage that is
signed by private
certificate. Please
Uncheck Check secure
connections (HTTPS)

Finish installation.

14. Restart computer.

Preferences

Protection scope: To add files and folders to the protection scope, drag them onto

File Threat P

Web Threat P

3'%‘ Clic

General:

File Threat Protection:

Web Threat Protection:

Network Threat
Protection:

. plis

Essential

this window.

v All Removable Disks
¥ All Internal Disks 1 Scope...

All Network Disks

2rences...

Optimization: ¥ Skip scanning of read-only system volume

Starting from macOS 10.15 the system has moved to the read-only
volume. To significantly reduce scanning time exclude this volume
from scanning.

Preferences

® ®

ed pdate Inte

Enable protection

Check secure connections (HTTPS)

Enable File Threat Protection Protection Scope...

Disinfect or delete malicious objects automatically
® Prompt for action

Enable Web Threat Protection

Block dangerous web traffic objects automatically
® Prompt for action

Enable Network Threat Protection Preferences...

20
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C. Update Database

1. Click k from Menu Bar >

I< | % @@ Tue 3:32 PM
Kaspersky Endpoint Security.

Kaspersky Endpoint Security

Protection: Off
Turn Protection On

Protection Center... &

Start Quick Scan
Update

Preferences...

Quit

2. Click Update icon.

Open Protection Center

< i

Licensing

21
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3_ C“Ck Update to f|n|sh (as| Security for Mac: Update
the process.

Databases are up to date.

: 13 November 2020 at 1:38 PM | Details...
13 November 2020 at 10:35 AM

Update

D. Upgrade from Previous Versions of Kaspersky Endpoint Security for Mac

If you are using previous version of Kaspersky Endpoint Security for Mac. It requires the
software installation package to uninstall the older version of Kaspersky Endpoint Security for

Mac and then install the new version software. For steps of uninstallation, please refer to
part E.

22
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E. Uninstall Kaspersky Endpoint Security for Mac

To uninstall the software, it requires the software installation package. If you have not
downloaded the package, please refer to part A.

1. Double click installer file “kesmac11.1.0.210.dmg” of Kaspersky Endpoint Security 11 for

Mac.

2. Control-

click or right

click the Uninstall
Kaspersky Endpoint
Security icon.

Press Open to
continue and click
Open > Uninstall
when the
uninstallation
window is prompt.

Please note that a
pop-up Window for
next step may be
shown behind the
current Window.

Install Kaspersky Endpoint

.k Kaspersky Endpoint Security >

< Kaspersky Endpoint Security

@ow ackage tonte

Uninstall Kaspersky Endj
Security

Uninstall Kaspersky Endpoint Security

Security

Get Info
Compress "“Uninstall
Make Alias

Quick Look “Uninstal
Chara

“Uninstall Kaspersky Endpoint Security” is an app

o

.itsc.cuhk.edu.hk

downloaded from the internet. Are you sure you want to
open it?

Don’t warn me when opening applications on this disk image

? Cancel

Show Disk Image

23
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Uninstallation: Kaspersky Endpoint Security

IK

Are you sure you want to uninstall Kaspersky
Endpoint Security from this Mac?

Cancel Uninstall
3. Enter your ® Uninstallation: Kaspersky Endpoint Security
com puter user
password and click
OK.
7~ Kaspersky Endpoint Security Uninstaller wants to

make changes.

=
I | Enter your password to allow this.

Username: Username

Password: I I

Uninstallation
Authenticating...

Please enter your administrator password to start the uninstallation.

24
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Uninstallation: Kaspersky Endpoint Security

Click Quit button
when the
uninstallation is
completed.

Restart computer.

Uninstallation has completed successfully.

Quit

After the uninstallation of the older version of Kaspersky Endpoint Security for Mac, please
restart the computer.

Prepared by: User Support Services, Information Technology Services Centre
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