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Abstract:

A number of security organizations around the world have colloborated in establishing guidelines for developing and assessing security-based products. These guidelines first published as the Common Criteria for Information Technology Security Evaluation, version 2.0" are being circulated as ISO/IEC 15408 for adoption as an international standard. The Common Criteria presents a very structured, formal model under which  the evaluation of IT security products are to be conducted. It establishes a way of specifying security requirements and establishes criteria for rating assurance levels of products implementing the requirements. There are several  Evaluation Assurance Levels (EALs) associated with the level of security required of a product. There are companies who are certified to assess that a product meets a specified EAL.

Unfortunately, even if a product is certified at a particular EAL level, a customer can't quantitatively assess the security risk of using the product in their environment.

Enter Software Reliability Engineering (SRE). SRE provides a way of assessing risk from the customer's perspective. By identifying security-related failure modes, SRE provides another approach to managing and assessing the level of security of an application in a quantitative way. This sounds nice in theory, but,  "Can SRE methods Add Value in Assessing Security-based Products?"

In this talk, we will describe "work in progress" directed to answering this question. The security-based products that we are focusing on are FireWall products. We have selected two commercial-Off-The-Shelf (COTS) products that are (or were) under assessment for particular
EAL certification (both were being assessed at EAL 4, a level corresponding to use in a high-security environment). We started in defining security-base failure modes, identifying a customer-environment (Operational Profile), establishing reliability objectives. We have setup a test-bed under which we can do controlled reliability testing of the selected COTS FireWall
products. The talk will focus on the "logistics" of setting up a reliability testing environment. We will share some observations to-date from the work we have done. Although we will not be presenting any new SRE growth models or quantitative methods, we will describe "from the trenches" challenges in applying SRE in a "real world" application.
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