ARMOR: Analyzer for Reducing Module Operational Risk

Michael R.Lyu Jinsong S.Yu Elaine Keramidas Siddhartha R.Dalal Bell Communications Research Morristown, New Jersey 07960

Abstract

ARMOR (Analyzer for Reducing Module Operational Risk) is a software risk analysis tool which automatically identifies the operational risks of software program modules. ARMORtakes data directly from project database, failure database, and program development database, establishes risk models according to several risk analysis schemes, determines the risks of software programs, and display various statistical quantities for project management and engineering decisions. Its enhanced user interface greatly simplifies the risk modeling procedures and the usage learning time. The tool can perform the following tasks during project development, testing, and operation: (1) to establish promising risk models for the project under evaluation (2) to measure the risks of software programs within the project, (3) to identify the source of risks and indicates how to improve software programs to reduce their risk levels, and (4) to determine the validity of risk models fromfield data.

1: Introduction

Risks and problems are strongly related. The relationship between risks and problems is similar to the relationship between faults and failures. A risk is a potential problem and a problem is a risk that has manifested. As the system gets more complex, the software failure behavior becomes more intricate, and the criticality of software component and its internal modules raises. In order to reduce the risk of software operations, the software modules which have the potentials to cause system problems have to be identified early[1].

Software risk is expressed by the potential number of failures that may be caused by a module, as well as the severity and intensity of these failures. Before software failures happen, there is a need to model and predict the level of risks contained in software systems or modules. To model software risk the quality indicators of software modules, usually in the form of metrics, are required. The key elements in software risk analysis, therefore, are the implementation of software metrics, the application of software measurement, and the validation of the measurement results to establish pertinent metrics [2], [3]. The validated software metrics could be applied to form various models for the early detection of software risk and risky modules. Based on these approaches, much research work has been performed in identifying error-prone software and managing risk early in software development [4], [5].

To date there is a lack of validated software risk models and systematic approaches to identifying and reducing the operational risk of software modules. As a result, it is urgent to acquire appropriate software tools which can automate the procedure for the collection of software metrics, the selection of risk models, and the validation of established models. For this purpose, we are prototyping a software risk analysis tool, called Analyzer for Reducing Module Operational Risk (ARMOR), for an automatic and systematic approach to software risk management.

2: Objective and Overview of ARMOR

Many commercial tools are currently available for the measurement of software metrics and establishment of quality index of software programs. However, few tool can both perform sophisticated risk modeling and validate risk models against software failure data by various statistical techniques. ARMOR is designed to provide the missing link.

The objectives of ARMOR are summarized as follows:

(1) To access and compute software data deemed pertinent to software characteristics. ARMOR accesses three major databases: project source code directory (for product-related metrics), program development history (for process-related metrics), and the Modification Request (MR) database (a failure report system at Bellcore).

(2) To compute product metrics automatically whenever possible. By measuring the project source files, ARMOR directly computes software code metrics related to the software product.

(3) To evaluate software metrics systematically. A preliminary analysis of the effectiveness of the computed and collected metrics is obtained by studying the correlation of these metrics to the software failure data in the MR database. This study provides information about the candidate metrics for the establishment of risk models.

(4) To perform risk modeling in a user-friendly and user-flexible fashion. Metrics are selected with appropriate weighting to establish risk models, which can compute quantitative risk measures (i.e., risk scores) of each software module. Several modeling schemes are provided in ARMOR. Risk models could be defined, removed, and executed easily at the user’s discretion.

(5) To display risks of software modules. Once computed, risk scores computed the risk models could be used to highlight each software module by different colors. Risk distribution can be demonstrated in various forms.

(6) To validate risk models against actual failure data and compare model performance. Using several validation criteria, the risk models are compared with actual failure data to determine their predictive accuracy. Model validation results are provided in a summary table. Validated models could be saved for a later reusage.

(7) To identify risky modules and to indicate ways for reducing software risks. Once a valid model is established, the risk score computed for each module can be compared with the risk score contributed by the individual metric components. This process is iterated to identify the dominanting metrics which need to be addressed for the reduction of module operational risk.

ARMOR is designed as a software risk modeling and analysis tool that addresses the ease-of-use issue as well as other issues. ARMOR is currently implemented in a UNIX X-windows environment, using Extended

Tcl/Tk as its interface builder. By enabling pull-down menu options, ARMOR allows users to apply the software metrics deemed important to software risks, to establish various risk models, and to compute module risks. After the risk models have been established and executed, the predicted risk of each module is displayed with a color to represent the risk of the module. Users can also display various statistics on the distribution of software risks. Finally users can apply regression analysis and other statistical techniques to determine the validity of the risk models. The validated risk models in turn can be saved in a model repository for their applications to another project release or a completely different project.

Figure 1 shows the high-level architecture for ARMOR.

3: ARMOR Context

ARMOR is composed of seven major functional areas:

1. File Operations ("File" menu) 2. Selecting Scope ("Scope" menu) 3. Computing and Selecting Metrics ("Metrics" menu) 4. Model Definition and Execution ("Models" menu) 5. Risk Evaluation ("Evaluation" menu) 6. Model Validation ("Validation" menu) 7. Help System ("Help" menu)

Although the complete functionality of ARMOR is not yet implemented, the major portion of ARMOR is available to demonstrate its capability.

3.1: File operations

There are four operations that can be performed by selecting items from the File pull-down menu. These are: "Project Open", "Load Process History", "Load Failure Data", and "Exit". "Project Open" navigates through the directories of projects to select the project for risk analysis. Upon selecting a particular project directory, ARMOR automatically computes the structure diagram of the project and displays the calling graph (dependency graph) relationships among program modules within the project directory. Module development history, including program module names, build date, inspection status, application function area, number of extensions, etc., is brought up by clicking "Load Process History" button. The MR failure database is displayed by the selection of "Load Failure Data". Finally "Exit" provides the normal exit to the risk analysis procedure.

Project

Directory

Metrics

Failure

Data

Risk

Criteria

Selection

Validation

Assessment

Prediction

Evaluation

Control

Module

Plot

Selection

Display

Evaluation

Result

Risk

Risk

Feedback

Control

Risk

Reduction

Effort

Decision

Making

Model

Validation

Modeling Evaluation

Module

History